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Froow Acoount hote
Date: Wed, 8 Sept 2004 12:400

° g > Doar vahued Woodgrove menber, + Graphec from bank's actual web site
) FARAY 3 '
i In o bermes a0 condbions pou haes 50reed to state that your sccount must shwyys be
- % % % # m urcier your control or thooe you desgrate & ol tewes. 'Wa have roticed some activity related
B—1K o

10 pour S0t that Indcales that other parties fay have tried Qarwng acteds o contrdd of
YOuUr BE0mion N pour Aot

ﬁ& Therefore, Lo grevert unauthorited sccess 2o your Woodgrowe Mtertet Barking accourt,

you e Wtad 10 fve falled 0on Sengls N & 2400w perod.  You have esteaded thes

— B8 B e

Plarin fodian then bod Dadine sul sodns winn aiiinsd wdiamsdnir )

s by ivault.w rove.comidefault, aspy

= http:/j203.144.234.138]usfindex.htm| \2

ﬁ” :l A



4388 BB

MRAFEERKET SREF "¥., ABH

(E®#RY /24#88) SEES-FTRAERTATER (BN .

HENE) ZENEBpDHEAENR . u*!ﬁlf&’“l°?—“-
BREAESE—HETERF BRETHEERASE LATRIARSE « SIH
AR & BEZTREANE SNB2xw \s5C%E% - ’m
FREEAEADR

FHIER BB AXOAENENERER, NV TECREE  THE

RHE2BRW|S L B?%N?E-”‘uEEﬁHT*FI—TCP*fE
E@ﬁ ECIHEXEREZES OREXAE . ANE#R -2\ SNES=
RESRE  ERARNOEEL BREZ0E -

ﬁﬁ—aﬁlgqﬁﬁ ENUSHIWENEREANE - FxNAES
s IRRNBECFNELY RVERNEESTRARNZSFE . €
EAEE ROUER "SIZEAR. r ARXEEHET BABCHWR &
Q-E"ﬁ¢§n BEBNENT "RERSEZRASNE . MR o®

H \MR - FECEEERTSSHATE .
U
R S

4388 B

BiRTHEE REASFR ~errict

L R R ¥

.o B L L bt
-y

EEERT/2td8) BpS8
Z_?i?1ﬂ3‘7'r¥ 3
TEANES  pENTENME
NEELBEEERERERN
(k ryloger ) « BIFfFIR LR HANE
/l.\a‘gggt):x -d-.!g& w‘%rg/
TEEX  BEGIEFASENAE
BE RYESTCERMARSRONE
ARE - RIZBWHEE - EXXK -

‘tl. n'tt Ec -
Ull

RS ZORIBLD EEREANAENATES REEE
%588 " tx#Tlandbank, E5NRE
HPRSER S EEmeE £-8X Tland: ARNER T (EE
EEAONEAN WMRRESERR T) FERTRARIERAETH
LEEXRE  SNLEELS gz "1, —RAxea . EeSEFEAR
SNFEESEE  —Bi 1:,.,5 mg HTARBOM, LR AREER  WFE
SAATEERL TEESN, STE) BHACEERECHAE RS - (EaxE
f!i;;r SEneE  eRcxs RER)
TIRFTEREAS  FEEVTANFELEZNREE MERERTE0OS

G!K~WU? EeRuRs HEZREXRR -
ST
ﬂ li




ARSI R I

www.google.com €-> www.google.com

tw.yahoo.com €= tw.yuhoo.com €-> tw.yahco.com

# B A% -F 2> 5] tw.gannania.com €-> tw.gamania.com

7-11 * www.7-11.com €-2> www.7-1l.com

# %% 8 B www.accer.com.tw

44 £ B www.tcbc-bank.com.tw

X 3048 Srwww.landbank.com.tw €-> www.landbank.com.tw
¢ B # 4£www. lcbe.com.tw €= www.icbc.com.tw

4388 BB

« 354 % (phishing)¥E 5 &Y & T 54 45 4L
— BRZGeHERE
-REHEREPF
— wRERE 48 N FN TR o 66 B IR M P
- B—TFTUTFHREREREOMKERE
+ Masked URL 4% &k # 4]

DU Lo O kA g T user L0

(352, 160 355 Aokmoenrdne e |

. HWRTRIEAHREN X
— WATRIH
— B5EE T4 Y B FH O
- ERGEATRLAELEMT] R A M
- FRHRARESBAMAZLBRTHANERETLHF(SSL)
- FRESHATPRABAZLRTH
- BERBESERE FRETY ba

T




R4 EILE
o YEBRUEIELRAT - B EHBIERA T E H 42
e FAAR TEEERAFENSE

Most Targeted Industry Sectors 4th Quarter '09

) Financial

Rezall 39%
L Other
13%

Payment

: Auction
Services 13%

33%




HTML Injection
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Online Banking siqn ON % your accounts SLCURE LOG ON:
User i Password:
Easy. Secure. Free. f"" 0 | |
m View demo | Learn more -
Password |.'—
Enter Onkne 1D: [ (AR

[ J

To preavent fraud enter your credt
card Information please:

Your ATM or Check Card Your AT or Check Card Number: e
Number: l -
Your PIN: Expiration Date) I 3

ATM PIN:
[T Save this Onkne 1D

Account in:
Your mother”s maiden name:

T o
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Forgat or seed help with your ID?

Reset Passcode
[] - adaitionally injected fields
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Ak SN/ E ST Ctratd Classe"exprest " »eledse enter your Customer wusber and
e Personal s codeStdr/rrrctractdoctable classe"emtryaresy”><! -~ Thisg 15 the
; Jartry T101E ares ENTAYAREA --><tractd class«"1b1 " s0mtomer sumber</tdr<td
Do classe"val "s<input type="Tert” nasme"tratuser1d” s12¢="20" sutocompletes"off’
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classe="scb" Mt STrroabler < Tdr < Tractr Sde"soramblecescriptfon™ <t
classe"bndesc ><p alignecenter><boscramble Pad</Bocbr><brifor added security your
Persona] AZCais CoSa MUST e entered By typing the Tetters from the randonly
'f scrasble Pad (above) That matches T0 each numter oF your Personal Access
code, <lick “melp” Butson for more information, </pr</Tdr</tractra<td
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Spyware Threat
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Are You Using Crack Version Software?

* Intervalhehehe: included in cracked version of WinRAR
» Self-extractor runs WinRAR installer and a “explore.exe”

* Redirect google.com, yahoo.com, etc. to websites that
distribute rogue antivirus and antispyware solutions
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Are You Using Crack Version Software?

Microsoft Security Center
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Peane download AnliSgryware 1o hix

Doawnlood AnliSuywoare Now
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Antivirus 2009

Windows Internet Explorer

ATTENTION! If your computer Is struck by the spyware, you could suffer data boss, erratic PC behaviour, PC freezes and crashes.

Detect and remove viruses before they danage your comgeter!
Ackivirus 2009 will porfoem & 1005 FREE and quick. scan of your computer for Yiruses, Sirywaee and Adwire.

Do you want to nstall Antivieus 2009 to scan your computer for malwars now? (Recommended)
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Antivirus 2009

Microseft Securicy Warning

Antivirzs 2009 Web Scanner detected
dangerous Spyware on your system?!

Datected malcioum progr smo can demage your conguber and conpeomee
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5 Bot & Botnet

* Botnet

— X #%78 Bt #8% Zombie Network * H# & A%
Robot Network @ Bp — &% Bot A7 8 g, &) & Bk 48 35
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Google Hacking Database (GHDB)

Google

“sdean account inks” Sletype 1o

A8 2|wIn | z=sa

* FQranx © SOVAFRAN O IENFER
Ll
g staned a1 31-12-04 1612 . - | EBZR ]

o Detault VirtuaSeover created 111204 16 12 &7 WARNNG ol SERVER. admn a2
-ﬁﬁbm SEA204 16 12 4T WARNNG o .

o usemame  admin passwoed

o9

ik

count

S NL. Infa sesver,

e

3, AL, Infs, secver, Zexve: inkt finished
JERRORL ALY feaMain, wsable 10 detect satemmal ip
L, Infe, secver, Server shatdown Izitlalized

shatdown finisded

ML, Infe secver, Server Inkt Isitlalised

S AL, Infa, secver, Sesve: wisiom: 2.0.20.1 vink2

7. VARNING, Infe, DL, ceeared rable 152 _servers

7. VAN, Infa, D00, ceontad table 132 _server _privileges

7, VARNING, Infe, 200 ceeared table 12 _chawnls

7 VAN, Infe, B0 Ceodted table 152 _chessal privileges

7. VARNING, Infe, 20, ceeated table 12 clients

7, VARSIN), Infe, 2L ceoated table 152 _bans

705, Infe sesver, Searting VirtaalSesves id:1 with port: 4767

7. VARSING, Infe JERVER, Defaslt VistealZesver created

7. VNIND, Infs SERVER,  sdxin actount info- ssemane: adain pasiwssd: zjSdba
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