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Why SDN

Software-Defined Networking

mITEEFEZE SDN



UL o=

WHY SDN

Network Troubleshooting challenges

\YETVEL

 Deploy network taps
for each switch

«Increase in complexity
of networks but the
tool sets are the same

« Error prone due to the
nature of manual tools

Time consuming &
complex

« Time consuming

process

« Require low level

detailed inputs

« Complex with multiple

steps to diagnose the
problem

Costly

« Expensive network

tools

 Sending qualified

resources to
troubleshoot is costly

« Time wasted to

troubleshoot
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SDN Network Visualizer SDN App

Automated auditing Fast troubleshooting Cost effective
« Real time visibility into « Fast troubleshooting « 40X1 cost saving
traffic compared

» Less steps to get to
« Automated auditing of root cause analysis - to manual tapping

user’ s network traffic | || £oco of access to tools
« Restful APIs for 3rd detailed diagnostics « No onsite technician
party security solution for troubleshooting

Integration



L e 1o e WHY SDN

SDN Network Defense Different
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SDN Intranet Network Active Defense key features

Service Chain EEED i iR

» By diffident packet, using diffident network device.
* High performance network device,
* Flexible network infrastructure.

QoS function
* QoS action can be run in MAC / IP / port number / L7 rules

Access control function

—— ' — ————— * Network resources manage by 12-14 / protocol / user
id(must integrated with ad server) / application (must
integrated with dpi devices).

Smart load balance function

* Each 12-14 / protocol / user id(must integrated with ad
server) / application (must integrated with dpi devices) has
it's own gateway to internet.

Tapping function

» Specify protocol, ports, IPFMAC addresses to select traffic
for capture

 Filter all packets by each rules, then clone they to their
switch ports
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with SDN-Openflow
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Service Chain E9 % &4

SDN Controller
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DASHBOARD #t5t ENVIRONMENT SETTING

« /R POLICY jit= TOP 5
 HA/~ SERVICE itE TOP 5

7 H Policy j#8 TOP 5

AH Service 3% f#i7iE TOP 5
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A R{—{& NEW SERVICE CHAINING

OpenFlow Switch - Service Chain
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WITH SDN-OPENFLOW
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ACCESS CONTROL ZHUZHl

WITH SDN-OPENFLOW
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SMART LOAD BALANCE

WITH SDN-OPENFLOW
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WITH SDN-OPENFLOW
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Network Security
Controller
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RIEITHE
TAPPING RULES CONFIG

Network Security =—
Controller —

] Dashboard

Tapping
Policy Advance Select Switch : | ICX 6610 ;

Tapping Display name iori Mac Address Ether Type IPv4 Ad

testPort ALL 1itern(s)

Configuration -
test ALL 2item(s)

Group Authority Tapping1 Titern(s)

R Local Account

. Ingress Port QOut Port
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