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NetApp No.1 in Taiwan in 2021
#1 in CY2021 whole year & Q4

« NetApp is #1 in 2021 with 33.6% market

OPEN NETWORKED AFA
share in Open Networked. 90.3% Y/Y growth CY2021 CY2021
compare to 2020, outpacing market growth of Ranking m Ranking m
37.1% NetApp 33.6% NetApp 39.8%
Dell
+ NetApp is #1 in 2021 with 39.8% market s

share in AFA. 95.9% Y/Y growth compare to | Hitachi
2020, outpacing market growth of 36.7%

OPEN NETWORKED AFA
* In CY2021 Q4, NetApp continue to be the top _ CY2021Q4 _ CY2021 Q4
storage vendor with the #1 position in Open FELAIEE % Ranking -if?
Networked with market share of 30.6% and De” e i o] O,

#1 position in AFA with market share of HPE

32.6% | itachi
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Product or Service Scores for Cl

NetApp AFF A-Series

Hitachi Vantara VSP 5600

Dell Technologies PowerMax
BM FlashSystems

HPE Primera/Alletra 9000
nfiniBox/InfiniBox SSA Il
Huawei OceanStor Dorado V6
HPE Nimble/Alletra 6000

Dell Technologies PowerFlex
NetApp Cloud Volumes ONTAP

DDN VMstore T7000-Series

BM Spectrum Virtualize for Public

Zadara zStorage

Pure Storage Cloud Block Store
Huawei OceanStor Pacific
Hitachi Vantara VSS Block

DDN NexentaStor
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Product or Service Scores for Containers

NetApp AFF A-Series

Hitachi Vantara VSP 5600

Pure Storage Flash Array//X Series

Dell Technologies PowerMax
BM FlashSystems

Huawei OceanStor Dorado V6
HPE Primera/Alletra 9000
nfiniBox/InfiniBox SSA I

HPE Nimble/Alletra 6000

Dell Technologies PowerFlex
nspur HF18000G5/HFS5000G5
DDN VMstore T7000-Series

NetApp Cloud Volumes ONTAP

BM Spectrum Virtualize for Public Cloud

Pure Storage Cloud Block Store
Zadara zStorage
Huawei OceanStor Pacific

Hitachi Vantara VSS Block

DDN NexentaStor
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2022
including statistics about application and data availability. IDC has reviewed NetApp ONTAP system
availability statistics between January 2019 and December 2021, noting that the data indicates a
minimum , availability across over 100,000 controller pairs running ONTAP 9 software.
This populatiomrinciades NetApp AFF80x0 and AFF A-Series systems as well as FAS25xx, FAS26xx,
FAS27xx, FAS8xx0, FAS9000, and FAS500f systems. Clearly, NetApp can deliver "six-nines plus"
availability and has done so consistently in mixed enterprise workload environments that include both
block- and file-based applications.

White Paper

Meeting the High Availability Requirements in Digitally
Transformed Enterprises

Sponsored by: NetApp

Eric Burgener
March 2022

|
Enterprises) - S #F4R5k US48442021 - 2022 £ 3 A

[IDCl&=

White Paper

2020

statlstlcs about application and data availability. IDC has reviewed NetApp ONTAP system availability
= s-for the period from June 2019 to December 2019, noting that the data indicates a minimum of
%% availability across the tens of thousands of controller pairs running ONTAP 9 software.
Thispopulation includes NetApp AFF80X0 and AFF A-Series systems as well as FAS25xx, FAS26xx,
FAS27xx, FAS8xx0 arrays, and all FAS9000 systems. Clearly, NetApp can deliver "six-nines plus"
availability in mixed enterprise workload environments for both block- and file-based applications.

L

Evolving Availability Requirements Demand More Than Just a
Resilient Storage Infrastructure

Sponsored by: NetApp

Eric Burgener
February 2020

Resilient Storage Infrastructure ) - XX #R5% US46076020 - 2020 &£ 2 B
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What is CSfC?
- BAEBIEIXZ2/F (NSA) AERNRKELZEETE - CSfC 24
BRFABZ B RAERE D
+ CSfC RSl IT EmEdmE s = KAl EEIIE TR ELK
B EERORTT R RIS L K
* NSA BREEELERE S EZE BIEMNEA KRB ERACAR
CSfC Bre R FRRRTT

NIAP

National Information Assurance Partnership

Protection Profiles Resources

- oo Compla Ust »» Complant Product
Compliant Product - NetApp Storage Encryption (NSE) running ONTAP 9.7P13

Certificate Dawe, <o 0000

7][] TR B T
TT) Waa AT
Validation Report Number: CCEVS.VRVID11174.2021

Product Type: Encrypied Siocage

Conformance Claim: Protection Profie Compliant

PP identifier: collaborative Protection Profle for Full Deve Encryption - Authorzation Acquisition Viersion 2.0 + Errata 20190201

CC Testing Lab: Lewdos Common Crteria Testing Laboratory

M NetApp
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NIAP

National Information Assurance Partnership

Protection Profiles Rescurces

es Complant Product

Compliant Product - NetApp Volume Encryption (NVE) Appliances running ONTAP 9.7P13 7][] 4'2\ m\ﬁ E%'f

Certificate Dme. 2270000

Validation Report Number: CCEVS-VR-VID11175-2021
Product Type: Encrypied Storage

Conformance Claim: Protection Profile Compliant

PP identifier: collaboratve Protection Profle for Full Drive Encryption - Authorization Acquistion Version 2.0 + Errata 20190201
collaborative Protecton Profie for Full Drive Encryption - Encrypticn Engine Vieesion 2.0 « Errata 20190201

CC Testing Lab: Lewdos Common Criteria Testing Laboratiory




f£Gartner Critical Capabilities for Primary Storage

WHAT'S CHANGED

Gartner

Magic Quadrant Leader

Years in a row*

R EPZIREPERREPREIISE

Challengers

Ability to Exacute

Niche Players Vislonarles

Completeness of Vision

Source: Critical Capabilities for Primary Storage, 17 October 2022, Jeff Vogel, Joseph Unsworth, Chandra Mukhyala.

M NetApp © 2023 NetApp, Inc. All rights reserved.

SRAE L2 5R PINE BE AR5 51,8 H B ik B B 5% e

o NHIRFHEM R TLR EREE (B E)
o GSNERRES#R: A1 301k (B 1 2F)
"L o TANetBR IS HEER BT 3R 1L (B BE)
o SRERREB B EREEHY)

ﬁmﬁﬂz‘ﬂﬁ o BRTER{ AR 75 B i IR SR Ak (B2 5R)
| b
ﬂ%ﬁﬁﬁ { o TANet R AR @ H IR F (B BER)
o BIEREH AN PRI ARFE I L (R )

{ * BT @K CONZE(KB)
* BilEMEEAS FIEMREEEHE (BN T)

EHACIRFEIME -2z =T

Source:https://moda.gov.tw/digital-affairs/digital-service/operations/190

IT & Digital Business DevOps Journey
AFIXAERYES - RAGIE - RIZRVMIE
2022

2019 2021

R FaEER R 82 7
Agile/S Kanban MBS, ZHIRRE
i m,Kanban
VM % gile/Scru = 59 I
. MR 3t Cl/CD RMRE DevOps —Hit ——
FaA % KBS SR

DevOps bootcamp

Pilot Scrum /DevOps /ey 46 olchain B

IAREOR SRR FELI A2 Platform SRE /
maEEE /womwm  Platform Ops

it

DevOps CI/CD ELiR % i% + DevSecOps

tsmc Ul and Global IT Development

BiEITro00smn =S as bRl 2021
IR A BRI SRR B 2048 - 372022
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Source:https://www.ithome.com.tw/news/154416?fs=e&s=cl



Product or Service Scores for Cl

NetApp AFF A-Series

Hitachi Vantara VSP 5600

Dell Technologies PowerMax
BM FlashSystems

HPE Primera/Alletra 9000
nfiniBox/InfiniBox SSA Il
Huawei OceanStor Dorado V6
HPE Nimble/Alletra 6000

Dell Technologies PowerFlex
NetApp Cloud Volumes ONTAP

DDN VMstore T7000-Series

BM Spectrum Virtualize for Public

Zadara zStorage

Pure Storage Cloud Block Store
Huawei OceanStor Pacific
Hitachi Vantara VSS Block

DDN NexentaStor
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Product or Service Scores for Containers

NetApp AFF A-Series

Hitachi Vantara VSP 5600

Pure Storage Flash Array//X Series

Dell Technologies PowerMax
BM FlashSystems

Huawei OceanStor Dorado V6
HPE Primera/Alletra 9000
nfiniBox/InfiniBox SSA I

HPE Nimble/Alletra 6000

Dell Technologies PowerFlex
nspur HF18000G5/HFS5000G5
DDN VMstore T7000-Series

NetApp Cloud Volumes ONTAP

BM Spectrum Virtualize for Public Cloud

Pure Storage Cloud Block Store
Zadara zStorage
Huawei OceanStor Pacific

Hitachi Vantara VSS Block

DDN NexentaStor
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&, Cloud Insights

® Cloud Manager -
Hybrid Enterprise Storage Management ﬂ

— PROD — — DR —
aws
” . . HDD HDD
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FSxO CVO CVS

Fl NetApp

ONTAP Select _/4 ) ,
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NVMe

ElniE NS TR

Bz - 247 - B - 5BF

FAS E/EF AFF SolidFire

—
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Cloud  Cloud  Cloud yp|pENT Astra Cloud Cloud
Storage Tieri Backup Sync Insights
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IDC Report : SSD &k &i#&mE , HDD FAREMNZERSERE , INABE SAS FERERIBBR

Solutions  Analysts Events Blog AboutIDC ContactUs mylDC _

— 14 Jun 2021
IDC Forecasts Solid Growth for the Hard Disk Drive and Solid
3 State Drive Markets to Meet Increasing Demand for Data Storage
Capacity
Contact NEEDHAM, Mass., June 14, 2021 - International Data Corporation (IDC) recently published new forecasts for the worldwide hard disk
For more information, contact: drive (HDD) and solid state drive (SSD) markets. While both markets were affected the COVID-19 pandemic, the outlook looks good as

demand for storage remains strong in multiple areas.

Michael Shirer
press@idc.com Worldwide HDD industry petabyte shipments are expected to see a compound annual growth rate (CAGR) of 18.5% over the 2020-2025

508-935-4200 forecast period and average capacity per drive is forecast to increase at a five-year CAGR of 25.5%.

"While the client HDD market continues a long-term secular decline due to rising SSD attach rates, the COVID-19 pandemic has over the
Jeff Janukowicz

jjanukowicz@idc.com
908-329-5609

near term increased the demand for certain types of HDDs, particularly mobile HDDs as well as capacity-optimized HDDs," said Edward

Burns, research director, Hard Disk Drive and Storage Technologies at IDC. "And the demand for storage capacity continues to grow at a
steady pace as the world creates and stores more and more data."

Edward Burns The COVID-19 pandemic impacted the various segments of the HDD market - enterprise storage systems, personal computers (PCs),
eburns@idc.com

508-872-8200

personal and entry-level storage (PELS) devices, video surveillance systems, and consumer electronics products - in different ways.

Key trends in the worldwide HDD market include:

ITENRES:


https://www.idc.com/getdoc.jsp?containerId=prUS47975921

Gartner Report : 2026 ¢ SSD K AE 35% , AZE HOD 155K 96 9% Corner

hFERARRFEEFHSERR N SUEENSSD Kk KA EHINL-SAS

Gartner: Enterprise SSDs will hit 35% Gartner: Flash array revenue to

f HDD/SSD exabytes shipped b
3026 /SSD exabytes shipped by overtake HDD

By Chris Mellor - May 16, 2022

cooo 0000

In four years’ time over 95 percent of shipped hard disk drives will be high-capacity
nearline 3.5-inch drives, and SSDs will outstrip the “other disk drive” categories, According to Gartner, all-flash-array revenues

including "Zteb°°k' desktop PC, external, and mission-critical 10K rpm 2.5-inch revenue next year and grow to 55 percent of all external storage revenues in 2026.
enterprise drives.

High-Capacity / Nearline HDD Capacity Shipped; % of Total HDD

Capacit
HDD and SSD Capacity Shipped (Exabytes); SSDs % of Total - s Capacity Shipped (Exabyte’s)) y = % of Total HDD Capacty —_—
ws HDDS SSDs <+ 2 SSD % of Total ¥ .
5,000 35%
3,000
4200 ."'O 30% 90% 100%
4,000 N ” 85% .
o 22500 79% £
3,500 ik 25% w 80% 8
ee® O i E ° 8
" 3,000 O...O...-Q' 20% £ 2,000 =
@ 2,500 - B = 60% 2
B - 15% o 2 5
2,000 O.- oo >1500 5
. [ o 36%
1,500 g 40%
o ® 10 & 1,000 3
1,000 -
ol B N = ] =
0,
v ~ oo} D o - w w w w w M - . . 9,
S 3 & § § § 8 I 8 8§ . 0%
& « « Q « S S S S S 2017 2018 2019 2020 2021 2022E 2023E 2024E 2025E 2026E

Source: Gartner; TrendFocus; Wells Fargo Securities, LLC .
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5-10ms latency, $
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KAERY ZE

» Qutstanding price/performance <+« Ransomware protection

» Leading raw-to-effective data » Business continuity, disaster
efficiency recovery

« Tier to hybrid flash or cloud » Application-integrated backup

 Better energy efficiency and recovery

= == 5 43

CIE = EASRIE S

+ Entry capacity aligned with + Disaster recovery to cloud
needs  Back up to cloud

« Clustered scalability * Tier to cloud

» Connect to performance flash
or hybrid flash

NetApp® AFF C-Series
HIGH-CAPACITY ALL-FLASH STORAGE SYSTEMS

The product images shown may represent the range of products or be for illustration

purposes only. They may not be an exact representation of the product.
Pl NetApp 26 ©2023 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



ESG itkeEfR =

Power and cabinet saving - AFF C250 vs. FAS8300
ALL Flashii§ Atk (& fix Bt

*Average price of high-voltage industrial electricity: 3.1039 NTD per kWh; carbon
dioxide emissions: 0.509 kgCO2e/kWh (Taiwan Ministry of Economic Affairs
Bureau of Energy's 108 Annual Electricity Carbon Emission Coefficient)

VL EE FE A A AFF C250 FAS 8300 PR o ottt
_ , = = ,
Configuration 15.3 TB NVME SSD *14 1.8 TB SAS *123
Capacity 160 TB “4 = 640 TB 160 TB s D0 i B
BT s a Aermr
Power (W) 524 2,541 g "
Power consumption | 4,593 kwh/yr 22,274 kwh/yr .
Air-condition 1,788 BTU/hr 8,647 BTU/hr S
consumption e ==
T
Cabinet space 2U 16U . B
: =
Power Savings 17,681 (kwh/y) e e 5
Carbon Reductions 8,999 kgCO2e/yr i =L
| Fpret
Savings S2,742,720 NTD/yr D 05
= 1 + E] 1878 sAs

JIE F—RaEEKE -~ 8ifc - 8Z[ - FaRKER

”M*E%F%%ﬁﬁ%ﬁﬁﬁ—@%EMﬂlFﬂﬁﬁaﬁmiﬂ)ﬁ%%%ﬁ
A i‘E%FHGO.% I‘E Eajﬁ%ﬁﬁ u5kw7%J:BE ;*t’_’

F=HHE— 1@*%11%
M NetApp :




Operation Cost — Less Power Consumption/Space
If C-Series were available — C250

648 > 48 disks, saving 92.6%

69,600 = 12,000 kw/year, saving 83%

62 - 4U, saving 93.55%

756 - 55kg, saving 92.72%
FAS8300 C250 internal 15.3TBx24
DS224C(1.8TB)x27 NS224(15.3TB)x1
Capacity 850TB Capacity 850TB

M NetApp



ONTAP Base

« ONTAP Base is an alternative
option for non-production
systems dedicated to test/dev
environments

« As it lacks data protection
features and security features it
is not recommended for
production environments

M NetApp 34

NetApp Vol Encryption
Trusted Platform Module
Data at Rest Encryption
SnapMirror Cloud
S3 SnapMirror —Non NetApp Targets
SnapMirror (A/S/BC)
SnapCenter
S3 SnapMirror —NetApp Targets
Autonomous Ransomware Protection
MTKM
SnaplLock
FlexClone
SnapRestore
NFS, CIFS, S3
FC, iSCSI
NVMe-oF

ONTAP Base

NetApp Vol Encryption
Trusted Platform Module

Data at Rest Encryption

FlexClone
SnapRestore
NFS, CIFS, S3
FC, iSCSI
NVMe-oF

© 2023 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —
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UNRELEASED PRODUCT PLANS MAY CHANGE

SW bundle mapping

» Systems that currently have Flash, Premium or Flash

the Core+DP bundles will have access to

licenses to be equivalent to ONTAP One Core +DP ONTAP One
« Systems that currently have the legacy Base Premium

bundle or Core bundle only, will have access to

licenses to be equivalent to ONTAP Base
« System Bundle type will not change (IE will still

show as Core+DP) but cluster uniformity will be

achieved Core

ONTAP B

« Systems with DPO or EDA Bundle are not Base a5e

adjusted and will not have new licenses added
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A] %R _EIB M EKIRIZHIES
NFS,CIFS, FCP, iSCSI, S3

——

______

aR L iE
R ONTAP
£PI7EAFF £BI7EAFF ZESSD/NL-SA
e ZXEMISDINL-SAS ONTAP Select
sﬁ\ﬁﬂba
TH—1CAFF

_ e #FFAS
_"z\(: E“\% ‘n_ < /E6 A
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ARAN S8 E
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NetApp Efficiency Guarantee Program
FARAMNZEBUERRE - REEFERMIERCES !

2 IR T R Y R (RS . BHESHGENE BaMREMEL
HERSTEZTHREASE - h1ﬁfﬁﬂ?@@ - BRESNAERENEENESE

- Virtual Servers {R:&3:1, VDI (Full Clone) 1R 8 + —BXRERERER180KA - i2LHH

« SAN 4:1 « FMEREIEE | RiETBEUERREFELEVEIERE -

. B1BNetApp® Snapshot™ Hfi - 12 B MRS AL AR EIRH(100%)

AFF *+ ASA* + FAS500f + ONTAP® Select (SSD) + SolidFire®

* AFF = All Flash FAS
ASA = All SAN Array

M NetApp



FabricPool

Performance Tier

HA PAIR

—
100TB
Capacity headroom

Active data
Snapshot™ copies
Inactive data

M NetApp

Performance Tier

HA PAIR

—
20~40TB

amazon | §3

Microsoft Azure

& mom.
60 ~ 80TE

NetAppES MR ZE RIS ARl G E &S
o] LIEF T FCP,iSCSI, NFS,CIFS %€
ERZMRERETAFEENE

HEMERRAERNDE

SERE
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NetApp @%@“ : B[R H R (G 5e #ze 1Y FlexClone
FlexClone KilFE &2 &t 48 BT 5 2% i S i e

Production

- A ZINIREA BT ERBEAERFERE

- RIEAERBEZHHMFZERE

- OJUBIEEAREBSEE R LIRRRRIE
R

- Ol NEEAE R E

Mirrored Copy

***********

~~~~~~~~~
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NetApp End-to-End Dedup — B8 £%

Data Deduplication
New Data Written

_IIII§§I§ N
PEENEE  H N
ITTITTINE @ij;l
. . . . SnapMirror®
TEEEEE

Dedupe Fij Dedupe % Recovery Site
_ (DR Site)
Protected Site
(Primary Site)

1 NetApp



Compounding Effect :
Snapshot + Dedupe + SnapMirror + FlexClone

Benefit = a usable DR Site

= Quick and easy to set up and take
down

= Use your DR site for non-production
environments

= Extremely space efficient

: Copies
-\: i ;':, -:\’:
Test Patches : Develop

________

Data Mlne DISk Backup

1 NetApp
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NetApp Solution for Ransomware

Detect Protect EEHBMEFEERNEE RREEFNERRE

NetApp® ONTAP® Onbox Anti-ransomware
NetApp Cloud Secure / Cloud Insights

M NetApp



NetApp Solution for Ransomware o B 2 R R (P

Overview Snapshot Copies SnapMirror (Local or R

ONTAP Anti-ransomware

fEFREBEAERE

<+ Add
*  ONTAP 9.10.1 On-Box Anti-Ransomware

- REIXBERBLHE

« Volume £—ERIBEBEERSE
« 7 X 30 REREBBE

- HEELZHPEERS

Name

Anti_ransomware_backup.2021-1 1-18-150%

hourly.2021-11-18_1505

IRattE==515%

Suspected File Types

An tl- ransomware You can mark the suspected file types as false positive or potential ransomware attack. The system will make
necessary adjustments to the way it detects abnormal activity in the future.

STATUS

() Enabled in learning mode

Started Tirme! 16 Sep 2021 6:51:PM

Q Search ¥ Filter

o The systern has been auto-learning the workload characteristics of — -
FILES (SHOWING A MAXIMUM OF 20 FILES,

v Alearning period of 7o 30 days is recommended, Top_Dir_1/Sub_Dir_11/test_file_8335.5.png.\ckd
/Top_Dir_1/Sub_Dir_11/test_file_27373.5.htmLIckd b
Top_Dir_1/Sub_Dir_11/test_file_27373.5.mp4.lckd
Top_Dir_1/Sub_Dir_11/test_file_27373.5.doc.Ickd
Top_Dir_1/Sub_Dir_11/test_file_27373.5.gif.Ickd
Top_Dir_1/Sub_Dir_11/test_file_103.2.jpg.ickd
sWitCh to actiVE mo dE Top_Dir_1/Sub_Dir_11/test_file_103.2.doc.lckd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.htmlIckd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.mp4.Ickd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.doc.lckd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.gif.\ckd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.xyz.Ickd

» Yfou can switch from "learning” to "active” mode at any time.
v Switching sarly might lead to too many false positive results,

M NetApp




Dolores Busby
Team Lead

PRl 2

—
LN W7

L —

XI‘

BREEHIA B

Top Activity Types
Activity per 5 minutes
Last accessed from: 10.197.144.115

View Activity Detail

Username Department
us018 Engineering

T BEL j: /
Email Manager Tn=dene \

Busby@netapp.com Kason Butt

o FHIRE
RUEHZHE
N . ERETRELES

. ERSEAGERE

Phone
409092643841

X

POTENTIAL ATTACK: AL_434 Detected Action Taken Status
3days ago Snapshots Taken New 2
Ransomware Attack Sep 6, 2020 3:55 AM
Last snapshots taken by How To:
auto response policy Restore Entities
iN EREN I NN B =
Re-Take Snapshots
22.Jun  24.Jun  26.Jun  28.Jun  30.Jun 2. Jul 4, Jul 6. Jul 8. Jul 10.Jul 12, Jul 4. Jul 16, Jul
X & Total Attack Results Encrypted Files
O Potential Attacks AWarnmg Activity per minute
1 0 5247
. Affected Volumes Deleted Files  Encrypted Files
© Potential Attacks (4) 100 ®
5247 Files have been copied, deleted, and potentially
Potential Attacks Oetected 4 User Evidence et i 0
2cel . . This is potentially a sign of ttack.
Ransomware Attack 10daysago New 2 Kristjan Egilsson >700 Files Encrypted e ,'" ey rammwam, o 0
Jul 11, 2020 9:02 AM The extension "crypt" was added to each file. 03:00 03:30 04:00 04:30 05:00 05:30
Ransomware Attack 12 days ago InProgress 2 Armann Carlsonson >700 Files Encrypted
Jul 9, 2020 8:29 AM
13 days ago Resolved Reginald Carey >3300 Files Encrypted
> 4 Related Users
Jul 8, 2020 9:19 AM
Ransomwar 43 In Pro Ll > Fil n ’
ANSOMWAre ARAC .1,5 !dsays ago}sspu ogress /' Keeley Landry 1500 Files Encrypted e - — S =
ul'6, 2020 2: Business Partner 3days ago None

Encrypted Files Sep 6, 2020 3:55 AM

HR




NetApp Solution for Ransomware

EBEAERRIREH -

TESE

NetApp Snapshot™ copy rate of change as a key
indicator by NetApp Active IQ® Unified Manager

Snapshot Name
Before_Attack
daily.2018-09-05_0010
hourly.2018-09-05_0905
hourty.2018-09-05_1005
hourly.2018-09-05_1105
hourly.2018-09-05_1205

hourly.2018-09-05_1305

L 4 | Date Time
Sep/04/2018 18:25:43
Sep/05/2018 00:10:00
Sep/05/2018 09:05:00
Sep/05/2018 10:05:00
Sep/05/2018 11:05:00
Sep/05/2018 12:05:00

Sep/05/2018 13:05:00

Total Size

17.25M8B

188 KB

148 KB

143 KB

143 KB

143 KB

143 KB

hourty.2018-09-05_1405

Sep/05/2018 14:05:00

9.65GB

~ | Snapshot Copies

@ Days Until Full:
® count:

M NetApp

® Snapshot Reserve Full:

~| Growth
90 % o '
7 g Days Growth Rate:
1000 ® Growth Rate Sensitivity:

1 3%

2

A dedicated wellness card shows the actions

needed and the

risks addressed, so you can be sure that your systems are

meeting those best practices recommendatio

| &

Wellness Risks ] [ Explore CloudTAM Services

ns.

= View All Actions

@ Performa... @ Availabilit... * Capacity & Configura... @ Security A € Ransomw...
Efficiency Protection Vulnerabi... Defense
-
2 4 “ 4 3 1
Actions Actions No Pendi... Actions Actions Action
Inventory B8 View All Systems  Planning Upgrades
Overview Upgrades
1 6 Actions (1) Unique Risks
® ONTAP :
E-Series Capacity Additions Renewals 47
® StorageGRID " Public Risks @)
- s SW Config Ch
onfig Change
Coudeady Inactive/Cold Data 3¢
51 15 12 Workloads Issues to
Systems Clusters Sites 1 34 1

Fix It Risk Name 1

How to
Potentially configure native
@ Native FPolicy is not enabled for all vservers ... Non- Fpolicy in m
disruptive  ONTAP to block

extensions

Mitigation 1 Corrective Actionimpact 1

Medium Risk Systems Total Risk




NetApp Solution for Ransomware

Support
NFS, SMB

CLI ,API, Powershell

Whitelisting
Clusterl::> vserver fpolicy policy scope create -vserver svml -
policy-name whitelist policy -file-extensions-to-exclude pdf -file-

extensions-to-include * shares-to-include public

Blacklisting
Clusterl::> vserver fpolicy policy scope create -vserver svml -

policy-name blacklist -file-extensions-to-include WNCRY shares-to-

include public

M NetApp

Dliszg 2l sz (USA) s
PR =S e R AS = S A -
Tl Gl SIEM)EE==
SIEM %4
6. AR#EMEE0Y
2. NetApp®
E 1. BERER ‘ FPolicy™ = .
CIFSINFS - _
FSNES |
4 G o 3. AREEE
(BERNE)

FPolicy ARz



Demo — Anti-Ransomware + Cloud Secure

Fl NetApp

NetApp NEBE
SRR SNTERI R RE

‘A\\‘

# 1% Ting Su
NetApp ZE g il meET

© 2021 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —
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Demo — Anti-Ransomware + Cloud Secure

Fl NetApp

NetApp NEBE
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NetApp &2 .

MetroCluster aster - Up To 200 km

MetroCluster B[ 3ZEZI52 £/

TTEHIHATT % (MetroCluster)
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NetApp MetroCluster EF£E Xl — §i&
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MetroCluster

SnapMirror Business
Continuity (SM-BC)

KRS

SnapMirror
Synchronous (SM-S)

Storage Virtual
Machine Disaster

SnapMirror

Recovery (SVM-DR)

R ENE T ERRFNET R EE3 IERL IR
RTO/RPO = 0 RPO 0 RPO 15 73 RPO 5 73
B BRI FHIIAN SRS
SAN / NAS SAN SAN / NAS SAN / NAS SAN / NAS
RS R iy 75 PRI RAE
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LA ETARFE Scale-out & Online Tech-Refresh

SAN Access

FrAEn{F&R ol 4% L 5e X!
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IT 3BAEAY—XK - Active IQ {RBILE

= =k
(Ae - B%)

MNITE=

SERE—E
(System BAREL )

54

B {Z kR

FINetApp Active IQ

== Dashboard v
DBA
IT
Storage Admin
#itiR
#i51
+Add New Dashboard

»/ Performance

(C storage Efficiency

REST APIs
B3 E

Frakat 2180

BRI

AutoSupport

H Q H ® @ Welcome, B
Sto ra ge Ad m I n ° Search  Support QuickLinks Tutorial AIQ Classic HENRY2 Sign Out
Wellness Score: [zl View All >
Performance & A Availability & . : . .
Securit Renewals
Efficiency Protection Capacity Configuration y
mAction Items Action Items Action Items Action Items Action Items
Inventory @ T Planning Upgrades (12 Clusters) ¢—ewal=
\ @® ONTAP @ AltaVault -
Interoperability Summary
HCI StorageGRID 2 5 ‘ 2
® Cloud ONTAP Select ‘ &
‘ . Hardware Add-ons Software Add-ons =2
E-Series Unsupported  Supported Upgrades 5
11 &
Sites Clusters Systems 2 3 3
of 6 i of 145 Renewals Refresh e
Valuable Insights
Insights in the last year
136 197 472 963 963 103 )
Security Critcal Total Risks Automated Systems Sendmg
Systems Risks Recognized Risks Recognized Risks Recognized Mitigated Cases AutoSupport
Systems not under Service Contracts l 3 6
4 13 19 34 Renew Support
Systems Security Risks Critical Risks Recognized Risks

© 2021 NetApp, Inc. All rights reserved
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