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®  Global (8) $ ¥ BHEE S RS S Model + < B N
A 1588 (11/11) > Global 163.23.200.1 Fortigate Syslog, Fortigate  Fortinet 20§8/04/25
| [l i (i obal 32001 D @ EES)  shmp ortigate  Fortinet @ @ 1ado e
- = & (11/11)
= @@ Gobal 16323200 Core Switch (28 if‘fg’ ey CiscO oo >
P - EE (3/4) 23-200-98 4ie) Snm;} Switch 1449
.
+- Ml 2FHE (1) . 208104125
i (2@ Global 163.23.200.4F SMC8024L2 Snmp Cisco [ I ] Y
- [l FEARFERBZ (D) (0/0) 1481
i EFAE ETEEREETHROAES] @@ Global 163.23.253.2% Zyxel gs2210 Snmp ZyXEL [ ] ngﬂfOA&S %
‘ E3 3204 (192 168 3 20417 @@  Giobal 16393253k Z:,el GSI00ME ° fz 6/04/25 ™~
- - AELE (313) Auto (Full 20f8/0517
i s o= Th N, = = 7 BR/2 .23.89.
- TEAR (BEARSLERS—BE 0 FEERNS 163238019 Vo Syslog Event) 1686 CY ( 2,16.89% 8,44.98% -
B SEAE-FEEEDL (1) FWh FEERNE 163238922 Vigor2130DHCP  Syslog ::;EI(F”” 2 1/05”7 I~ 3, 6.95%
- il BUAERE-BLERESL (11) 105/17 4, 6.34%
Fm SEER/NE 163.23.89.258 USG110 Syslog 2 e
| 5,0.62%
| 6,0.52% 9, 0.15%
“ 7 0.30% " 10,035%
Device CPU (%) (SNMP) Recet 700m /s 7,0.34% | other, 4.67%
AR 2023/05/07 23:10 ~ 2023/05/08 23°10 (time unit: 1mins) : — Y 9,0.10% 6, 1.40% —
100 10, 0.06% 3, 0.43%
= other, 0.22%
4,12.47%
0 1,24.42%
12:00 14:00 16:00 18:00 20:00 22:00 T
valueMax.ZZAvg0.0785Currem0 ],m---------------------W'W-- !F-----
HitCountw  RER
i 1,978 1 164,7
_ Device Memory (%) (SNMP) Resel 7oom 54, DHS. DO Rogporae S — EETICTZ,
AR 2023/05/07 23°10 ~ 2023/05/08 23710 (time unit: 1mins) I T I
100 I 13899: TLS: TLS 1.3 Negotiation _ 28.25% % I
45,1381 164,746
- (5] 13012: SIP: SipVicious Brute Force SIP Tool - 57 4% & I
) ) S ——— N T - ‘- - — i -__/
N /
12:00 14:00 16:00 18:00 20:00 22:00 - A ——— " - e rteaTas
1,471/ 164,74¢
value Max:30 Avg: 23.12 Current: 23 16248: ICMPV6: IPv6 Destination Unreachable (All Codes) Response ( T £ s &
1 /164,74
25938: DNS: Hostname Query Containing Unsupported Characters 1LY
( 0.73% s I
(5] 41293: IP: Source IPv6 Address Spoofed (Link-Local Address) ( 0.65% 1,069} 54748 e
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Ten-GigabitEthernat1/0/28 o I o

Ed M H-5130-2 @ | §H-3s10m

B PguH-5130-3

E3 "BH-5130-1

Ten-GigabitEthemet1 /28

E3 PgH-5130-4

Ten-GigabitEthemet1/0/28

EJ N a.H-51305

GigabitEthernet1/0/24

Ed “miH-GS1350-18HP-SW2

Ten-GigabitEthemat1/0/28

E "lH-GS1350-18HP-SW1

B D3R IRER 3810 (2) <-> g3 BPRINI5ER-5130-2 (Ten- I

E = mm -2220-28-SW1(FAHESF BRERE(—)

GigabitEthemeat1/0/24

GigabitEthernet1/0/24

B s mn w 1-2220-28-SW3(/\{IR1F)

L@

Ed ‘= 'm vmm 2220-28-SW2(PUi21F)

wm2220-28-SW4(SEHEBIF BRRE=Z()

swp27

» = sm -2220-28-SW5(FPEIB4F HEFEREHE)




e FRESBRIBTE (Service-Level Agreement, SLA)

Device CPU (%) (SNMP)

[08/17 00:40 ~ 2023/09/07 00:40 (time un

B — (R CPU% HART LCER

I\W/VWWWW~MJ\//\NW e

10:30 20:30 06:30 16:30 02:30 12:30 22:30 08:30 18:30 04:30 14:30 00:30 10:30 20:30 06:30 16:30

— kB *B8 80%

L ER B NG|

2023/08/17 00:40 ~ 2023/08/24 00:40 2023/08/24
=50%~ <80%: 0.00% =50%~ <80%: 0.00% =50%~ <80%: 0.00%
=80%~ <90%: 0.00% = =80%~ <90%: 0.00% =80%~ <90%: 0.00%

290%: 0.00% ) £90%: 0.00% J 290%: 0.00%

20%~ <50%: 100.00% 20%~ <50%: 100.00% 20%~ <50%: 100.00%

0%~ <50% =50%~ <80% Z0%~ <50% =50%~ <80% 0%~ <50% Z50%~ <80%
=80%~<90% @ =90% =80%~<90% @ =90% =80%~<90% @ =90%




' I FRESEBBURTE (Service-Level Agreement, SLA)

Device Memory (%) (SNMP)

2023/09/04 00:45 ~ 2023/09/07 00:45 (time unit: Smins,

e BIX 2023/09/04 18:20, 93

«FEX 2023/09/05 18:20, 90
S$X 2023/09/06 18:20, 92
80%

AR

2023/09/05 00:45 A )9/05 00:4° 2023/09/06 00:45 2023/09/0 2023/09/07 00:45
20%~ <50%: 0.35% 20%~ <50%: 0.35% 20%~ <50%: 0.70%
=50%~ <80%: 16.6... =50%~ <80%: 0.00% =50%~ <80%: 0.00%
Z80%~ <90%: 3.... =80%~ <90%: 0....

=80%~ <90%: 35....
=90%: 96.53% =90%: 99.30%

20%~ <50% =50%~ <80% Z0%~<50% =50%~ <80% Z0%~ <50% =50%~ <80%
=80%~<90% @ =90% =80%~<90% @ =90% Z80%~ <90% z90%




' laa FRFFABBIBE (Service-Level Agreement, SLA)

Interface bps Out (SNMP)

Interface bps Out (SNMP)

585.94K

390.63K

e BiX 2023/09/04 21:09, 36.29K
« BEX 2023/09/05 21:09, 176.2K
$X 2023/09/06 21:09, 84.05K

'

06:00

23/09/05 01:00 ~ 2023/09/06 01:0C 2023/09/06 01:0

=Red Threshol... =Red Threshol... =Red Threshol...

=0~ <Red Thr... =0~ <Red Thr... =0~ <Red Thr..

=0~ <Red Threshold (76.29M) =0~ <Red Threshold (76.29M) =0~ <Red Threshold (76.29M)
ZRed Threshold (76.29M) ZRed Threshold (76.29M) ZRed Threshold (76.29M)

T4 B
381.63K

223.05K

202.17K
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BE— e ZHAE EEEX

e 75 4R B E (Service-Level Agreement, SLA)

04:55 06:35

17:15
e bps out

g% bps out Threshold — FFA bps in
<7 bps out Threshold

— A bps in — EH|A bps out g% bps in Threshold
+ FEZ bps out Threshold =7 bpsin =7 bps out + %7 bps in Threshold

FEA bps in Threshold

REX bps in FEX bps out =% bps in %X bps out
2024704 /24 13:55 -

2024504/23 13:55 - 2024504724 13:55 -
2024/04/25 13:55

B bps in B bps out
2024/04/24 13:55 2024/04/25 13:55

2024704/22 13:55 -

2024/04/23 13:55

2024704/23 13:55
2024/04/24 13:55

2024704/22 13:55 -

2024/04/23 13:55

< Threshold

< Threshold
=z Threshold

< Threshold
= Threshold

< Threshold
= Threshold

< Threshold < Threshold
= Threshold

Z Threshold Z Threshold
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B 2024/05/13 14:35 ~| B 2024/05/14 14:35 qn$"‘ =

THOERE:  ASERRE S

R1 N-Cloud2 - 3.103 A3 09.48 % 99.75 %
R2 N-Cloud2 - 3.103 A3 99.48 % 99.75 %
LE1 N-Cloud2 - 3.103 A3 99.48 % 99.75 %
LE2 M-Cloud2 - 3.103 P 99.48 % 99.75 %
Trista QANR vT.0 14.7 N-Cloud2 - 3.103 30 09.48 % 99.75 %
Herb Tainan ESXi 192.168.14.3 MP_1424 99.20 % 99.08 %
192.168.5.232 0% 0%
Chiatest_192.168.5.233 0% 0 %
Jenny test 192.168.1.46 M-Probe-3.204 0% 0 %
Jenny test 192.168.1.46 M-FProbe 2.6 0% 0%
C1 N-Cloud2 - 3.103 FR3 0% 0%

Herb Tainan Debian 192.168.14.56 0% 0%
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BiEEER

B 2024/05M13 14:35 ~ | =\ 2024/05M14 14:35
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GigabitEthemet1/0/1 16 97.22% 9T.22% 002%
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Performance Monitoring , PM
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o ERICMPTF4E 25 L IR Ping T £ o E1 %95 BE R RV B AR 75 (Web

Dl R AR EREEAYE RS E  Service) BIRENT BT EMIIEREA
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Service Monitorina (Time Metrics) : AT EE

FRHEATEA 2022704727 09:51  poa/27 2320 (time Fzz HZZ E ;:1: W =
0.77K ®DNS Lookup: 0 y yH [=]]IAY ‘ﬁ‘
' eConnection 45.4 zzﬁ E_', Q BZ
. n‘/-r |:| j:U I@ 7 r_}EH EE ):II& n\l_JE i

®5SSL: 45.33
2 4 88K oRespond: 7.84K
g + .

eDownload: 246.52 e

Import System Image, [ &y 5 8 s 5l © *.img 1.161.139.221 2022/04/27 09:45:50
0

12:00 : 2000
|

@ Connection mMax 196.6 Alg 70.38 Current 65.71
@ Respond max 8K Avg 2 25K C

@ Download vax 74928 Avg. 2773 Current. 242 6k | AT /N
R ' - W HAERSEEND
Service Monitoring (Performa%nce} . AEIEE with N-Repbrte

27. Apr 04:00 08:00

@ DNS Lookup Max 0.58 Avg 0.0069 Current 0
@ SSL Max:196.5 Avg" 70.29 Current: 65.55

CCHEREREIE

]

2022/04/26 23:10 ~ 2022004/27 23:10 (time unit: 1mins) 1

1 1

100 1 I Device CPU (%) (SNMP)
g : : 2022/04/26 23110 ~ 2022/04/27 23:15 (time unit: Smins) I
s I i | |
0 I I . : :
27. Apr 0400 0800 : 12:00 16i0[= 20:00 1 : I
0
1 1 27. Apr 04:00 os00 | 12:00 16:00! 20:00
performance mMax 100 Avg a2 21 Current: 96 acsds 1 1
: P M : I C M P value Max:30 Avg: 8.87 Current: 4 :— red threshold :
] ) y an -+ | |
Round Trl[i Time (ICMP) E % a% 1% IEI jl%\ Hq— Fgﬁ =HEA Device Methory (%) (SNMP) i
2022/04/26 2310 ~ 2022,-’['4;‘2? 23:10 (time unit: oL R 2022/04/26 23:10 ~ 2022/04/27 23:15 (time unit: Smins) :
1.17K 1 I 100 I I
I I 1 1
W
i i R i 1
E I I I [
0 | 1 0 : :
. . 1 . . 4 . 27. Apr 04:00 08:00 1 12:00 16:00" 20:00
27. Apr 04:00 08:00 i 12:00 16:0 20:00

- y 7
N-Reporter Max:0.98K Avg: 11.58 Current: 3 I* C I O LI O .
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CPU/Disk/Traffic/Round Trip Time
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FRAIRRES ETIEEE
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e FBIRTER
1Pv4/1Pv6 bps Report IPv4/IPv6 bps Report
Reset zoom _ .
2020/05/13 00:00 ~ 2020/05/20 00:00 (time unit: 30mins) 2020/02/02 08:00 ~ 2021/02/02 08:00 (time unit: 24hours)
3.73G 3736
2.79G 2.79G
2020/05/20 09:30:00 1.86C
® bps in Forecast: 2.68G i
© bps in Forecast Ranges: 2.39G - 2.97G R
© bps out Forecast: 658.85M _§ 0.93C 1%% i %g: r[_]J J: iEIEZI j]u
@ bps out Forecast Ranges: 533.02M - 784.68M
—
0 ]
—\NS/_/—J\—’I/
0.93G 0.93G
1.86G 1.86G
06:00 08:00 10:00 12:00 14:00 16:00 18:00 Mar 20 May ‘20 Jul 20 Sep ‘20 Nov ‘20 Jan 21 Mar ‘21 May ‘21
@ bpsin @ bpsout -~ bpsinForecast -~ bps out Forecast @ bpsin @ bpsout -~ bps in Forecast bps out Forecast
ﬁﬁ HE.H

- FREAFRRISTR S (E FAERAYTEA - HIAR ERERAFER
GRBERREASIEEHERE) (RIRELE A HIEEE)

BMInternetTEREGRO0XEFE]L Gbps
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Hostname="f5demo.bestcom.coom.tw",Slotld="0",errdefs_msgno="22282249",Entity="ACL_FORCE",Aggr
Interval—"300" EOCTimestamp= "1500459900",HitCount="1" AppllcatlonName-“<Una55|gned>" RuleNam
="Allow_443",ContextType= Management
Port" ContextInfo="/Common/self I JAction="Accept",VLAN="/Common/int_1",Policy= 2g?regated ,Sou
rcelp="210.71.213.29" SourceIpRouteDomaln—"0“ SourcePort="35031", Destlnatlonl -“19 68.10.145",D
estlnatlonIpRouteDomaln—"0“ DestinationPort="443" SaTranslationPool="A %regated SaTransIatlonType
="None",Selfl regated”,SelfRouteDomain="0" Serverlp—"Ag regated”,ServerRemoteRouteDomain
="0",SrcCoun ry y="TW" rcReglon—“N/A" DstCountry="N/A", DstReglon—"N/A" SrcUserName="Aggregate
d", DstUserName— No- Lookup

IEFE®R

=15 EIRIP EiRPort EIR-BIBARAT RIRE I=1:5114 E#yPort B2 @

Information Leakage HTTP Parser Attack: HTTP

protocol compliance failed,lllegal method, lllegal HTTP 61.60.98.238 3700 TW 74.12531.27 80 Google

status in response

Entity="ACL_FORCE", SaTranslationType="None" 210.71.213.29 35031 T™W 192.168.10.145 443 Home

BrvEisk IRRPOrtEZ AT B #YPortfAz 4T Audit User BryEHESE P 28 AR RE SER B FR AR 5

us gmail-smtp-in.l.gocgle.com 405 Network Event HTTP
Aggregated /Common, Sself_1 Unassigned

WEY Session Packets Bytes Protocol BF RS - RRE E{FFEIRE =247 Policy ID ThiE

1 o] o] Q N/A 2017/07/19 22:00:59 f5 asm10.10.10.73 traffic Critical Permit

1 (0] (0] (0] N/A 2017/07/19 22:00:59 F5 LTM 10.10.10.56 Allow_443 Permit

RIRERE BruERE FIREMAC BeIMAC Session ID NAT Z&RIP NAT #&iREPort  NAT EHa4IP NAT BgdPort  EIRIPFREAz 8/ T HE B f9IPFRIE IR /7T
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AB15 E#  IHEEDH - BRE - E£SRENEEEZEEIOS EEL BT SERESWZ -
1SO 27001 vy eses | Qe R u
HIPPA SHBHRE
SOX B L :
AB20 | (00 o>  EEEEAEEEARSE  UEEiGEERESTZEN —
A.8.22 S ESEE TS RETENEE EREEENAE -
PCIDSS - -
= NIST AB15 EH IEEH - BRE -E£SREMNBEEEIHE  EEL  BE - SERSWZ -
ﬁﬁﬁa GLBA .8. * | AL EEm 2 = 2 AT

ERBSEENNE

Herb Global Win2k3 file CHT 192.168.2.71 i 5757 (22.22%) e 2535 (33.33%) ld 11514 (44.45%) = wlEEHE : IERE Rk ERE BEGREEE
Herb Global Win2k3 AD ENG 192 168.2 72 ; 2880 (100.00%) Herb Global Win2k3 AD CHT 182.168.1.70 I 2880 (50.00%) I 2880 (50.00%)
Wind2k8AD 8.90 i 2880 (100.00%)
Herb Global Win2k3 AD CHT 192.168.1.70 i 5760 (22.22%) e 2880 (11.119%) Il 17280 (66.67%)
Herb Global Win2k8& CHT 192.168.1.90 I 2880 (16.67%) I 2880 (16.67%) I 11520 (66.67%)
Fortigate 60E 2.253F 335 I 259 (50.00%) i 259 (50.00%)
Herb Win2k3 ENG 192.168.2.83 i 2879 (20.00%) liha 2635 (59.99%) i 2279 (20.00%) n
L ABS5 EZER  EEEREHEEEEMSEA TR BRI REER RSN T ERTEHEEMN -
25 w M 4 [ 1 ZE1E| p M & ET1EN ENEE
ERERESHENNE
A8.15 T E#EH - BY SSEEMAEILYAD BEL BT BEESFZ- ;
Herb Global Win2k& CHT 192.168.1.90 I 5760 (50.00%) I 5760 (50.00%)
nEHFmEE
ABS5 EZER EENENEEEEMERTERI REER RSN TERSTEHEEY -
AB.15 =& TEED  BER £SEEMEMEIG/0E  EEE BT BRERSFLZ -

Herb Global Win2k3 file CHT ;

e 2380 (25.00%) e 5760 (50.00%) i 2380 (25.00%)
192.168.2.71 — ) ' — ) ' - ) ’
Herb Win2k3 ENG R

2879 (25.00% 2879 (25.00% 2880 (25.00% 2880 (25.00% . .

192.168.2.83 Iha 2879 ( ) e 2879 ) e 2880 ¢ ) e 2680 ( ) 2 EREEs
Herb WinZke ENG A 2880 (16.67%) i 9540 (50.00%) i 2880 (16.67%) B 2280 (16.67%) Herb Global Win2k& CHT 192.168.1.90 i 20160 (87.50%) I 2830 (12 50%)
192.168.2.84 — LR = i L} L10.B6/%) |l (16.67%)
Hunter-Demo Server i 1(0.00%) liha 4 (0.00%) liha 162599 (100.00%)

25 v | 4 4|5 1 HEB | r M| & —habhE I* Cl
- Oouo
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®E B FEIP S REEBESE < RiR 1P SHBIT < FRE 1P FTSE IR/ BMIPS B IP SWMIT < BNER S RiBEoe2W < XiB Port <. B Port &
2023/09/18 15:44:50 10.10.0.58 nc70016) i 13BWAE Ruckus ICX/GigabitEthernet1/1/5 203.66.34.5 - TW (E¥) Zipxcvrs-iPhone 57132 443
2023/09/18 11:19:09 10.10.0.58 nc70016 i 1B E Ruckus ICX/GigabitEtheret1/1/5 203.66.34.5 - TW (M) Zipxcvrs-iPhone 55546 443
2023/09/18 11:16:06 10.10.0.58 nc70016| i 13EMAE Ruckus ICX/GigabitEthemet1/1/5 203.66.34.5 - TW (%) Zipxcvrs-iPhone 55473 443
2023/09/18 11:16:01 10.10.0.58 nc7001617ir 1IBMRAE Ruckus ICX/GigabitEthemet1/1/5 203.66.34.5 - TW (E8) Zipxcvrs-iPhone 55473 443
2023/09/18 10:46:35 50200 : TCP SYN Port Scan 192.168.5.55 husan| x} WRSMAE Office NP Core Sw/GigabitEthernet1/0/6 181.191.243.254 - BR () = =
2023/09/18 16:14:10 192.168.5.106  max|i | WA MAE Office NP Core Sw/GigabitEthemet1/0/16 210.65.144.163 - TW (#7%) 52594 80
2023/09/18 16:14:10 192.168.5.106 max‘i\ WASMAE Office NP Core Sw/GigabitEthemet1/0/16 13.35.166.109 Amazon W (E4) 52547 443
2023/09/18 16:14:09  Dns Response: a1961.92.akamai.net 10.10.0.80 nc70053 : 1WA E Ruckus ICX/GigabitEthemet1/1/5 8.8.8.8 Google US (Z[) iPad-mini 53815 53
2023/09/18 16:14:09 - Dns Response: uts-front.line-apps.com 10.10.0.80 nc70053 i 13BMAE Ruckus ICX/GigabitEthemet1/1/5 8888 Google US (@) iPad-mini 52201 53
2023/09/18 16:14:09 Dns Response: uts-front.line-apps.com 10.10.0.80 nc700533£‘ 1MBMAE Ruckus ICX/GigabitEthemet1/1/5 8888 Google US (@) iPad-mini 63480 53
2023/09/18 16:14:09  Dns Response: 0gs.google.com.tw 10.10.0.80 nC70053}i 1BWAE Ruckus ICX/GigabitEthemet1/1/5 8.8.8.8 Google US (%[) iPad-mini 60234 53
2023/09/18 16:14:09  Dns Response: ogs.google.com.tw 192.168.5.141 clalre{'i | WASIMAE Office NP Core Sw/GigabitEthemet1/0/16 74.125.23.188 Google 14683 5228

2023/09/18 16:14:08 192.168.5.14 kevin| i | WASMAE Office NP Core Sw/GigabitEthernet1/0/16 8888 Google us (& 53785 53
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S8E4 0 (IPv4/IPVE bps Report)

48

Top 100 Byte

2018/09/04 00:00 ~ 2018/09/05 00:00

2018/09/04 00:00 ~ 2018/09/05 00:00 (time unit: 5mins)

715.26M
476.84M
wn
o
o
238.42M
0

1,18.93%

others, 40.05%

2,8.47%
4. Sep 04:00 08:00 12:00 16:00 20:00
3,7.76%
® bpsin
— bps out 10, 1.63%

9,1.79%

R IP BEEEN < Sessions % Packets %
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60.0.0.5 is identified as a high-risk by threat intelligence sources and has a potential of performing
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