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29

of the Top 30 Tech
companies use
Keysight

1700+

US and foreign
patents issued
or pending

80+

years of innovation,
measurement
science expertise

Market Leader with 80+ Years of Expertise

78

of the Global 100
companies are
Keysight customers

$4.3B 100+

in revenue Countries with
Customers
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A Recognized Industry Leader

i
electronics maker

Best
Awards

2018

Test & Measurement
Company of the Year

CYBER
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CYBER DEFENSE MAGAZINE
\ 2018 /-
WINNERS

Ixia - Hot Company
Cloud Security &
Leader Enterprise

Security
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Forbes

#21 on the 2018
Forbes JUST
100 Companies

I THE 1
GOLDEN BRIDGE
I AWARDS

Gold: New Products
& Services — Nemo
loT Meter v1

Products Guide

2019

GLOBAL
EXCELLENCE

GOLD
1. 8. 8. 8.8

Cyber Security Vendor
Achievement of the

Year

 mEsT
. PmAcTICES
AWARD

CloudLens —
Product of the
Market Leadership Award Year

Global Radio Frequency
Test & Measurement

Inio Security

Products Guide

2019

GLOBAL
EXCELLENCE

SILVER Global Technology
% %k %k k k Innovation Award

GTI

NB-loT Massive UE
Emulation Test
System

Best Security
Hardware Product -
Vision ONE with
Active SSL



Around the World We’re Ready to Help You Change It

150 locations

Over 1,700

Conducting business in patents

more than 100 countries
>4,000 products

13,000+ employees
R&D centers
in 15 countries

ASIC design center and .. around the world

proprietary fabrication facility

40 service hubs
Technology centers for MMICs,
optical components and
microelectronic packaging

KEYSIGHT 5
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Network, Applications and Security

KEYSIGHT TECHNOLOGIES
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Network Applications and Security

We challenge the infrastructure, harden security
and visualize the applications

TEST SECURITY VISIBILITY
Harden infrastructure Surface vulnerabilities Provide 100% visibility
Validate app performance Provide resilient security Deliver real-time intelligence

Verify provisioning Reduce attack surface Eliminate blind spots

KEYSIGHT

TECHNOLOGIES



Delivering value across network lifecycle

s
:@;» ou v
Big Data
1

Network Network
Design VISIBILITY. Rollout

SECURITY

Network Operations

KEYSIGHT
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Market Trends + Customer Challenges
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Application Traffic
Growth

Keeping pace with ever
changing application
landscape

User experience of

real-time, business
critical applications

Realistic representation
of your network

Roll-out of 40G, 25G
and 100G upgrades

Encrypted Traffic

Encryption the default
approach to securing
Internet interactions

Emergence of LS1.3

New encryption
standards -2/4K keys,
ECC ciphers

SSL/IPsec inspection is
becoming main stream

Virtualization & Cloud
Acceleration of
NFV/SDV adoption
Live-network testing

Quality of Service
provisioning

Deployment and
automation in various
private and public cloud

Network Security

Increasing threat
landscape

Data leakage and theft

Cyber Security Training
& Process

User & Device based
policing to over come
BYOD and loT

e U
Industrial Control
Systems & loT

* ICS moving to
Ethernet/IP increases
threat exposure

» Security & performance
of the distributed loT
delivery infrastructure

KEYSIGHT
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Security

NETWORK, APPLICATIONS AND SECURITY

KEYSIGHT
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Security Breaches Cost more than $$$
Miss a Threat, Make a Headline

. “ 'A \0 ? . . " . . q
CURITY R [ A | O £
AY HAVE BEEN .
3 ¢ DR v .4.

JPMorganChase l ‘

STATEMENT

TN "Companies of our size
nfortunately experience
cyber attacks
every day

-
A CAPITAL ONE DATA BREACH,
' 6 MILLION CANADIANS POSSIBLY AFFECTED

4.1B Data records breached in the first half of 20191.

Industry experts but the impact of each data record stollen at $150.

KEYSIGHT

EEEEEEEEEEEE

Source

.1 =Forbes



Security Lifecycle

DEVELOPMENT

We accelerate development of security
solutions by emulating real world attacks
and scenarios at scale in the lab so
security solutions can be tested fully

We help customers
c dimension their security
solutions accurately and
DEPLOYMENT ensure the solutions are
properly configured before
production deployment

We continuously assess
the security solutions for
effectiveness and help
optimize their
effectiveness

KEYSIGHT
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Global Honeypot Public/Private
Network Threat Feeds

L )

ALA

Threat Development

Evasion Technique Research

Keysight ATI
Research

=

Application Protocol Development

(5

Reputation Research

0o

IR

Network
Protocol Research

KEYSIGHT

TECHNOLOGIES



SecOps Efficiency

CHALLENGES

» Constant barrage
of threats yields
alert fatigue

* Important attacks
get lost in the noise

« Attack surface is
difficult to contain

KEYSIGHT

TECHNOLOGIES

KEYSIGHT SOLUTIONS

Line-rate blocking of known-bad sites and
untrusted countries reduces alert fatigue

17. 9334, ™

TOP BLOCKED COUNTRIES LAST BLOCKED IP ADDRESSES

TOP ALLOWED COUNTRIES BOTTOM ALLOWED COUNTRIES

® '-'o'.'l‘.‘.‘."o'o:_ ®

T N

ThreatARMOR

VALUE

v 30-minute setup, no
complex policies

v'100% proof for all
blocked sites

v'Blocks up to 80% of
alert-generating traffic



ThreatARMOR
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What are our Security Deployment?

“IT’'S WHAT WE DO”

Authentication

Access Management
Data Privacy& Integrity
Transaction Integrity
Data Loss Prevention

®.
D

o

) TREN

ORACLE

symantec.
3 VERINT

welsense*

ESSENTIAL INFORMATION PROTECTION™

ArcSightst

An HP Compa n\;

KEYSIGHT

TECHNOLOGIES

Blue§3Coat

2
TippingPoint %

Cneek Doixt”

blem Detect\®®

Cisco SYSTEMS

Threat Intelligence and Analysis
Vulnerability Assessment
Penetration Test © PT

Forensics

SIEM (Security Information and
Event Management)

splunk

. C) FIREEYE

Firewall / IPS / WAF
Anti-Virus/Anti-Spam
DDOS

APT & EDR
Encryption(VPN)

paloalto

FRTINET

@iIVIPER\A

Protecting the Data That Drives Business®

16



EKEZIBED T E £ 4t- Dashboard

IXia ﬂThreatARMOR" (tadmin] QO [ OVERVIEW E
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INBOUND OUTBOUND | l INBOUND

80  33. & 125 _77377

16.4.

OUTBOUND

LAST WEEK v PROTECTION SCORE
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1%2.4%- Dashboard

P4l & ThreatARMOR™

[tadmin]

38.

& 80

LAST WEEK v PROTECTION SCORE

RETPEIEEARR

TOP BLOCKED COUNTRIES

| UKRAINE

2. FRANCE

3. UNITED STATES
4. NETHERLANDS
5. BULGARIA

1A B = sth 32 HF 2

J

12.5.

DASHBOARD

0
Tt

799.86 M BIT5/5EC
1.84 K CONNECTIONS/SEC
5.89 M ACTIVE CONNECTIONS
39.99% LINK UTILIZATIO!

7 CHINA

BLOCKED CONNECTIONS

5.2K

REASON

\ 2020-06-04 135225

ﬁAST BLOCKED IP ADDRESSES

J
7 TAIWAN

7 CHINA 7 CHINA

BLOCKED CONNECTIONS

703

REASON

BLOCKED CONNECTIONS

>10 K

REASON

BLOCKED CONNECTIONS

>10 K

REASON

2020-06-04 135225 2020-06-04 135225

2020-06-04 13‘5?_y

6P ALLOWED COUNTRIES

™ RUSSIA
TOTAL TRAFFIC PERCENTAGE

Il IRELAND
TOTAL TRAFFIC PERCENTAGE

UNITED STATES
TOTAL TRAFFIC PERCENTAGE

I TAIWAN
TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 244 M CONNECTIONS: 1249 M CONNECTIONS: 947 K CONNECTIONS: 5153 M

7 CHINA
TOTAL TRAFFIC PERCENTAGE

%1 HONG KONG
TOTAL TRAFFIC PERCENTAGE

=7 AUSTRALIA
TOTAL TRAFFIC PERCENTAGE

X JAPAN
TOTAL TRAFFIC PERCENTAGE

\(ONNECTIONSZ 5M

CONNECTIONS: 5.7 M CONNECTIONS: 8427 K CONNECTIONS: 55.6 M

KEYSIG

BOTTOM ALLOWED COUNTRIES

I GUINEA-BISSAU
TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 1
=% GUERNSEY

TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 3

% TURKS AND CAI...
TOTAL TRAFFIC PERCENTAGE

E= BRITISH INDIAN....

P BONAIRE, SINT J
TOTAL TRAFFIC PERCENTAGE E

TOTAL TRAFFIC PERCENTA

ﬁx J.q
'J.iL v

CONNECTIONS: 1 CONNECTIONS: 1 CONNECTIONS: 2

55 SAQ TOME AND ..
TOTAL TRAFFIC PERCENTARE

= VANUATU
TOTAL TRAFFIC PERCENTAGE

E= MARSHALL ISLA...
TOTAL TRAFFIC PERCENTAGE

a7
(LA
v/

CONNECTIONS: 4

CONNECTIONS: 12 CONNECTIONS: 4
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FIKELBEED T E %4- Dashboard
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BOTTOM ALLOWED COUNTRIES

"™ GUINEA-BISSAU ¥¥ TURKS AND CAl... ¥ BRITISH INDIAN...

TOTAL TRAFFIC PERCENTAGE TOTAL TRAFFIC PERCENTAGE TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 1 CONNECTIONS: 1 CONNECTIONS: 1

== GUERNSEY %= VANUATU & MARSHALL ISLA...

TOTAL TRAFFIC PERCENTAGE TOTAL TRAFFIC PERCENTAGE TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 3 CONNECTIONS: 12 CONNECTIONS: 4

P” BONAIRE, SINT ...
TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 2

%5 SAO TOME AND ...

TOTAL TRAFFIC PERCENTAGE

CONNECTIONS: 4




SSL inspection see all Traffic?

MANY APPLICATIONS CAN’'T BE DECRYPED

P7 | \ N
l==l
‘\'l 'I'

Internet Switch

é::#EE} Si=

Security
IPS NGFW WAF APT Forensics

AN
A

el et I
" =
:

SSL Decryption VisionONE ..

AN

B3l

Switch Internal

Line * Skype * Facebook messager * Whatsapp * Dropbox...etc

KEYSIGHT

TECHNOLOGIES

Can’t not be decrypted

Optional Title of the Presentation
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No solutions for those conditions

GATEWAY SECURITY SOLUTIONS CAN’'T OFFER THE SOLUTIONS

BEZmBEAERAES

— A/ BRI

Big Size
S BRI e
= == [==] \ Multi_
C;ﬁlg::ss VPN <~ Site to Site/Client to Site
File
?
Visibility
?
—1 VMWare/Hyper-V/
Tunneling RDP KVM/others
el I
Encryption
File

2 E B ISR 2R

KEYSIGHT Optional Title of the Presentation
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DITRHE 2 48 — File Risk - Malware

DASHBOARD \ BLOCKED IP ADDRESSES

[taiwan X [ ™ LAST WEEK v RAP SHEET

IP Address Country Reason Last Blocked On Last Direction THREATS DETECTED: 1 MALWARE

Jiwan ~ 2019-03-24 21:25: Inbound

Taiwan 2019-03-24 21:25:32 Inbound

Taiwan 2019-03-24 21:25:06 Inbound

Taiwan : 2019-03-24 21:24:54 Inbound http://ftp.  .edu.tw/Linux/kali/pool/main/w/webshells/webshells_1.1-

Taiwan 2019-03-24 21:24:54 Outbound Okali0_all.deb

Taiwan 7 2019-03-24 21:24:51 Inbound 2019-03-23 20:57:03

Taiwan . 2019-03-24 21:23:41 Inboun SHA256 -
bf1f7df07154cde08c7130895f3eb412e88e3cd58e538f56efb6577fa9858ef3

Taiwan 4 2019-03-24 21:23:21 Inbound
Taiwan ; 2019-03- 21:23:15 Inbound
Taiwan 2019-03-24 21:22:53 Inbound
Taiwan = 2019-03-24 21:22:51 Inbound
Taiwan 2019-03-24 21:21:50 Inbound
Taiwan 4 019-03- 21:21:41 Inbound
Taiwan 2019-03-2 :21:22 Inbound
= ~; T SI2 r—A—
Taiwan 1HE S 4735 L itk Malware 2 i 7E Ltk 78
AR H =
Taiwan 2019-03-24 21:19:53 OQOutbound
Taiwan 5 2019-03-24 21:18:59 Inbound
Taiwan ; 2019-03-24 21:18:50 Inbound
Taiwan 2019-03-24 21:18:48 Outbound

Taiwan 5 2019-03-24 21:18:35 Inbound

-
-
.-
.
-
.
-
-
.-
.-
.-
.
LA
&
.
L&
.
-
.
&)
.

Taiwan 5 2019-03-24 21:18:19 Inbound
Bl Taiwan 2019-03-24 21:17:31 Inbound
B Taiwan ; 2019-03-24 21:17:19 Inboun

Reverse DNS: FTP.YZU.EDU.TW st Blocked On: 2019-03-24 21:18:48

30.3. 19.7.

KEYSIG BLOCKED TRAFFIC

TECHNOLOQ

Showing last 10000 blocked IP addresses for TAIWAN O REFRESH

LOAD MORE RESULTS EXPORT TO CSV




LOCAL IP ADDRESSES

Local IP Initiated From

Bytes

Connections

Last Blocked On

Protocol Source

CONNECTION STATS

Destination

Count Last Blocked On

2KB
2KB

390

90!

B
B

Showing last 1000 distinct IP addresses

5. FTPYZU.EDUTW

30.3. 391

BLOCKED TR

KEYSIGHT

TECHNOLOGIES

109

2019-03-24 16:55:50
2019-03-24 15:47:14
2019-

2019-0

2019-03-24

2019-0z:

2019-0¢

2019-03

2019-03

2019-
2019-03
2019-03-2

2019-03

2019-03-24 21:18:48

19.7.

TCP

FTPYZU.EDUTW

30.3.

Showing last 1000 distinct connection data

391

Last Blocked On: 2019-03-24 21:18:48

109 19.7.

1= 544309 N ZE

AR

n

IP INFORMATION

IP INFORMATION

ftp.cse.yzu.edu.tw

1659

ERX-TANET-ASN1 Taiwan Academic Network (TANet) Information
Center, TW

140.138.0.0/16

ftp.yzu.edu.tw: (Last Scan Date: 2019-03-23)

NS: FTPYZU.EDUTW

30 3K8

Last Blocked On: 2019-03-24 21:18:48

109 19.7.

CKED CONNECTIO! EST. TRA




DB E £ 4- Malware

DASHBOARD \ BLOCKED IP ADDRESSES

‘ taiwan

IP Address Country

-
=
-
—
-
=
=
~
=
=
-
~
=
-
-
-
=
-

=
-
-
=
-

Showing last 10000 blocked IP addresses for TAIWAN

LOAD MORE RESULTS

KEYSIGHT

TECHNOLOGIES

Reason Las

- g O R SR 2. 3
L MC ML T MC ML

X| @ LASTWEEK v RAP SHEET

t Blocked On Last Direction THREATS DETE(

http://www.ict.com.tw/DSP/Dre
2019-03-23 20:19:59

SHA256 -
65595765b5f46379fc3a6f43af89

http://www.ma
2019-03-17 08:

SHA256 -
06e665583f54e8824f6ddb4a80y

INS: VWEB9.URL.COM.TW

1.4.. 19.1.

QO REFRESH

EXPORT TO CSV

News

Products
Systems
TeleObserver
VIDIA
RemoteRec
Hardware
Software
TriMedia
MDS

Consulting

Download

DRESEARCH
Homegage
TeleObserver®

The TeleObserver line consists of a 9"'5"5"“57
series of compact devices for the o
transmission of video images. The
videos can be transmitted by mobile
phone (GSM), telephone lines or
ISDN. TeleObserver is available for
mobile as well as stationary
operation. Simple operating
software in your receiver PC allows
all compatible devices to work
comfortably together.

Main Features

e Live video can be transmitted from arbitrary locations worldwide

e Transmission by means of integrated GMS, analogue or digital ISDN
modem

« Control of pan and tilt heads

e Automatic video storage

 Integrated analysis of image activities

e Controllable inputs and outputs

TeleObserver TO500

e mobile system
e integrated GSM modem and power
supply adapter

Applications

e Supervision of cargo delivery or state of
rails



LOCAL IP ADDRESSES NNE I f ) E INNECT TA IP INFORMATION

Local IP Initiated IP INFORMATION

vweb9.url.com.tw

dns2.twmail.org
dns.twmail.org
3462

HINET Data Communication Business Group, TW
211.72.0.0/16

2019-03-
2019-03-

2019-03-24 00:54:09 www.ict.com.tw: (Last Scan Date: 2019-03-23)

2019 3 42 www.mari.com.tw: (Last Scan Date: 2019-03-17)

2019

2019-03-22 19:21:0
2019-03-22 18
www.astool.com: (Last Scan Date: 2019-02-07)
www.xn--eh1ao52bmzf.tw: (Last Scan Date: 2018-07-03)
vweb9.url.com.tw: (Last Scan Date: 2018-08-04)
www.cingxin.com.tw: (Last Scan Date: 2018-08-02)
www.mylife100.com.tw: (Last Scan Date: 2018-08-04)
ultrachem.com.tw: (Last Scan Date: 2019-02-17)
www.wmfood.com.tw: (Last Scan Date: 2019-03-07)

www.ledsapp.com.tw: (Last Scan Date: 2018-07-30)

www.dsd.com.tw: (Last Scan Date: 2019-01-01)
Showing last 1000 distinct IP addresses

everse DNS: VWEB9.URL.COM.TW Last Blocked On: 2019-03-24 21:09:03 Reverse DNS: VWEB9.URL.COM.TW Last Blocked On: 2019-03-24 21:09:03

14. 191 64 1.2 14, 190 64 12

BLOCKED TRAFI BLOCKED PA AVED BLOCKED TRAFFIC BL( IE

KED PACK

KEYSIGHT

TECHNOLOGIES




B E £ 4% - Malware — exe file

RAP SHEET

THREATS DETECTED: 4 MALWARE

http://117.56.6.155:80/jinling/svreen-saver-tdb.exe

2019-03-24 09:33:27

SHA256 -
c77f6bc631f0b037a625cdb00efcf43a053e6667fded432431ac9155d1676c20d

http://tech2.npm.edu.tw:80/jinling/svreen-saver-tdb.exe

2019-03-24 09:21:57

SHA256 -
c77f6bc631f0b037a625cdb00efcf43a053e6667fded432431ac9155d1676c20d

http://tech2.npm.edu.tw/jinling/svreen-saver-tdb.exe
2019-03-24 04:00:53
SHA256 -

117-56-6-155.HINET-IP.HINET.NET

420, 6

ocked On: 2019-03-24 18:17:29

361.9.

o tech2.npm.edu.tw S fat (4] th (] 4
il) B iy
NATIONAL PALACE MUSEUM
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LOCAL IP ADDRESSES NNE / T > CONNECTION STATS IP INFORMATION

Local IP Initiated From Bytes Connections Last Blocked On Protocol Source

Destination Count Last Blocked On IP INFORMATION
2019-03-

256 B 2 2019-0: 5:03:1¢ F 2 5.28:1433 1 2019-

128 8B 1 2019-0: 07:14:11 7 5.28:1433 1 2019-

2019-0 22:15:12

896 B 8 2019-03-24

National University, TW
n7

2019-03

2019-0 06:28:58 TCP ) 2 - 1433 1 2019-

2019-03-23 06:26:41 F / 143: 1 2019-
2019-
2015-
2019-
2019
2019-03
2019-
2019-03
2019-
2019-03
2019-

2019-03-23 05:12:24

Showing last 1000 distinct IP addresses Showing last 1000 distinct connection data

Last Blocked On: 2019-03-24 17:58:59 Reverse DN Last Blocked On: 2019-03-24 17:58:59 Last Blocked On: 2019-03-24 17:58:59

KED CONNECTIONS E51. TRAFFIC SAVEL BLOCKED TRAFFIC BL(

ED BLOCKED CONNECTIONS ES
LOAD MORE RESULTS EXPORT TO CSV

17
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EIKELBEER B E Z4- Anti-Multi — DDOS/Malware. ..etc

DASHBOARD \ BLOCKED IP ADDRESSES

q] ™ LAST WEEK v RAP SHEET

IP Address Country Reason Last Blocked On Last Direction THREATS DETECTED: 8 MALWARE. 2 EXPLOIT

W Mexico . 2019-03-24 21:51:09 Inbound

W italy \ 2019-03-24 21:51:09 Inbound

B8 Hashemite Kingdom of J... 2 2019-03-24 21:51:09 Inbound
M Brazil % 2015-03-2 0 http://134.209.196.198/yak2eups!
B China 2019-03-24 21:51:09 Outbound 2019-03-24 20:31:40
W Romania : 2019-03-24 21:51:09 Inbound SHA256 -
i E= Russia iy 2019-03-24 21:51:08 Inbound c7fa5743b5a8f5cfcf0bc6549d27¢c03e7a698235d55e8™0336e7e30a31f9efbS
222.113.109.164 B South Korea ¢ 2019-03-24 21:51:08 Inbound
6.98.140 KA South Korea 5 2019-03-24 21:51:08 Inbound

# Sweden i 2019-03-24 21:51:08 Inbo |_

EA South Korea ¥ 2019-03-24 21:51:08 ‘ |

#8 Sweden ‘ 2019-03-24 21:51:08 Inbound http://134.209.196.198/bins.sh
® Argentina - 2019-03-24 21:51:07 Inbound 2019-03-24 08:32:49
W Italy 5 2019-03-24 21:51:07 Inbound SHA256 -
Canada . 2019-03-24 21:51:07 Inbound 1fa661306446f831328f90a998e8365d9e317fpaa@€09%aa5272764afd6eble3

[+

B China 5 2019 4 21:51:07 Inbound
#= Norw % 2019-03-24 21:51:07 Inbound
L3
B

Turkey 5 2019-03-24 21:51:06 Inbound

134.209.196.198 EH United States 2019-03-24 21:51:06 Inbound

10¢ 167.131 E= Russia o 2019-03-24 21:51:06 Inbound

03140, 071310 2 RiESM SAUOINC http://134.209.196.198/yakuza.arm4
#8 Sweden v 2019-03-24 21:51:06 Inbound 2019-03-24 05:37:31
#% Sweden 5 2019-03-24 21:51:06 Inbound SHA256 -

220.90.89.206 EA South Korea 2019-03-24 21:51:05 Inbound

On: 2019-03-24 21:51:06

126.5. 2, 2, 357 6.

BLOCKED TRAFFIC B PACKETS BLOCKED CONNECTIONS EST. TRA

Showing last 10000 blocked IP addresses C REFRESH

?7 LOAD MORE RESULTS | ‘ EXPORT TO CSV

KEYSIGHT

TECHNOLOGIES




ZBE 7P E £ 4 - Malware — Anti-Sandboxing

DASHBOARD \ BLOCKED IP ADDRESSES

Q ‘ (% LAST WEEK v RAP SHEET

Reason Last Blocked On Last Direction NTP://GOWNL.aDCKANTU.COMYTUITIPS/ IV 1 .£.U. | //TIPSZ-5.eXe
2019-03-22 12:07:49

SHA256 -
W Italy 2019-03-24 21:51:29 Inbound 7¢7cac019841d363a60c75683cbb860092968f8ca9655f32271a76eb3976cf2a

United States b 2018 -24 21: 29 Inboun
United States o 2018 4 21:51:29 Inbound

B China 5 201¢ 421:51:29 Inbour

29 Inbound

United States e 2019-03-24 21:51:29 Inboun

#8 Sweden % 20183- 421:51:23 Inbound http://down2.abckantu.com/tui/tpop/tpop4/v3.1.0.3/tpop4-1.exe

#8 Sweden : 2019-03-24 21:51:29 Inboun 2019-03-22 12:07:39
B China 2019-03-24 21: 9 Inbound SHA256 -
B Taiwan H 2019-03-24 21:51:29 Inboun 8281e320a2ceeebc775283e425d33e59f1b8e2a2d08cc7d6ec22cBacc78b897a
B China 2019-03-24 21:51:28 Inbounc Crypto APl usage (
Checks running processes (i
Custom user agent strings (i
#8 Panama 5 2019 4 21:51 Inbound Named pipe usage (i
Registry editing G
Dnifedtat R : | Possible unpacker (i
nited States 4 2019 : nbound Raw Device Access (i - - —
VIEGER o 2019-03-24 21: Inbound Communicates via FTP (i Antl-sandbOX|ng => gu A;:‘H\:%Aztm
diiE 2 )3-24 21:51:28 Outbound Gathers HDD volume information (i
- eRe s ‘ Mutex usage (i
China % DGl o s Inbound Accepts command-line arguments (i
China & 2019-03-24 21: Inbound Debugger detection (i
China o 2019-03-24 21: 8 Inbound Atjemptg file enumeration (i
) ; . P ; ‘ ) Hides Windows API usage (i
China % 2013 421:51:28 Inbound Attempts to avoid running inside a sandbox G
? Australia 2019-03-24 21:51:27 Inbound

B% United Kingdom 5 2019-03-24 21: Inboun

2 United States % 2019 21:51 Inboun

I ireland ,, 20 24 2 27 Inbound Anti-sandboxing behavior. Trying to detect the sandbox in order to
PR AATA AD VA A4.E4AT Iabanes Reverse DNS evade it.

Showing last 10000 blocked IP addresses C REFRESH High Severity: Artifacts that are only found in Malware.

LOAD MORE RESULTS | [ EXPORTTOCSV 3 k) 118.

INECTIONS

KEYSI

TECHNOL|




LOCAL IP ADDRESSES E CONNECTION STATS INNE T IP INFORMATION

Local IP Initiated From Bytes Connections  Last Blocked On Protocol Source Destination Count Last Blocked On IP INFORMATION
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