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in revenue Countries with
Customers

of the Global 100
companies are 

Keysight customers

years of innovation, 
measurement 

science expertise

US and foreign 
patents issued 

or pending

of the Top 30 Tech 
companies use 

Keysight

Market Leader with 80+ Years of Expertise
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#21 on the 2018 
Forbes JUST 

100 Companies

Test & Measurement 
Company of the Year

AresONE-400GE 
Test System

Cyber Security Vendor 
Achievement of the 

Year 

Best Security 
Hardware Product -

Vision ONE with 
Active SSL

Gold: New Products 
& Services – Nemo 

IoT Meter v1

Ixia - Hot Company 
Cloud Security & 
Leader Enterprise 

Security 

Global Technology 
Innovation Award
NB-IoT Massive UE 

Emulation Test 
System 

Global Radio Frequency 
Test & Measurement 

Market Leadership Award

CloudLens –
Product of the 

Year
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150 locations  

Conducting business in 
more than 100 countries

13,000+ employees

ASIC design center and 
proprietary fabrication facility

Technology centers for MMICs, 
optical components and 
microelectronic packaging

Over 1,700 
patents

>4,000 products

R&D centers 
in 15 countries 
around the world

40 service hubs
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We challenge the infrastructure, harden security 
and visualize the applications

SECURITY
Surface vulnerabilities

Provide resilient security

Reduce attack surface 

Harden infrastructure 

Validate app performance

Verify provisioning

TEST
Provide 100% visibility 

Deliver real-time intelligence 

Eliminate blind spots

VISIBIL ITY
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TEST VISIBIL ITY

SECURITY

Network
Design

Network Operations

Network
Rollout

B i g  D a t a

C l o u d

I o T
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Application Traffic 
Growth Network Security

• Keeping pace with ever 
changing application 
landscape

• User experience of 
real-time, business 
critical applications

• Realistic representation 
of your network

• Roll-out of 40G, 25G 
and 100G upgrades

• Acceleration of 
NFV/SDV adoption

• Live-network testing
• Quality of Service 

provisioning  
• Deployment and 

automation in various 
private and public cloud

• Increasing threat 
landscape

• Data leakage and theft
• Cyber Security Training 

& Process
• User & Device based 

policing to over come 
BYOD and IoT

• ICS moving to 
Ethernet/IP increases 
threat exposure 

• Security & performance 
of the distributed IoT 
delivery infrastructure 

Encrypted Traffic Virtualization & Cloud Industrial Control 
Systems & IoT

• Encryption the default 
approach to securing 
Internet interactions

• Emergence of  LS1.3
• New encryption 

standards -2/4K keys, 
ECC ciphers

• SSL/IPsec inspection is 
becoming main stream
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N E T W O R K ,  A P P L I C AT I O N S  A N D  S E C U R I T Y
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Miss a Threat, Make a Headline

4.1B Data records breached in the first half of 20191.
Industry experts but the impact of each data record stollen at $150.  

Source. 1 = Forbes.
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DEVELOPMENT

OPERATIONS DEPLOYMENT

We help customers 
dimension their security 
solutions accurately and 
ensure the solutions are 
properly configured before 
production deployment

We continuously assess 
the security solutions for 

effectiveness and help 
optimize their 
effectiveness

We accelerate development of security 
solutions by emulating real world attacks 

and scenarios at scale in the lab so 
security solutions can be tested fully
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VALUE
ü30-minute setup, no 

complex policies
ü100% proof for all 

blocked sites
üBlocks up to 80% of 

alert-generating traffic

KEYSIGHT SOLUTIONS
Line-rate blocking of known-bad sites and 
untrusted countries reduces alert fatigue

CHALLENGES
• Constant barrage 

of threats yields 
alert fatigue

• Important attacks 
get lost in the noise

• Attack surface is 
difficult to contain

ThreatARMOR
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“ I T ’ S  W H AT  W E  D O ”

• Firewall / IPS / WAF
• Anti-Virus/Anti-Spam
• DDOS
• APT & EDR
• Encryption(VPN)

TippingPoint_Intrusion_Prevention_System
660N_IPS_Platform

data_sheet

The TippingPoint® 660N Intrusion Prevention System (IPS) Platform is built on an all new 
architecture which adds significant capacity for deep packet tra!c inspection, and its modular 
software design enables the addition of valuable network protection services to TippingPoint’s 
proven intrusion prevention solution. 

IPS_Platform_Delivers_ 
Unprecedented_Network_Protection
The TippingPoint 660N IPS Platform offers an 
unprecedented ability to handle today’s and 
tomorrow’s increasing security demands—including 
support for multiple IPS filter packs, all new 
security services, and additional partner security 
solution integrations—all while delivering increased 
performance and reliability. The TippingPoint 660N 
takes proactive network defense to a whole new level, 
now offering unmatched scalability along with our 
proven security and performance model.

New_Extensible_Security_Framework_ 
Provides_a_Foundation_for_Growth
The TippingPoint IPS Platform includes an Extensible 
Security Framework which has a modular software 
design, built to support faster development and 
deployment of new:

> IPS filter packages

> Security services

> Partner security solution integrations

Examples of these new IPS Platform capabilities 
include: customer-defined IP reputation services, 

the TippingPoint Reputation Digital Vaccine® (DV) 
Service, TippingPoint Web Application DV, data 
leakage protection (filter sets), location-based policies 
(perimeter, core…) and customer developed filter sets 
using the TippingPoint Custom Shield Writer (CSW).

New_Threat_Suppression_Engine_ 
Delivers_Years_of_Future_Protection 
The TippingPoint 660N utilizes the latest Threat 
Suppression Engine (TSE), which is designed to 
keep pace with changing and quickly increasing 
cyber threats, and the evolving demands of 
today’s enterprise networks and data centers. 
Through a combination of pipelined and massively 
parallel processing hardware, the TSE is able to 
perform thousands of checks on each packet flow 
simultaneously at Layers 2-7.

The TSE architecture also enables traffic classification 
and rate shaping. Sophisticated algorithms baseline 
“normal” traffic, allowing for automatic thresholds and 
throttling of malicious or unwanted application traffic.

Reliability_and_Redundancy 
The TippingPoint 660N ensures that network traffic 
always flows at wire speed in the event of network 

www.tippingpoint.com
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Multi-Layered Security Services

Hardware Accelerated 
Network / Content Processing

Firewall
IDS / IPS

Antivirus / Antispyware
Web Filtering

Antispam
Traffic Shaping

IPsec / SSL VPN
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Integrated 
Management, Logging & Reporting

&ORTI'ATEË������Ö3ERIES

"LENDEDÖ3ECURITYÖ4HREATS
Network security threats are devastating to enterprise networks. Intellectual property, revenue, customer and company records, and other mission-critical 
resources are at risk.  Unfortunately enterprise networks often lack adequate security solutions much less the human resources to recognize the business 
risks – that is until the damage is already done. Point-products providing security solutions for specific purposes may provide adequate protection against 
specific single-threaded threats, however a new breed of blended-threats and attacks utilize a multitude of attack vectors.  Furthermore assembling an 
array of point products is costly and requires significant expertise to engineer, maintain and manage. Most small to medium size businesses cannot afford 
such overhead, yet should tragedy strike the potential business costs are enormous. Fortunately cost-effective, evergreen multi-threat protection is now 
available to businesses of any size. The FortiGate®-200 through -800 series of advanced security systems integrate all-in-one multi-threat protection into 
cost-effective plug-n-play security platforms that effectively block today’s blended attacks including intrusion attempts, viruses, worms, phishing, spyware, 
spam and many other types of malware. The Fortinet FortiGuard® global 24x7 threat detection and update service provides the networking industry’s fastest 
response time to ensure latest security threats are detected and automatic security updates are available before your business is impacted. 

3ECURITYÖ0LATFORMSÖ4HATÖ-EETÖTHEÖ#HALLENGEÖ
FortiGate security platforms are based on Fortinet’s revolutionary FortiASIC™ Content Processor technology, which enables a comprehensive suite of 
real-time security solutions while delivering the highest levels of network performance. The FortiGate-200-800 series platforms provide a complete 
security solution including content inspection firewall, IPSEC and SSL VPN, intrusion prevention, Web filtering, antispam, antivirus, antispyware, and 
IM and P2P controls that prevent blended attacks, as well as providing integrated traffic shaping functions, making them the most cost effective, 
convenient and powerful network protection solutions available.  In addition, Fortinet’s per-device security subscriptions and turnkey appliance design 
makes them an affordable and easy-to-manage security solution for small-to-medium enterprises.

-ULTI,AYERÖ3ECURITYÖ!PPLIANCESÖ
FORÖ-ID3IZEÖ%NTERPRISES

&ORTINET�SÖ-ULTI,AYEREDÖ3ECURITYÖ3OLUTION
Fortinet’s multi-layered security solutions efficiently and economically provide an 
integrated set of security services in a single, easy-to-manage high-performance 
appliance that is capable of supporting a wide range of deployment scenarios.  
In addition, FortiGuard Subscription Services include everything from technical 
support, antivirus updates, antispyware, antispam, and Web content filtering to 
ensure that your security environment remains current and your corporate resources 
are protected against the latest blended threats. FortiGate systems come with a 
one-year limited hardware warranty and 90-day limited software warranty.

#OMPLETEÖ.ETWORKÖANDÖ#ONTENTÖ4HREATÖ0ROTECTION
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FortiGate-300A

FortiGate-400A

FortiGate-200A

FortiGate-500A

FortiGate-800

FortiGate-800F
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+EYÖ0ROBLEMS

Complete Unified Threat Management (UTM) 
security services that are automatically updated 
is required to fully protect the network and 
users from blended threats

UTM system with hardware acceleration 
provides application level protection without 
impacting performance and the user experience  

Multi-layer UTM security solutions provided 
tightly integrated protection services with  
unified management, logging and reporting 

Unified management, logging and reporting 
with a comprehensive and powerful toolset for 
analyzing, reporting and managing compliance 

Firewalls alone do not provide adequate protection 
against the ever changing cyber threats that are 
hidden inside the application layer

Migration to web based or hosted applications 
requires a new level of  application and content 
protection

Deploying multiple point-products to address 
specific security needs are complex to manage and 
maintain and do not provide integrated protection

Financial and government compliance requirements 
like SOX and FRCP requires comprehensive logging, 
reporting and data archiving

3OLUTIONS

FortiGate-224B

• Authentication
• Access Management
• Data Privacy& Integrity
• Transaction Integrity
• Data Loss Prevention

• Threat Intelligence and Analysis
• Vulnerability Assessment
• Penetration Test，PT
• Forensics
• SIEM (Security Information and

Event Management)

Websense Management Dashboard

Features Benefits

Market-Leading  
Web Filtering 

 Helps organizations manage productivity, reduce their risk  
of legal liability, and improve bandwidth use e!ciently  
and e"ectively. 

ThreatSeeker Network  Ensures up-to-date and accurate identification from 
inappropriate content.

Advanced   
Application Controls 

 Reduces security risk, enhances employee productivity,  
and reduces bandwidth cost by controlling access to 
unauthorized applications.

Simple, Scalable  
Management

 Decreases operational burden with e!cient security 
management across multiple locations, departments,  
and groups. 

Websense Web Filter Solutions Flexible Options

Websense Web Filter – �+.ŏĂĆĀŏ1/!./ŏ�* ŏ1,ċ

Websense Express™ Ģŏ�+.ŏ"!3!.ŏ0$�*ŏĂĆĀŏ1/!./ċ

įŏĂĀāĀŏ�!�/!*/!Čŏ	*�ċŏ�((ŏ.%#$0/ŏ.!/!.2! ċŏ�!�/!*/!ŏ%/ŏ�ŏ.!#%/0!.! ŏ0.� !)�.'ŏ+"ŏ�!�/!*/!Čŏ	*�ċŏ%*ŏ0$!ŏ�*%0! ŏ�0�0!/ŏ�* ŏ
certain international markets. Websense has numerous other registered and unregistered trademarks in the United States and 
%*0!.*�0%+*�((5ċŏ�((ŏ+0$!.ŏ0.� !)�.'/ŏ�.!ŏ0$!ŏ,.+,!.05ŏ+"ŏ0$!%.ŏ.!/,!�0%2!ŏ+3*!./ċŏŏĀāċĂĉċāĀ

For an online product demonstration or a free evaluation of Websense  
Web Filter, visit www.websense.com/evaluations.

Websense, Inc.
��*ŏ�%!#+Čŏ��ŏŏ���
0!(ŏĉĀĀŏĈĂăŏāāćć
0!(ŏĉĆĉŏăĂĀŏĉĀĀĀ
www.websense.com

Websense UK Ltd.
Reading, Berkshire  UK
0!(ŏĀāāĉŏĊăĉŏĉćĀĀ
"�4ŏĀāāĉŏĊăĉŏĉćĊĉā
www.websense.co.uk 

�1/0.�(%�
websense.com.au
Brazil
websense.com/brasil
Colombia
websense.com/latam
France
websense.fr
Germany
websense.de
Hong Kong
websense.cn
India
websense.com
Ireland
websense.co.uk
Israel
websense.co.uk

Italy
websense.it
Japan
websense.jp
�(�5/%�
websense.com
!4%�+
websense.com/latam
PRC
prc.websense.com
Singapore
websense.com
Spain
websense.com.es
Taiwan
websense.cn
���
websense.com
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全球資安情資分析防禦系統-

外對內惡意連線總數 內對外惡意連線總數 阻擋流量統計



18Optional Title of the Presentation

全球資安情資分析防禦系統-

1
8

依國家地理排名

威脅潛勢分析

即時狀態資訊

即時阻擋攻擊顯示

極少數連線統計

累計阻擋連線數



19Optional Title of the Presentation

全球資安情資分析防禦系統-

幾內亞比索

耿西

萬那杜 馬紹爾群島

土克斯及開科斯群島 英屬印度洋領地 荷蘭加勒比區

聖多美普林西比

針對無業務往來國家
可直接阻擋國別
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M A N Y  A P P L I C AT I O N S  C A N ’ T  B E  D E C R Y P E D

Switch Internal SwitchInternet 

Security Tools

NGFWIPS WAF APT
Security 

Forensics

SSL Decryption

Line、Skype、Facebook messager、Whatsapp、Dropbox…etc
Can’t not be decrypted
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G AT E WAY  S E C U R I T Y  S O L U T I O N S  C A N ’ T  O F F E R  T H E  S O L U T I O N S

?
Visibility

?

Big Size 
File

VPN 

RDP

Encryption 
File

Tunneling

Multi-
layers 

Compress 
File

資安設備有其檢測檔案
大小的限制

Site to Site/Client to Site

VMWare/Hyper-V/
KVM/others

設定密碼的檔案

跳板式的應用

多層次壓縮檔
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全球資安情資分析防禦系統 – File Risk - Malware

!"#$%&'Malware()*'+,
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全球資安情資分析防禦系統 – File Risk - Malware

-./0IP12345'67malware8+,
且連線除了藉由80 Port,974438:;34
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全球資安情資分析防禦系統- Malware



25Optional Title of the Presentation

全球資安情資分析防禦系統-

<=ict.com.tw,>7?@6
7AB8domain =>

mari.com.tw

-.CDEF8IP12GH
345I@J8K
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全球資安情資分析防禦系統- Malware – exe file



27Optional Title of the Presentation

全球資安情資分析防禦系統- Exploit – MSSQL/MYSQL

!"#$%&'()*+!



28Optional Title of the Presentation

全球資安情資分析防禦系統- Anti-Multi – DDOS/Malware…etc

Multiple Types Attacks

/LMNOPQ, DDoSR
RSC=TUVWXY8
Z[, malware8\]^2
_`abc8J8
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全球資安情資分析防禦系統- Malware – Anti-Sandboxing

APTCIPS/Anti-Virus/NGFW
8de@fg4?

Anti-Sandboxing => 如入無人之地



30Optional Title of the Presentation

全球資安情資分析防禦系統-Malware – Anti-Sandboxing

-.hi/IP12345'67jAB8Malwarekl
且連線除了藉由80 Port,974438:;34
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筆電, 伺服器, 網路設備, 無線AP, 個人終端裝置, IOT, OT…
,-FW/IPS/APT/Antivirus./00

123456789:;<=34)./)
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全球資安情資分析防禦系統- 不受限任何裝置的情資判斷

!"#$%&'(
)*+,-./01

https://paper.seebug.org/490/

https://paper.seebug.org/490/
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全球資安情資分析防禦系統- 不受限任何裝置的情資判斷

jAB8APK+,
mnopqrClient5Mobile Device
stuv!"wx#$yz
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全球資安情資分析防禦系統- ThreatARMOR™ 特點及優勢

34

1. 消除各種資安威脅的流量而縮小客戶端的攻擊面, 可減輕後端資安設備負擔(NGFW/IPS/DDOS/WAF/APT/SIEM…..等)

2. 提供全球最完整的IP及DNS威脅資料庫, 並以內建的獨有高速處理晶片協助客戶端直接在local比對, 避免網路延遲

3. 提供Exploit, Botnet, phishing, hijacked, Malware, Anti-Multiple與非法IP (未註冊IP)全面性的防禦, 並且在開啟所

有功能之後, 仍然可以維持line rate speed高速處理效能！

4. 無需解開HTTPS/SSH/RDP/VPN!"#$%&'即可判斷資安威脅！

5. 100%無誤判, 再也無須擔心到底是阻擋了駭客還是客戶！

6. 業界最快每五分鐘更新資料庫, 縮短資安威脅防護時差

7. 內建Bypass機制, 即使設備發生故障, 電源無法接續, 仍可保持原有線路暢通

FIREWALL FORENSICS

IPS/IDS

ANTIVIRUS

DDoS

THREAT 
ANALYSIS SANDBOXING

SIEM

DLPTHREAT
INTELLIGENCE

SECURITY 
INFRASTRUCTURE




