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SSL Connection

1. Client_Hello »
. 2. Server Hello
" i
.!. ! 3. Cortificates Citrix Gateway

Client virtual server
4. Key exchange B

5. Handshake, HTTP requests and responses encrypted in SSL/TLS

ge WEBR AP TIRAT




Client

— 1. Sends user credentials —»

e 3. 302 and 200 response

— 4. User clicks login —

e 6. Returns 200 OK

5.1 Sends request

5.2 Responds 401

5.3 Sends user’s info

5.5 Returns 200 OK

@ +— 2.2 bindRequest success —
‘-I L 2 ] |

2.1 bindRequest >

e 2.3 searchRequest - _
Citrix Gateway Active Directory
virtual server +— 2.4 searchResEntry | server (LDAP)

2.6 Verify token info

v

2.5 New bindRequest

2.7 Responds Access-Accept

v |

Radius (freeradius) server

StoreFront page

5.4 Verifies user credentials
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Citrix Gateway Get APP DeskTop List

— 1. Sends list request | """ @

2. Forwards request
D - +— 3. Sends callback message —
A 7. Forwards response Citrix Gateway

Client vrualsever L' convert response to JSON — StoreFront page

ﬂ «——— 4. Checks availability J

Desktop Delivery 5. Responds availability
Controller (DDC)
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Citrix Gateway Get ICA file

— 1. Request for ICA file @ 2. Forwards request
' 3
A 7. Forwards ICA file Citrix Gateway ¢ 6. Generates and sends ICA file —

Client virtual server StoreFront page
; +«— 3. Get VDA info from DDC
4. Responds

| ER |
Desktop Delivery

Controller (DDC) 5. StoreFront contacts STA server to get STA ticket
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2. Verifies STA ticket O

3. Responds VDA server’s info Desktop Delivery
Controller (DDC)

—1 1. Sends ICA data — @
:-
\ITTIT]

A Citrix Gateway 4. Connects to port 1494

Client virtual server
+— 5. Sends virtual desktop data — o
Citrix Delivery
6. Proxy connection to Client Agent (VDA)
acts as proxy

6. Proxy connection to VDA
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i ; HA Status Partition
C||T|X ADC (8905) @ Not configured default M
Dashboard Configuration Reporting Documentation Downloads {:}
Q search in Menu Citrix Gateway S
System >
RopEipert N Getting Started Policy Manager
Citrix Gateway Wizard Citrix Gateway Policy Manager
Traffic Management >
Optimizati ; i i
ERrRaren ” " Monitor Connections Customize Access Interface
Security > Active user sessions Upload the Access Interface
ICA Connections
I Citrix Gateway > DTLS ICA Connections
Authentication >

Update Client Components
Integrate with Citrix Products Upgrade EPA Libraries

é Unified Gateway

3 XenMobile Configuration Summary
x XenApp and XenDesktop No Citrix Gateway Virtual Server
No AAA Group

Show Unlicensed Features MR et

Statistics
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BEEEGet Started ° BIEASRE ©

Cifrix ADC (8905)

HA Status Partition .,

Not configured  gefault nsroot v

Dashboard

Q Searchin Menu

System

AppExpert

Traffic Management
Optimization

Security

Citrix Gateway

Authentication

Integrate with Citrix Products
€ Unified Gateway

3L XenMobile
n XenApp and XenDesktop

Show Unlicensed Features

Configuration Reporting

Downloads

Documentation

Citrix ADC for

XenApp and XenDesktop

Welcome!

This wizard assists you in setting up Citrix ADC for XenApp and XenDesktop deployments.

You can use this wizard to configure Citrix ADC to provide access to hosted virtual desktops (XenDesktop) and hosted Windows virtual apps (XenApp) through Citrix Gateway.

Get Started
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FEERFL 2B S StoreFront » #EEEE Continuetz il o

C”TIX ADC (8905) HA Statu Partition e

Not configured  gefault

Dashboard Configuration Reporting Documentation Downloads {:}

< XenApp/XenDesktop Setup Wizard

@ StoreFront Web Interface Web Interface On Citrix ADC

Prerequisites

IP address of the Citrix Gateway virtual server. Usually a public IP address.
Open the firewall port between Citrix Gateway and StoreFront

LAN access should be working to StoreFront

Details on software version of StoreFront

StoreFront FQDN
Fully Qualified Domain Name (FQDN) of StoreFront Server

Certificate
A server certificate for the Citrix Gateway

Authentication
Domain/RSA/Domain+RSA/SMS/SmartCard based authentication server details

... (=
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Gateway FQDNE A BHFE/&sEHIdomain » Gateway IP%
18 A Citrix Gateway VIP » i 4)3#Redirect requests from
port 80 to secure port

~

C]|-r|>‘< ADC (8905) HA Status Partition «, ——

@ Not configured default

Dashboard Configuration Reporting Documentation Downloads {:}

& Citrix Gateway Settings

Basic Setti
Citrix Gateway asic Settings

Gateway FQDN*

1 § Citrix Gateway
itvpn2.ccu.edu.tw

This is the FQDN the user will connect to. Traffic to this FQDN must be forwarded to the ‘Gateway IP Address’ entered below. 2 Q Server Certificate
Gateway IP Address*
140 . 123 . 25 . 249

3 StoreFront
Port*

443 4 0 Authentication

/ Redirect requests from port 80 to secure port
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Cifrix_ ADC (8905)

Dashboard Configuration Reporting Documentation Downloads

& Citrix Gateway Settings

Citrix Gateway
Gateway IP Address 140.123.25.249
Gateway FQDN itvpn2.ccu.edu.tw
Port 443

Redirect requests from port 80 to secure port  No

Server Certificate

The certificate file should contain the complete certificate chain including any Intermediate CA Certificate

@ Use existing certificate Install Certificate

Server Certificate*

wildcard_ccu V|

oo |

55 IHEBLEContinue ©

HA Status Partition ,

nsroot v

@ Not configured  gofault

&

Basic Settings
1 ? Citrix Gateway

2 Q Server Certificate

3 StoreFront

4 0 Authentication
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1E A StoreFront URL > SEF W ESECitrix ADCEEZFTEVE]EX
FQDN.

Dashboard Configuration Reporting Documentation Downloads {}

< Citrix Gateway Settings

, Basic Settings
Citrix Gateway D L

Gateway IP Address 140.123.25.249 1 ? Citrix Gateway
Gateway FQDN itvpn2.ccu.edu.tw

Port 443

Redirect requests from port 80 to secure port No 2 Q Server Certificate

Server Certificate o 3 StoreFront

Certificate File Common Name Days to Expire a4 @ Authentication
wildcard_ccu *ccu.edu.tw 392

StoreFront

StoreFront URL*

| hltp://1(:itrix—ddc.cilrix.ccu.edu.tw ‘

Retrieve Stores

Default Active Directory Domain*

| ‘ X Please enter value

Secure Ticket Authority URL*

http(s)://sta +

Test STA Connectivity

Use this StoreFront for Authentication
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EE I B Retrieve Stores » Citrix ADCE B EhE RS StoreFront » 3
ZReceiver for Web Path » FEERERE » (1R KB EEMEERCitrix ADC
B 5 HE IEFEMANTE]StoreFront FQDN

< Citrix Gateway Settings

, Basic Settings
Citrix Gateway v -4

Gateway IP Address 140.123.25.249 1 ? Citrix Gateway
Gateway FQDN itvpn2.ccu.edu.tw
Port 443 ‘

Redirect requests from port 80 to secure port No 2 Q Server Certificate

Server Certificate 7 3 StoreFront

Certificate File Common Name Days to Expire 4 0 Authentication
wildcard_ccu *.ccu.edu.tw 392

StoreFront
StoreFront URL*
http://citrix-ddc.citrix.ccu.edu.tw
Retrieve Stores

Receiver for Web Path*

/Citrix/DemoWeb v

Default Active Directory Domain*

ccu.edu.tw

Secure Ticket Authority URL*

l http://citrix-ddc.citrix.ccu.edu.tw| I +

| Test STA Connectivity |

Use this StoreFront for Authentication

httne: /110 122 17 AR/manii/nant
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Default Actoin Directory Domaini& AAD Domain » 554E A IEHERY

Domain » E&3R =& ALAD

< Citrix Gateway Settings

Citrix Gateway

Gateway IP Address 140.123.25.249
Gateway FQDN itvpn2.ccu.edu.tw
Port 443

Redirect requests from port 80 to secure port No

Server Certificate

Certificate File Common Name

wildcard_ccu *.ccu.edu.tw

StoreFront
StoreFront URL*
http://citrix-ddc.citrix.ccu.edu.tw
Retrieve Stores

Receiver for Web Path*
/Citrix/DemoWeb v
Default Active Directory Domain*
ccu.edu.tw

Secure Ticket Authority URL*

l http://citrix-ddc.citrix.ccu.edu.tw] I +

Test STA Connectivity

Use this StoreFront for Authentication

httne /110 122 17 AR /Imanii/nant

Boad [ H ©

Days to Expire
392

Basic Settings

1 ? Citrix Gateway

2 Q Server Certificate

v 3 StoreFront

4 @ Authentication
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Secure Ticket Authority URL » httpRI#EA IPSI T EIFTR » IEARE
Z8Test STA ConnectivityiziE Tl » HIRUPRZRSTA ServerlE® ©

Citrix Gateway 7/ Basic Settings
Gateway IP Address 140.123.25.249
Gateway FQDN itvpn2.ccu.edu.tw 1 > Citrix Gateway
Port 443 -
Redirect requests from port 80 to secure port No
2 Q Server Certificate
Server Certificate 7 = !
3 StoreFront
Certificate File Common Name Days to Expire ¥
wildcard_ccu *.ccu.edu.tw 392 4 0 Authentication
StoreFront

StoreFront URL*

http://citrix-ddc.citrix.ccu.edu.tw ‘

Retrieve Stores

Receiver for Web Path*

/Citrix/DemoWeb v ‘

Default Active Directory Domain*

ccu.edu.tw
Secure Ticket Authority URL*

http://140.123.254.102 +

Test STA Connectivity

http://140.123.254.102: ® UP X

Use this StoreFront for Authentication
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BEEREDRFEAT » ThHLERE > 5@ HADREREREDomain » WiiE
AAD server IP » Base DNER AADIEZNESEFRAI » Service AcCOUtEHER
AAD—iXfEFRRER T » R XIRSEA IR E S RIS EH » &3&EAD

5ot Al ©

Basic Setting:
Authentication
§ Citrix Gateway
oooooooooooooooooooooooooo
DDDDDD
® servercertificate
dddddddddd
oooooooooo
g o
636 0 Authentication
Security Type*
BBBBBBB
CN-=citrixvpn,CN=Users,DC=citrix,[
ccccccccccccccc
lllllllllllllllll .tw
sssssssss
------------------ ®
Confirm Password*
Test Connection
ime out (s: )
rrrrrrrrrrrrrrrrrrrrrrr
W >>-- v
MAccountName/userP pal




ADER ETe% » Et¥Test ConnectioniR iRt

Authentication

Choose Authentication Type*

Domain v

IP Address*

140 . 123 . 254 . 100 @

Port*

389

Security Type*
PLAINTEXT

Base DN*

CN=Users,DC=citrix,DC=ccu,DC=et

Service account*

citrixvpn@ccu.edu.tw

Password*

Retrieve Attributes
Test Connection
Time out (seconds)*
3

Server Logon Name Attribute*

sAMAccountName v

—-<< New >>--
sAMAccountName
userPrincipalName

T T

Enter the IP address of the

Basic Settings

1 ? Citrix Gateway

2 Q Server Certificate

3 StoreFront

4 0 Authentication

Stark Technology Inc.
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AIEELRIE R > Bi¥Retrieve Attributes » ZEEHADBM » HFE TH
Server Logon Name Attribute > :#sAMAccoutName o

Authentication

Basic Settings

Choose Authentication Type* 1 ? Citrix G
itrix Gateway
Domain
IP Address* 2 Q Server Certificate
Enter the IP address of the
140 . 123 . 254 . 100 o Domain server.

Port* 3 StoreFront

389
4 O Authentication
Security Type*

PLAINTEXT

Base DN*
CN=Users,DC=citrix,DC=ccu,DC=et

Service account*

citrixvpn@ccu.edu.tw

Password*

Retrieve Attributes
Test Connection
Time out (seconds)*
3

Server Logon Name Attribute*

’ sAMAccountName

--<< New >>--
sAMAccountName
userPrincipalName

ge WEBR AP TIRAT




2LEDoneinfl > BT EEECitrix GatewayFE & StorefrontRIERE o

Dashboard Configuration Reporting Documentation Downloads

& Citrix Gateway Settings

Citrix Gateway
Gateway IP Address 140.123.25.249
Gateway FQDN itvpn2.ccu.edu.tw
Port 443

Redirect requests from port 80 to secure port No

Server Certificate

Certificate File Common Name
wildcard_ccu *.ccu.edu.tw
StoreFront

StoreFront URL http://citrix-ddc.citrix.ccu.edu.tw

Storefront Status upP

Receiver for Web Path /Citrix/DemoWeb

Default Active Directory Domain ccu.edu.tw

List of Secure Ticket Authority URL(s) with status
http://140.123.254.102
Authentication

Type Domain

140.123.254.100 Domain

Days to Expire
392

@®DOWN

Basic Settings

1 ? Citrix Gateway

2 Q Server Certificate

7/ 3 StoreFront

4 0 Authentication

Primary
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StoreFrontth BEFE SR E » FEH

v &4 Citrix StoreFront

) Stores

Server Group

Authenticated

Subscription Enabled

Manage Delivery Controllers

Configure Unified Experience
Manage Authentication Methods t

Manage Receiver for Web Sites

Configure Remote Access Settings

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. ©O
Method Settings
~ User name and password Q ~-
SAML Authentication ~

Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

Smart card
Can be enabled / disabled separately on Receiver for Web sites

~ HTTP Basic

o, Pass-through from Citrix Gateway m

Installing and uninstalling the authentication methods and the
S > E 2 2 € = Advanced ™
authentication service settings are included in the advanced options.

S

S

Stark Technology Inc.
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Troubleshooting

25 XenApp and XenDesktop

System

AppExpert

Traffic Management
Optimization
Security

Citrix Gateway
Authentication

Integrate with Citrix Products

‘E Unified Gateway

3L XenMobile
x XenApp and XenDesktop,

Show Unlicensed Features

vasnwvaiu

Universal Licenses

0 ® ® ° °
10:52:30 10:52:45 10:53:00

Current Universal Licenses

0

CPU Usage

100
75
50

25

o o —r——

10:52:30 10:52:45 10:53:00

Current CPU Usage

0.20%

Active User Sessions

Username Group Name

HDX Sessions

0
10:52:30 10:52:45

Current HDX Sessions

0

Memory Usage

100
75
50

25

B F meCitrix GatewayfIDashboard °

10:53:00

reate New Gateway

@® itvpn2.ccu.edu.tw
140.123.25.249

STA 1Up, 0 Down

Storefront Up

0
10:52:30 10:52:45

Current Memory Usage

6.44%

Insert Client IP Address

10:53:00

S

Stark Technology Inc.
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Troubleshooting

fESystem Log Files > FhIModuleEE » T EZESSLVPNE L B BB EREIE o

Cifrix. ADC (8905) o Not contigured  gefaute. © | "Sroot

default

Dashboard Configuration Reporting Documentation Downloads {}

< System Log Files

Log Messages (202 results) Sort:| Newest first C File
308 m N Ivar/log/
‘ ns.log.7.8z v
Mon, 12 Jul 2021 140.123.17.35 07/12/2021:01:53:53 GMT nslb2 0-PPE-2 : default SSLVPN LOGOUT 1242 0 : Context yafang@140.123.29.141-Sessionld: 33 -User yafang -Client_ip
09:53:53 140.123.29.141-Nat_ip "Mapped Ip"-Vserver 140.123.25.249:443 - Start_time "07/12/2021:01:21:23 GMT" -End_time "07/12/2021:01:53:53 GMT" - Duration 00:32:30 Filter By Clear
m -Http_resources_accessed 4-NonHttp_services_accessed 0-Total_TCP_connections 25 - Total_UDP_flows 0-Total_policies_all d 25 -Total_policies_denied 0-
Total_bytes_send 37952 - Total_bytes_recv 59083 - Total_compressedbytes_send 0 - Total_compressedbytes_recv 0-Compression_ratio_send 0.00% - Module
v >
Compression_ratio_recv 0.00% - LogoutMethod "Explicit”-Group(s) "N/A" \
SSLVPN
Mon, 12 Jul 2021 140.123.17.35 07/12/2021:01:53:53 GMT nslb2 0-PPE-4 : default SSLVPN TCPCONNSTAT 61086 0 : Context yafang@140.123.29.141 - Sessionld: 33 - User yafang -
09:53:53 Client_ip 140.123.29.141-Nat_ip 140.123.25.241-Vserver 140,123.25.249:443 - Source 140.123.29.141:55412 - Destination 140,123.254.102:80 - Start _time
m "07/12/2021:01:53:53 GMT" -End_time "07/12/2021:01:53:53 GMT" -Duration 00:00:00 - Total _bytes_send 1501 - Total_bytes_recv 662 - » Severity
Total_compressedbytes_send 0-Total_compressedbytes_recv 0-Compression_ratio_send 0.00% -Compression_ratio_recv 0.00% - Access Allowed - Group(s)
WA Apply
N/A
Mon, 12 Jul 2021 140.123.17.35 07/12/2021:01:53:53 GMT nslb2 0-PPE-4 : default SSLVPN HTTPREQUEST 61085 0 : Context yafang@140.123.29.141- Sessionld: 33 -
08:53:53 itvpn2.ccu.edu.tw User yafang : Group(s) N/A : Vserver 140.123.25.249:443-07/12/2021:01:53:53 GMT : SSO is ON : POST /Citrix/DemoWeb/Authentication/Logoff -
Mon, 12 Jul 2021 140.123.17.35 07/12/2021:01:53:53 GMT nslb2 0-PPE-1: default SSLVPN ICAEND_CONNSTAT 1259 0: Source 140.123.29.141:54146 - Destination
09:53:53 140.123.254.104:1494 -customername - username:domainname yafang:citrix.ccu.edu.tw-startTime "07/12/2021:01:22:14 GMT" -endTime "07/12/2021:01:53:53
m GMT" -Duration 00:31:39 - Total_bytes_send 16058597 - Total _bytes_recv 2257720 - Total_compressedbytes_send 0-Total_compressedbytes_recv 0-

Compression_ratio_send 0.00% - Compression_ratio_recv 0.00% -connectionld 368468
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Troubleshooting

PEEE Citrix Gateway ’ & /4 BMonitor Connections » ZhEEActive user sessions =1
I IREERPHERE o

Cifrix ADC (8905)

Dashboard Configuration Reporting Documentation Downloads

earch in Menu Citrix Gateway

System

A

Getting Started

Citrix Gateway Wizard

AppExpert

Traffic Management

Optimization ” Monitor Connectio
Security P Active user session
/ ICA Connections
I Citrix Gateway v DTLS ICA Conneci Click to access the configuration utility

Global Settings
Update Client Components

Virtual Servers Upgrade EPA Libraries

Portal Themes

User Administration Configuration Summary
1 Citrix Gateway Virtual Server
KCD Accounts No AAA Group
No AAA User
Policies
Resources Statisti
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Troubleshooting

L RN e A B ERAn > BEALE MR R AR E R B

& o
cCifrix ADC (8905)

Dashboard Configuration Reporting Documentation Downloads

<~ Active User Sessions

Active User Sessions

All

[Goneer |

Cilrix. ADC (8905)

Dashboard Configuration Reporting Documentation Downloads

<« Active User Sessions

Active User Sessions
[ - /

All

Active Users
Active Groups
Intranet IP
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Troubleshooting

MR ENdRIBA U REERERE L ©

Cifrix. ADC (8905) HA Status - Parti

default

Dashboard Configuration Reporting Documentation Downloads {}

€ Active User Sessions
View Sessions i
Type Active Users

Active Users*

[ citrixvpn
-

Sessions C R
End
Username Insert Client IP Address Client Port Server IP Server Port Intranet IP Session Key

citrixvpn 0 0 0.0.0.0 7eec29¢291dc9fb09fal103b3bab0e03
citrixvpn 61.219.165.187 54884 140.123.25.249 443 0.0.0.0 7eec29¢291dc9fb09fal103b3bab0e03
citrixvpn 61.219.165.187 6551 140.123.25.249 443 0.0.0.0 7eec29¢291dc9fb09fal103b3bab0e03
citrixvpn 61.219.165.187 55488 140.123.25.249 443 0.0.0.0 7eec29¢291dc9fb09fal103b3bab0e03
citrixvpn 61.219.165.187 4115 140.123.25.249 443 0.0.0.0 7eec29¢291dc9fb09fal103b3bab0e03
citrixvpn 61.219.165.187 6392 140.123.25.249 443 0.0.0.0 7eec29¢291dc9fb09fal103b3bab0e03
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