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<script>alert(“attack”)</script>

“<script>alert(“attack”)</script>

<script>alert(“attack”)</script>

<img src=“javascript:

/><body onload="“alert(‘attack’)”/>
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' ﬂ Critical (9 items)

i

Access Control: Authorization Bypass (3 items)
Dynamic Code Evaluation: Code Injection (1 item)
Poor Error Handling: Unhandled Exception (2 items)
Privacy Violation: Credit Card Number (1 item)

SAL Injection (2 items)

W High (41 items)

-+

-
-
-+
1
-
-+
1
o

Cross-Frame Scripting (1 item)

Insecure Deployment: Unpatched Application (1 item)
Insecure Transport (14 items)

LDAP Injection (3 items)

MoSQL Injection: MongoDB (5 items)

Often Misused: File Uploac [ 1 item )

Often Misused: HTTP Method Owverride (1 item)
Often Misused: Login (4 item)

Password Management: Insecure Submr (1 item)
Medium (106 items)

Cross-Frame Scripting (1 item)
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128 VIOLATIONS

| 0 GRANDFATHERED
Affecting 70 components violations

POLICY NAME

Security-Critical
Security-Critical
Security-Critical
Security-Critical
Security-Critical
Security-Critical
Security-Critical

POLICY TYPE
Security
Security
Security
Security
Security
Security

Security

COMPONENT
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5

com.thoughtworks.xstream : xstream : 1.4.5

Security-Critical

Security-Critical

Security

Security

org.postgresql : postgresql : 42.2.23

org.postgresql : postgresql : 42.2.23

Security-Critical
Security-Critical
Security-Critical
Security-Critical
Security-High
Security-High
Security-High
Security-High
Security-High

Security
Security
Security
Security
Security
Security
Security
Security
Security

org.springframework : spring-beans : 5.3.9
org.springframework : spring-beans : 5.3.9
org.springframework : spring-web : 5.3.9
org.thymeleaf : thymeleaf-spring5 : 3.0.12.RELEASE
ch.qos.logback : logback-core : 1.2.5
com.fasterxml.jackson.core : jackson-databind : 2.12.4
com.fasterxml.jackson.core : jackson-databind : 2.12.4
com.github.jnr : jnr-posix : 3.1.4

com.thoughtworks.xstream : xstream : 1.4.5

- o A
o O O O O

Security-Critical
Security-Critical
Security-Critical

Security-Critical

Security
Security
Security
Security

com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
org.postgresql : postgresql : 42.2.23
org.postgresql : postgresql : 42.2.23

Security-Critical
Security-Critical

Security
Security

org.springframework : spring-beans : 5.3.9

org.springframework : spring-beans : 5.3.9

Security-Critical
Security-Critical
Security-High
Security-High
Security-High
Security-High
Security-High
Security-High

Security-High

Security-High
Security-High
Security-High
Security-High
Security-High
Security-High

Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security

org.springframework : spring-web : 5.3.9
org.thymeleaf : thymeleaf-spring5 : 3.0.12.RELEASE
ch.qos.logback : logback-core : 1.2.5
com.fasterxml.jackson.core : jackson-databind : 2.12.4
com.fasterxml.jackson.core : jackson-databind : 2.12.4
com.github.jnr : jnr-posix : 3.1.4
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5
com.thoughtworks.xstream : xstream : 1.4.5

io.undertow : undertow-core : 2.2.10.Final
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n Group By: | Category e
G By: |
roup By: | Category e ?‘L v Insecure Randomness - [0 / 15]

Cross-Site Scripﬂng: DOM - [0/ 17] Insecure Randomness: User-Controlled Seed - [0/ 1]

Cross-Site Scripting: Reflected - [0 / 1] EZ‘; T;;E;"T‘?SE :'g]"dmde‘j Encryption Key - [0/ 1]

Dynamic Code Evaluation: Unsafe XStream Deserialization - [0 / 1] Mass Assignment: Insecure Binder Configuration - [0 / 7]
HTMLS5: Missing Content Security Policy - [0/ 2] Null Dereference - [0 / 1]

Key Management: Hardcoded Encryption Key - [0 / 4] Often Misused: Authentication - [0/ 2]
Password Management: Empty Password - [0 / 1]

Mass Assignment: Request Parameters Bound into Persisted Objects - [0/ 2]
- Password Management: Hardcoded Password - [0 / 7]
Open Redirect - [0/ 8] Password Management: Password in Configuration File - [0 / 3]
Password Management: Hardcoded Password - [0 / 9] Path Manipulation - [0 / 13]
Password Management: Password in Configuration File - [0 / 2] Path Manipulation: Zip Entry Overwrite - [0/ 1]
Path Manipulation - [0/ 9] Poir‘tahllltg-.r Flajw: Locale Dependent Comparison - [0 / 10]
. . . Privacy Violation - [0 / 2]
Prwacy‘-.fmlatmn -[0/6] Privacy Violation: Autocomplete - [0 / 1]
SQL Injection - [0 / 24] Race Condition - [0 / 2]
XML External Entity Injection - [0 / 3] Race Condition: Singleton Member Field - [0 / 1]
Server-Side Request Forgery - [0 / 2]
Spring Boot Misconfiguration: DevTools Enabled - [0 / 4]
Unreleased Resource: Database - [0/ 2]
Unreleased Resource: Files - [0 / 1]
Unreleased Resource: Streams - [0 / 8]




WebGoatfE B E

O O 127.0.0.1:8080/WebGoat/start. mvc#lesson/WebGoatIntroduction.lesson

WebGoat

Introduction

General Reset lesson

(A1) Injection

I(A2] Broken Authentication

(A3) Sensitive Data Exposure o

| (A4) XML External Entities (XXE) |

(A5) Broken Access Control What iS Webeoat?

(AT) Cross-Site Scripting (X58§)

(A8) Insecure Deserialization

WebGoat is a deliberately insecure application that allows interested developers just like you to test vulnerabilities commonly found in Java-based applications that use common and
(A9) Vulnerable Components popular open source components.

(A10) Session Management Flaws Now, while we in no way condone causing intentional harm to any animal, goat or otherwise, we think learning everything you can about security vulnerabilities is essential to

(AB:2013) Request Forgeries understanding just what happens when even a small bit of unintended code gets into your applications.

Client side What better way to do that than with your very own scapegoat?
Challenges Feel free to do what you will with him. Hack, poke, prod and if it makes you feel better, scare him until your heart’s content. Go ahead, and hack the goat. We promise he likes it.
Thanks for your interest!

The WebGoat Team




Spring4Shell[Z #8-code injection

Request/Response Packet

I?EI' fWebFoat/registration
Referer: http://17Z._1€.
v
no-cache
'class.module.classLoader.class.name.bytes[99999] =O\
Mozillas5.0 (Windows NT 10.0; Win€4; =x€4; rv:83.0) Geckos20100101 Firefox,/53.0
2 _102-3080
ion: Eeep—-Rlive
AscVersion= -1.0.39%
an—-Memo: Category="RAudit _ RAttack™;SID="15F3ST7EESBED72RSE31R240058D15AD2" ;PSID="C320CCFEDE553537FECDETSAS128RT0( ;SessionType="RuditAttack"”;CrawlTyvpe="NHone";AttackType="CueryParamManipulation"™; ¥
OriginatingEngineID="1ff8b322-38€2-411€-37358—e€5L Z 2 ";AttackParamDesc="class . module.classLoader.class . name . bytes 2Z55B999599%255D" ;AttackParamIindex="0"; AttackParamSubInde:: ]
CheckId="117082 ngine="Spring4+Shell™
Regquestdanager-Hem stid="171"; stmi
ri ScO€331"isc="1";thi

kie=WebInspectl3283831IZKE

Internal Serwver
onnection: keep—aliwve
tent-Type: application/json
Date: Wed, 02 Mowv 2022 1l5:4€:34 GEMT
ontent-Length: 12211

"timestamp"™ : "2022-11-02T15:4€:34_3973+4+00:00",
"status"™ : 5040,
"error"™ : "Internal Server Error",
"trace"™ : "org.springframework.beans.InvalidPropertyException: Invalid property 'class module.classLoader.class.name bytes[35555%]1" of bean class [Java.lang.Class]: Invalid array index in propert
path "bytes[9395%3]'; nested exception is jawva.lang.BrrayIndexfutOfBoundsExceptionini\tat org.springframework.beans.2bstractHestablePropertyhccessor.processEeyedProperty (¥
7

AkstractHestablePropertylhcoccessor. java:31l4)\n\tat org.springframework_beans_ AbstractNestablePropertylccessor.setPropertyValue (AkstractNestaklePropertylocessor.java:275)\n\tat org.springframework ¥

beans . AbstractHestablePropertyhcoessor. setPropertyValue (AbstractNHestablePropertyhoocessor. java:2E€€) wnwtat org.springframework _beans RbstractPropertyRocessor.setPropertyValues (AbstractPropertyhocess

-java:104)\n'tat org.springframework.validation.DataBinder.applyPropertyValues (DataBinder.java:851l)\n\tat org.springframework.validation.DataBinder . doBind(DataBinder.java:747)\nYtat org.+

SummMmary: Dynamic Code Evaluation: Code Injection
WulmnerabiliTy 1D:- 173 708

CWIE TID: @5

Kingdomm:- Input ZWalidation and Representation

Weblnspect has detected a Sprimng4Shell remote code execution (RCED wulnerability identified by CWE-2022-
222946865 This vulnerability affects a Sprinmng Framework application that is runmninmng omn JDK. 94+ and uses data binding
functionality to bind Gdata stored wwithinmn am HT TP reguest to certain objects used by TtThe application. This
wulnerability creates the risk of data leakage and remote code execution when special object classes are used.
Pivotal Sprimng Framework wersions affected bw this wulmnerability include S5S.3.x prior to 5.3.18 and wersions 5.2.x

prior to 5.2 .20 , and older unsup ported wversions._

Execution:

Howe o werify or exploit thhe issue.

To werify the wulnerability., repeat the vulnerable reguest. from the scan results. in the HT TF Editor prowvided im

Weblnspect Tools, or another proxy tool of yvour choice. The vulNnerable target will returm amn error message.
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ummary: spring-beans - 5.3.9 - E

Recommended Version(s) Selected Version: 5.3.20

él-‘r
I

Type: maven

for this component and its Group: org.springframewor - AYAY l /L )
= s e » TEEF PR E—ERFEIHEEEN
y L 5 F‘ZEKZEE Hw E/g o| fE

This Version Newer sery ense. Apache-2.0

Popularity cliv nse. Apache-2.0

ey v framework-~ =& ﬁﬁfﬂﬁﬁ'\g  FRDIBE 2

e =
Quality INEEEE EEEE B al 21 days ago
Other -

539 5 exact :Hjj: )
Click on the graph above to see details about different versions dentifica rce. Sonatype VARNY )(

gory. Dependency Injection and Aspect-

s -m AT DU A58 = S B AV
(B o] =180 €6 & /)

- ’”_HE# FHAETEEANIR
T




URL Post Parameters

http://127.0.0.1:8080/WebGoat
http://127.0.0.1:8080/VWebGoat/
http://127.0.0.1:8080/WebGoat/login

http://127.0.0.1:8080/WebGoat/welcome.mvc
http://127.0.0.1:8080/VWebGoat/start. mvc
http://127.0.0.1:8080/WebGoat/SqllnjectionMitigations/servers?column=id
http://127.0.0.1:8080/WebGoat/sqllnjectionMitigations/servers?column="2%00

Summary: Poor Error Handling: Unhandled Exception
Vulnerability ID: 742

CWE ID: 209

Kingdom: Errors

Critical database server error message vulnerabilities were identified in the web application, indicating that an
unhandled exception was generated in your web application code. Unhandled exceptions are circumstances in
which the application has received user input that it did not expect and does not know how to handle. When
successfully exploited, an attacker can gain unauthorized access to the database by using the information
recovered from seemingly innocuous error messages fo pinpoint flaws in the web application and to discover
additional avenues of attack. Recommendations include designing and adding consistent error-handling
mechanisms that are capable of handling any user input fo your web application, providing meaningful detail to
end-users, and preventing error messages that might provide information useful to an attacker from being

displayed.

2 AR R B EM 0] LiF o
B 45 R #EFIE

Crawl Link L i
Source Type Attack Type Originating Engine

Start Macro m Multipart Filename
Start Macro Mone Multipart Flename null
Start Macro MNone Multipart Flename null

http://127.0.0.1:8080/VWebGoat/login username=Dbilowen&password=%211gazxsw2 | Start Macro Mone Multipart Flename null

Start Macro MNone Multipart Flename null
Start Macro Mone Multipart Flename null
AJAX Include | AJAX Include Multipart Flename null
Probe Mone Probe Parameter Injection Engine

Whltelabel Error Page =]

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Thu Jun 02 09:09:23 CST 2022
There was an unexpected error (type=Internal Server Error, status=500).
Request processing failed; nested exception is java.sql.SQLSyntaxErrorException: unknown token: in statement [select id, hostname, ip, mac, status, description from sej
by]
java.sql.SQLSyntaxErrorException: unknown token: in statement [select id, hostname, ip, mac, status, description from servers where status <> 'out of order' order by |
at org.hsqldb.jdbc.JDBCULil.sqlException(Unknown Source)
at org.hsqldb.jdbc.JDBCULil.sqlException(Unknown Source)
at org.hsqldb.jdbc.JDBCPreparedStatement. <init>(Unknown Source)
at org.hsqldb.jdbc.JDBCConnection.prepareStatement(Unknown Source)
at jdk.internal.reflect. GeneratedMethodAccessor108.invoke(Unknown Source)
at java.base/dk.internal.reflect. DelegatingMethodAccessorimpl.invoke(DelegatingMethodAccessorimpl java:43)
at java.basefjava.lang.reflect.Method.invoke(Method.java:564)
at org.owasp.webgoat.lessons.LessonConnectioninvocationHandler.invoke(LessonConnectioninvocationHandler.java:31)
at com.sun.proxy.5Proxy94.prepareStatement(Unknown Source)
at org.owasp.webgoat.sql_injection.mitigation.Servers.sort(Servers.java:71)
at jdk.interal.reflect. GeneratedMethodAccessor297.invoke(Unknown Source)
at java.base/dk.internal.reflect. DelegatingMethodAccessorimpl.invoke(DelegatingMethodAccessorimpl java:43)
at java.basefjava.lang.reflect.Method.invoke(Method.java:564)
at org.springframework.web.method.support.InvocableHandlerMethod.dolnvoke(InvocableHandlerMethod.java: 197)
at org.springframework.web.method.support.InvocableHandlerMethod.invokeForRequest(InvocableHandlerMethod.java: 141)
at org.springframework.web.serviet. mvc. method.annotation. ServietinvocableHandlerMethod.invokeAndHandle(ServietinvocableHandlerMethod.java: 106)
at org.springframework.web.servlet. mve. method.annotation. RequestMappingHandlerAdapter.invokeHandlerMethod(RequestMappingHandlerAdapter.java:895)
at org.springframework.web.servliet. mve. method.annotation.RequestMappingHandlerAdapter.handlelnternal (RequestMappingHandlerAdapter java:808)
at org.springframework.web.serviet. mvc. method. AbstractHandlerMethodAdapter.handle(AbstractHandlerMethodAdapter.java:87)
at org.springframework.web.servlet. DispatcherServlet.doDispatch(DispatcherServlet.java: 1064)
at org.springframework.web.serviet DispatcherServlet.doService(DispatcherServlet java:963)
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XXE Injection[&]

= XXE : XML External Entity B9MNSRERE - 74 fm s s s
T2 EIREE AYXML External Entity attack 9} S :_3“_."_ N
MBI ARE e e

+Hardcoded Encryption K 3 WLInput TING EXTERNAL ENTITIES, false);
quest Parameters Bound i mm Persi - -

. 18 o g [
« XMLEEHH
= DTD(Document type Definition)

<?xml version = "1.0" encoding = "utf-8"2>
<!DOCTYPE test

<IENTITY file SYSTEM "file:///etc/passwd">

<!ENTITY right SYSTEM "http: .w3school. 0. dtd tities.dtd"> ;i
Sy Sl JE == *‘-‘U FommentAJavaIOI ueateXMLstteamReadet()

S YN g

1>

« CSRF/SSRFIE8
- MHT
- EEILEE(DoS)


xxeattack1.mp4

XMEREZE{Z IE

Disable DTD and External Entities

T EESEREDNIREREARNTA
AR REE A EZIETERE

I=] Cisourcecode\java\WebGoat-java\WebGoat-develop\WebGoat-deve

File Edit Tools Options Help

Filter Set: | Security Auditor View -~ [ ] My Issues

Group By: | Category m
Cross-Site Scripting: DOM - [0/ 17]
Cross-Site Scripting: Reflected - [0/ 1]
Dynamic Code Evaluation: Unsafe XStream Deserialization -
HTMLS5: Missing Content Security Policy - [0 / 2]
Key Management: Hardcoded Encryption Key - [0 / 4]
Mass Assignment: Request Parameters Bound into Persisted
Open Redirect - [0 / 8]
Password Management: Hardcoded Password - [0 / 9]
Password Management: Password in Configuration File - [0
Path Manipulation - [0 / 9]
Privacy Violation - [0 / 6]
SQL Injection - [0 / 24]



SSRF & &8 &5t AR

- TEZRREEInPIIRHRAEOS - MK

WebGoat-develop-0601-ssrf-modify - webgoat-lessons/ssrf/sr¢/main/java/org/owasp/webgoat/ssrf/SSRFTask2 java - Audit Workbench
File Edit Tools Options Help

filter Set: | Security Auditor View v [ My Issues [l Project Summary [ SSRFTask2java 2

Was o8 '#I'Tl—r@—d'—' 11 @AssignmentHints({"ssrf.hint3"})
e s ees =L 42 public class SSRFTask2 extends AssignmentEndpoint {
|High (95) || ¢
Group By: Category v 2l -

PostMapping("/SSRF/task2")
ResponseBody
public AttackResult completed(@RequestParam String url) {

ijgﬁ ﬁnﬁﬁ)ﬂﬁia
BN EE

BIRBYURLZ EETTIB
%TM@AMME£%$

Im o] AR ZR B XN BB PR

Mass Assignment: Insecure Binder Configuration - [0 /7] A
Null Dereference - [0 / 1]

Often Misused: Authentication - [0/ 2]

Password Management: Empty Password - [0/ 1]
Password Management: Hardcoded Password - [0 / 7]
Password Management: Password in Configuration File -
Path Manipulation - [0 / 13]

Path Manipulation: Zip Entry Overwrite - [0 / 1]
Portability Flaw: Locale Dependent Comparison - [0/ 10]
Privacy Violation - [0 / 2]

Privacy Violation: Autocomplete - [0 / 1]

Race Condition - [0/ 2]

Race Condition: Singleton Member Field - [0/ 1
Server-Side Request Forgery - [0/ 2]

return furBall(url);

}

protected AttackResult furBall(String url) {

return gelFalledResuIt(e.getMessageO);
} catch (I0Exception e) {
whn, the O D
tml = "<html <body >Alt hough the htt confi plo s:le is down, you still managed to solve"
this exercise the right way! </body> </html

}

(] ReselLinkAssignmeanorgo(Passwordjava'96 (Server-| return success(this)
feedback("ssrf.success")
.output(html)

Unreleased Resource: Database - [0/ 2] 66 -build();

Unreleased Resource: Files - [0 / 1] "

Unreleased Resource: Streams - [0 / 8]

}

private AttackResult getFailedResult(String errorMsg) {
return failed(this)

o) <SRFTask2;ava 6 - completed(0) Audit &2 Details Recommendations History Diagram Screenshots Filters Warnings
() SSRFTask2,java:47 - furBall(0) SRF 2ja 3 S ed ery)
2() SSRFTask2java:53 - URL(0 : this) Ser Side R

) SSRFTask2 java:53 - openStream(this) Validation and

%8l A &R = R

|
R E AR 2R i AERSZRE . 5 HYWEBEQEKK#FE “;'\
- LS EHEREINEANPE T HES



ssrf3.mp4

SSRFEIRRIZLIE —— o

g ' owasp ' webgoat ) ssrf SSRFTask2 webgoat ¥

8 READMEMD Comments.java ! SSRFTest1.java ¥ SSRFTest2java SSRFTask1.java SSRFTask2java (3 AssignmentEndpointjava | H = |
@ResponseBody . Group By: {:ategc:-r',.-' | ?.L —
) AttackResult [@RequestParanm t index) furBall(index) =
Key Management: Hardocoded Encryption ey - [0 /5 1] ~~
AttackResult furBall(int index) { Log Forging - [/ 10]
String[] allow_urls = { + rass . ignment: Insecure Binder Configuration - [0 /7 7]
f(index < 8 && index > 1){ MMull Dereference - [0 1]

failed( t ) .output( ) .build()

Often Mizsused: Authentication - [0 # 2]
swword Management: Empty Password - [0 2 1]

+

String html o
word hManagement: Hardocoded Passward - [0 5 7]

(InputStream in = URL(allow_urls[index]).openStream()) {
html = new String(in.readAl1Bytes(), StandardCharsets. Password Management: Password in Configuration File -
 PenTacaAlL( ) Path Mamipulation - [O # 132]
} (MalformedURLException e) Path Manipulation: Zip Entry Owerwrite - [O 0 1]
getFailedResult(e.getMessage()) Portability Flaw: Locale Dependent Comparisaon - [0/ 10]
} h (IOException e) { Privacy VWiolation - [0 7 2]
oy Wiolation: -l'-.utr"- omplete - [0/ 1]
LERTE + Race E_r:-ru::htl::-rl - [l._.l 21
}
success( this)
.feedback( )

- BREREONGER - ®ROGERERNGEFR - SThEEs

Ez’%h'L"E?%*;imﬁwww o R B AR TS == = B m AU Em AFEE
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» Z A EHNmE - BEAFFHTTPAIHTTPSEE K - ol KARS
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NULL Pointer Dereference

» 1R —BpointerfY{E ZnullfYIF
=S IET SRiE T = 1

[CanBeNull]
public static object Bar() |nt b
I :

) return null; If( a_ —— nuu ){

1
J

::-uhlic wvold TestBar() |nt b — a ?7 _1’ _11

Console.WriteLine(Bir().ToString());

1
i . . . . o
(methed) cbject ValueAnalysisHelpers.Test.Ban()

Possible "System.MullReferenceException’

https://learn.microsoft.com/en-US/dotnet/csharp/language-reference/proposals/csharp-9.0/nullable-reference-types-specification
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Postgres SQL Driverf&l &3

CVE-2022-21724

Issue

CVE-2022-21724 £

Severity
CVE CVSS 3:
CVE CVSS 2

Sonatype

Weakness

CVE CWE: 665 =

Source

MNational Vulnerability
Database

Categories

Data

CVE-2022-26520

Issue

CVE-2022-26520

Severity

CVE CVSS 3: 9.8

CVE CVSS 2.0: 7.5
Sonatype CVSS 3: 7.5

Weakness

Sonatype CWE: 20

Source

National Vulnerability
Database

Categories
Data

Operational

Description from CVE

pgjdbc is the offical PostgresSQL JDBC Driver. A security hole was found in the jdbc driver
for postgresql database while doing security research. The system using the postgresql
library will be attacked when attacker control the jdbe url or properties. pgjdbec
instantiates plugin instances based on class names provided via
TauthenticationPluginClassName ™, “sslhostnameverifi "socketFactory

- sslpasswordcallback ™ connection properties. However, the driver did not

ssifactory ", °
verify if the class implements the expected interface before instantiating the class. This

can lead to code execution loaded via arbitrary clz es. Users using plugins are advised
to upgrade. There are no known workarounds for this issue.

Explanation

The postg 1 package is vulnerable to Remote Code Execution (RCE). The instantiate()
method in the ob ractory class allows any class type to be instantiated and executed
without ensuring that the class implements the expected interface. This allows plugins

and some factory implementations that can be used in a JDBC connec N to instantiate

Java classes that could allow users to execute arbitrary code. This gives attackers with
the privileges to make a connection to a PostgresQL database using a |DBC driver to
instantiate a class that allows them to inject arbitrary code. This may also be used to
download arbitrary code from a remote resource, that is then'instantiated and
executed, leading to RCE.

Description from CVE

** DISPUTED ** In pgjdbc before 42.3.3, an attacker (who controls the jdbc URL or
properties) can call java.util.logging.FileHandler to write to arbitrary files through the
loggerFile and loggerLevel connection properties. An example situation is that an
attacker could create an executable JSP file under a Tomcat web root. NOTE: the
vendor's position is that there is no pgjdbc vulnerability; instead, it is a vulnerability for
any application to use the pgjdbc driver with untrusted connection properties.

Explanation

The postgresql package is vulnerable to Improper Input Validation. The
setupLoggerFromProperties() Method in the priver class sets lcggernevel and loggerFile
properties of the Java logger from parameters extracted from JDBC URLs. A remote
attacker who can provide a JDBC URL or its properties can exploit this vulnerability to
write to files in arbitrary locations on the affected server.

Note: The Sonatype security research team has determined that, while the project
disputes this vulnerability, risk exists for applications that accept JDBC URLs or their
properties from untrusted users. Ultimately, the project addressed this issue in version
42.3.3-rc1 by removing the functionality responsible for setting the aforementioned
logger properties from JDBC URLs.

zN

Risk Remediation

Recommended Versions

Upgrade to 42.3.3 Compare

Next version with no policy violation

Upgrade to 42.3.3 Compare

Next version with no policy violations for this

component and its dependencies

The current version doesn't cause Build failure for this component and
its dependencies

Version Explorer

Older This Version Newer

Popularity

Breaking Changes <
Policy Threat
Details

Security
License

Quality I EN BN EEEEE NN EN EEREEEN

Other
42223

Compare Versions

CURRENT
Version 42.2.23

Highest Policy Threat
within 2 policies

Security Violation Threat o
Highest CVSS Score 9.8
License Violation Threat None

Effective License BSD-2-Clause

SELECTED

4233

None

None

None

None

BSD-2-Clause
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OWASP Top 10 2017

2017FOWASPHItZ 2 EETop 10

FEAKE (Injection)

MU s8se (Broken Authentication)

BURERIINE ( Sensitive Data Exposure )

XMLAMERZ 223 ( XML External Entity » XXE) ﬁ:}

A MFEUEE (Broken Access Control )

ALZ2WEMEERE ( Security Misconfiguration )

EBUSI%E ( Cross-Site Scripting » XSS) .

A =2HIRFIMERERE (Insecure Deserialization )
FEREAmENTHE (Using Components with Known Vulnerabilities )
soErEEIEA B AR ( Insufficient Logging & Monitoring )

T} AE L : OWASP + iThome®58 » 20174611 H



https://www.ithome.com.tw/news/118411

OWASP TOP 10 2021

1)#EPRIEFHIKRL(Broken Access Control)
2) N2 ¥l 2 24 (Cryptographic Failures)
3),E£ ATV EE (Injection)

N ARZ ZE5 5T (Insecure Design)

5)Z & 5% & M #8 5% (Security Misconfiguration)

6) /& f sl @ IF A9 7o 4 (Vulnerable and Outdated Components)
77058 & Bare il < 2 (Identification and Authentication Failure)
8)EN (A & E Rl SeE M L %Y (Software and Data Integrity Failure)

=t

0)E L5085k X Br 1725 24 (Security Logging and Monitoring Failure)
10)1al AR &3 Im 75 >K 1B & (Server-Side Request Forgery(SSRF))
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