CELLOPOINT

eeeeeeeeeeeeeee

35 S (RELRANS 7
1284138 T 3= BB 4 bea PH

Ken Yu il X / BR&EE



 ETHUNEEBER

BT HHEERRERAS S

~ Cellopoint ##R75 2%

Saielelb



,\__nm

__*

Secure Your Email



IC3 HASILIERR S

- £ FBI &ILSEIREFT D (1C3, Internet Crime Complaint Center )
https://www.ic3.gov/AnnualReport/Reports

« MIEANBRMH IC3 BFR " HIBILEMS (Internet Crime Report ) .
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https://www.ic3.gov/AnnualReport/Reports

MIRILFENREAEER ( BiFEE )

BY COMPLAINT COUNT

a s p— L
Crime Type Complaints Crime Type Complaints = —_— Ez
. E%ﬁﬁ/\]&m [ HEINE . 1B
Phishing/Spoofing 193,407 Harassment/Stalking 11,672 E E:Eﬁ
N\ S
i S (1A ERIE R ol R R

Extortion 86,415 Real Estate 9,359
L °

Personal Data Breach 64,882 Advanced Fee 7,097 “‘I:l

o -~ —_ N
:3: :ZT:::"U 49,572  Crimes Against Children 2,472 o Ej] == =/E %ﬁ . /{ iﬁj'- 1E =1 13

= — —r. SRAFM . 70\ HIY) -\Z: NE T/
Investment 47,919 ottery/Sweepstakes 3,690 —— A
Inheritance X El
Rl 1T

Tech Support 36,002 Data Breach 3,204

. i =57\ -
Business Email —== \‘,
Compromise 21,442 Ransomware 3,156 ﬂE A 7|_,|, 9|\ /§ 1@ z *
Identity Theft 21,403  Overpayment 2,705 /( Hy gl\ %

3 /

IPR*/Copyright and

Employment 20,044 Counterfeit 1,583
Confidence/Romance 17,910 Threats of Violence 1,360
Government

. 17,367 SIM Swap 982
Impersonation
Credit Card/Check Fraud 12,876 Botnet 587
Other 12,318 Malware 441

Descriptor+

Cryptocurrency 149,686
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ARICSERIREABIEXR (EEEKX )

BY COMPLAINT LOSS
SEGFim  BRIREREGS
A AL
I_I
}FX % XIX B ﬂ—x
Investment $6,570,639,864 Extortion $143,185,736 = :/—,
= % j: A /\ = °
: : : Lottery/Sweepstakes/ (== 2 == E\ N

Business Email Compromise $2,770,151,146 . $102,212,250
Inheritance
NLLZ i‘ . :| |=| — f=
S S A S INS=
P BN /|
Personal Data Breach $1,453,296,303 Phishing/Spoofing $70,013,036 %ﬁ H y *7\% /!—Q :"R _|1:
m y / ‘—I—

Non-Payment/Non-Delivery $785,436,888 SIM Swap $25,983,946
i ELEER « 2 ?EEHEE'ZT“
Fe A IS‘ZTE A F % = =
Government Impersonation $405,624,084 Ransomware * $12,473,156 = V\E
E B <& 5= Ol 155

Data Breach $364,855,818 Harassment/Stalking $10,611,223
— N -_ \ N
A AERINE 1@‘“%3?%
/ /
IPR/Copyright and AN
Employment $264223271 < HE $8,715,512 Hy N ;% ;’Z'I—_ﬁ N E}i E f% Ej‘ //\ o
2] \
Credit Card/Check Fraud $199,889,841 Threats of Violence $1,842,186
ZEVEE T EE - & 22 o8
Identity Theft $174,354,745 Malware $1,365,945 /% A EE %E e ZIN “\
(o E;I ——
Real Estate $173,586,820 Crimes Against Children $519,424 7]” /k;\ ’ e E'In ﬁ é
[ | \ ‘E\ M/ Hb q: W=
iima s

Cryptocurrency $9,322,335,911

Crime Type Crime Type

ﬁﬂi

Tech Support $1,464,755,976 Advanced Fee $102,074,512

Confidence/Romance $672,009,052 Overpayment $21,452,521

Other $280,278,325 Botnet $8,860,202
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From Starbucks <coffee@starbucks.com.tw>
Subject  H—it— EEAppIF AT EH

To user@corp.com

EBRTEApp MBFF RS Z=H

peTrpazsnEngs o [
ASAMEMALRR - Hob—H e
2E%B% - FiApp

NEEERTEHAPP

Email

<

0912-345-678

SR £410:00

[FREE12]
##QR Code
AR
http://goo.gl
/xZQhC3

( o mmmm

Apph
' ﬂj’i
2%iPhone - &5
FEEE-
TEENEAS
http://goo.gl/QnoC

Jl

Social Media

° mmm
<3 /]\BR

—

ETE

https://lih1.
cc/Mank

Messaging
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FHEEMAERTE (1)

Advance fee schemes SRS FIRERR

Apartment deposit scams HEREFR

Bitcoin scams EE45HE 3 AR

Bulk-mailing opportunities RRE G RER

Business Email Compromise BB E4EFRR ( BECFFRR )
CEO wire fraud {FlRE CEOEEEF R

Charity fraud RE B R

COVID-19 scams #h s 72 15 TH R R R

Credit card fraud =5 H~EFER

Email chain letters B EHSER
Facebook impersonation scam (hijacked profile scam) (REREIRIKFEER ( BAIRSEFESR )
Fake antivirus software (EE T8 BT

Fake ransomware traps Pz & Z= B B2 Pea P

Fake shopping websites {FREE ) 405 5 bR

Fictitious charities FRZESHIEFR

el



FEHEEWERTE (2)

Fraud involving online auctions and classified ads

Funeral and cemetery fraud
GoFundMe scams

Greeting card scams

Health and life insurance fraud
|dentity theft

IRS scams

Job offer scams

Letter of credit fraud

Loyalty points phishing scam
Nigerian Letter or “419" Fraud
Online dating scams
Overpayment online scam
PayPal and money transfer fraud
Phishing and smishing

AR HER D AR SRR

58 25 B B 1T 2R B
GoFundMe & EER
BREFER
FEEASREER
BniEH

REERFEER ( =EBRIEFR )
Bk s/ L1 = 2 F bR

15 FREERR
REEREEREGEER

SR FEIFERR (4197E8R )

A B8 22 R R iR

T EA T TREF AR

PayPal EAEE FXEFER

A8 % 9 2 B S 5 29 SR R B
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FEHEEMIERTE (3)

44

Ponzi schemes, pyramid schemes, and multilevel marketing EEXERE - £FHEFREZEREH

Prime bank note fraud

Reverse mortgage scams

Romance scams

Schemes that involve reducing credit card interest or debt
Tech support online scams

Telephone solicitation fraud

Travel and vacation fraud

Unexpected winnings scam

Web service and credit card cramming
Work-from-home schemes

lllegal sports betting

JEARERTT IR RERR

e R

Z15FFR
RiEREER AR EFHERIRER
{FR¥x T SZ IR EE B

=B A THEIH A F A

ks 2 = RR 5 E Al

RN PAEEERR

A s AR 75 B (5 Rl R B U E FE R
EX LIFEFHR

SEAREBREE

Investment schemes such as pump-and-dump and scalping 2ZFE8R ( MNHIAEE - FBHRIWE )
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) Malicious URL : BiBEREEEMIRZEHE - TREBEER
\

Malware : HITTREENENERZHRINZE - EiERER

Social Engineering : B1Ifd% - MITRETS

) Insider : JREAEMEEZERAE - KRR - BRATER

[

Spoofing : IR EEEFREEA - IMER - BREVE R L £ i
/

Mixed : FS A LR EWERIRE - FiFMHAIINE
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Phishing Ransomware Fraud
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HRMAFERER
HRBMEIIELR - RE R AN:

II\
9

Imitate

R EMAVRIR

Attention

Your account password expires today 5/13/2020 5:00:25 p.m.

Please kindly use the button below to continue with the same password

Keep same password

NOTE: This important message sent to you based on the terms of service agreement you
accepted, carried out in purpose to provide a more secured platform for your domain service, do not
ignore notification to avoid system timeout or service collision administrator robot may be force to
sign out your service.

© 2020 webmail security

Motivate
i ki

Action
ShE2IE AL « FHRIMIE - BT
TR EZ(RMAVENE
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What is BEC ?

BEC 2 Business Email Compromise BY4E %

BFEEFEHEFER | =25 AR FETERERAE I EF R

ZiEsER - BEREEE(CxO) - XY CEO Fraud

VEC : (AB#tFEE(Vender) - XY Supply Chain Fraud
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BEC IXEF|th

L H17 758 48

g g
= ||||
1. Build Target List 2. Launch Attack 3. Apply Social Engineering 4.Reap Rewards
FEAVASE B iHE B 1R MARKRTIREFZANRENR RENEYEER

B SR B AT
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& & Spoofing LAl

From Mary <mary@a.com> Reply-to mary-a@gmail.com

0 Reply_to 52% To jennifer_lee@cellopoint.com

Subject 2019408 H FEWIHRF BRI

From £ E<sales@cellopoint.com> Reply-to sales@xyz.com

g Dlsplay Name 36% To sales@cellopoint.com

Subject FEERNEE = FEEHIRERE

From David CEO <david_wang@cellopoint.com> Reply-to xyz@gmail.com

9 C EO/C FO F ra u d 9% To jennifer_lee@cellopoint.com

Subject 3477 HIFRERRER

From &E5ER <license@micrOsoft.com> Reply-to license@micrOsoft.com

9 COUSln Domaln 1,9% To jennifer_lee@cellopoint.com

Subject & BRI IIE EHA B A

From PEZEISRE{T <notify@hsbc.com.hk> Reply-to notiy@xyz.com

6 Sender ACCOU nt 0.9% To sales@cellopoint.com

Subject [ E SR 17 PR =X A 1

From FREEELERY <invoice@a.com> Reply-to invoice@a.com

@ SU pply Chalﬂ 0,2% To jennifer_lee@cellopoint.com

Subject  [EATHSL BRI ER IS BA 1L 852K
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(published email)
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12%

12% MRS % = 2
HIRI B

CEO /CFO / CTO
Director

Manager

Staff
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HPREEE O ~ Email SEEEE,

IT Security Spending

Network
55%

Attack Vector

8%

92%

of all breaches are

attacks targeting people,

96% via email.
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File Edit View

Go Message Tools Help

BB IR 1T

ERETI] S

@Get Messages v 4 Write CJ Chat @ Address Book

From JKEERTT <service.maiI@emaiIer.megabank,com.tw>ﬁ’

To JEWEHFT <service.mail@emailer.megabank.com.tw> ¥¥

2Bk 4 ahd B EIRSS FimAIPayment Result Advice
fTE1 %5 Payment Result:

Tag v

) S8 ER- EILER1T: Global e-banking Payment Result Advice : 000005686 - Mozilla Thunderbird

Subject #hEsbERR- EIl3H{T: Global e-banking Payment Result Advice : 000005686

© Reply 9 Reply All|v = Forward = More v

B AU A EFRTERK -
5 AU 15 A B RRBf 44
HITHREREL

L eFERIType  (NRE RS- THEUS NG

iR

% S EgESerial
No.

000005686

= s REResult

0900 it E5epk - f(T R4 oIS 17 Hdah vl AR

[f# \Payer  [ox*xkxxk CO., LTD.

HEHH Date:

02/03/2021

7:20am

| Greenville, SC 29607, [J.S.A.

I Z LT BT EREE - Please refer to the attachment for payment details. I

FrICiEAL -

THIEIE
0800-016

)

PSR S S )

DIRVGETIS

HFHTEE  FRL S

Bridge the Gap, Reach the World

168

> @ 1 attachment: Payment Advice PDF.pps 74.0 KB

ATEIEAIE A2 - This advice is for your reference only.

#EL Mega International Commercial Bank

mSave|V
CELLOPOINT
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To hashedout@thesslstore.com

American Express <administraciones@pentagon-seguridad.cl>

@ This message was sent with High importance.
If there are problems with how this message is displayed, click here to view it in a web browser,

your account ownership.

There's issue with your American Express account

€ Reply %) Reply All -

B HQ#FAF' I RIRP

=F=

AMERICAN %”E

Review Your Information. EXPRESS

Due to recent activities on your account, we placed a temporary suspension untill you verify your account.

You need to review your information with us now on 11/8/2019 10:28:38 AM.

To continue using our American Express Online service, we advise you to update the information about

Click here to review your account now

Sincerely,

For the security of your account, we advise not to notify your account password to anyone. If you have
problems updating your account, please visit American Express Support.

American Express Company. All rights reserved

» SIEBULF A RS
5 BRENIRSRZ2ES -
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0365 YR EHF

From Office 365 Administrator <admin@365microsOft.com>

Subject  Your password will expire in 3 days.
To  jennifer_lee@cellopoint.com

BAUEF A 0365 &5
BRI - 5IFBUH A

r|. s-— -+
Dear Customer, ,,“|5 ~ ,£“|:|

Your Office 365 e-mail Password will expire in 3 44
You can change your password through t e 365 web portal:
I https://login.microsoftonline.com/I
If you need instructions on how to access the portal, please contact the
administrator.

Thank you,
Office 365 Administrator

CELLOPOINT
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0365 IR EHF
ESSHEAE - HE

— Ods o
=> U https://office365.godaggysrv.com/ ﬁ% 5& II]'E .'jbﬁll ‘l—lz_l\ E%

BS Microsoft

Enter password

Ppassword

Keep me signed in

Forgot my password

©2019 Microsoft ~ Terms of use  Privacy & cookies
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Google A ERHF

EFTEIGooglelE EFZE WiEE  x F
Google <no-reply@accounts.google.com: 2016/11/5 N |~

Google O

ERUE A Google IR
& E(RHIGoogleliE 5 25 E?I%E,%E‘,E,H‘ﬂﬂeﬁg.

1"[‘;&
B Y GooglelE FHEIA 1 H A B . K
SIS » R T I BEE | hitos /im

Google #&F/MHES E

1555 Google RFZREADPL -

¥

27 Google IRFRSEZARE - ER AN EgRasITISRELCENY -
® 2018 Google Inc, 1800 Amphitheatre Parkway, Mountain View, CA 24043, USA
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C & 22| https://login-google.ttacyre.com/%4gws_dr%3Dssl

Google

ENIEEEEFER Gmail

=

BUIRR

4?'.1

BEEFXROEEN
Google FFiR4EE - =

RE—(EIRF , FTE Google IRFF#31TERE.

HE—{F Google 155 , ENAI{ER Google SIHEERE
GCGMARDGLG # H» E

B sy

B =B

Google =2Fft BFAE
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BEC &k =

{EER 25 A T)OrionTEBECER /S 18K T 60008 =T

FIRE 42659

@

FEER
AXAMEXE » XERIEERIBI -5 XEHR -

infosecurit

EXEMSE  ARABTRERBBRENSHE - BT

{ERRIEAF)OrioniBFE » EHE—RBFRBFEHMRRE (BEC) REF

ERRGEEEFTHEAT (SEC) MXMHH » BREPAUNERE
RIB=750RP -

Orion &7 : 12024 48 B10 H » Orion SABE—RIERBHITEN
B B AR AN 58 = 51X HIRIE B 31T LIS BEE -

E8R 12 MR A IR A MBECIEHE —DMHED -
Orion&kT » EEERPERPIGHE - BBAASEFRENES 8

BRAERRAFEEMFIED - hRARBRPRBERS THAS

BEC ERBERSHNHREBENZ—
BEC RBRISFMENRAHTNAGESNAT - BRRERBRY

E=EEFPAER (FBI) 8 (2023 FE4HEIEFRE) 3IR » BEC B
ABEZKREBIFHENERICTE -

{RBR/AT) Coalition 7£2024 4 FiEHE » BEC A RWWBIER (FTF)

AREBERMNERIER TELERE » EFFREEEABEERINE

% | 2024-07-09 &

it
HERERREREREBBECTER, RESRMXEFEIHRES
TR, FrERERGEIERIAGRIRF

EMAEEERERASMBBECHREY - AREETAEBRBNIATRUSTBHENES - BRRR
JRSZHBLL © https:/www.infosecurity-magazine.com/news/manufacturing| ABRMH100SHET ( 3,00058 ) REEZ S —KRIES

CIT3 &3

FRBECH¥XEFBHFER - BEERRVEEXBRESENER
B BERABREAGHHEN  IUEHIUENELRES - X
RRSHEEHEIBE QREZAEERTECHATEESESEE
3 CELLO?OINT ZE. E = & LAl (T [T’ B
Defender BECRFRRSR -
+
ERth @ HBECAESR - BRAZLEERIRGH - #EEATER

\BH Microsoft 365 xcha
aa AHBEBRNBY - T8 - REMEFIRMHEE LHRATREE

AMBHHBREUEA - ERBECFRBHTLEESRRBRNME -

SEARFBIEEREFEEREEPLRBARARBTATNREERR - #
Mt AR R EHEAT - £6828 B 1NEBE R A RARBREHHEAN
2 RAEEERBNELERUGIEENEN - RIBASHBRHE - BIM2R
EEBYUMBHARMBECHFER

Toiwon

Cloud Summit
2025 HEERAT

Cloud x Al x Security
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*ua W
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TR I BMBEHER - s - EmailEFHHESER
TRBENDERNEZEE  SRERMEBENEEINA
BERNEEL - REBERBARER ORI - Z
LEZBBAEE - RTILIENEESMESFHDMARC ( Domain-

SN BTER

based Message Authentication, Reporting &

Lonf )\ = Vet iz A o0 £1 B4 oL o 22

TIRERRBEERTER, ERIBAR

MRERREESE

BRI A ERAR -

EBECEFER,

BEERREEENorfundE AT B HEBRINESH -
EMRIEHEEREMES

L HF A E)EBECE EEMYTEERICER,
185%40(EHE

EEREFERMIAMGNERSE - EASRGFERIHERERSLE =7 - BRAI0RTHE

Z/MAThom

~E[E ( Photo by The Los Angeles County District Attorney's Office on https://vimeo.com/222209148 )

HRABEABREBRE NTEEAEBREAFIREENTFASIEHEES # ( Toyota Boshoku )

FEBEDREMEIHAFEERIE ( Business Email Comprise - BEC ) - % #§i40ME
HE (AW&5&8#11.7187T)
EHAH EER (986H ) 8 EEY AN FASIESR4BHEREE =k

MEER - BRATIMBIEL - ERAEENRERBRR/IERTR - LRI EBAR

L
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ERERNUEEZAERER
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mmAiThometisE  ([TEEED EESD

& NorfundiBZGE BRI £ E 7 IH-FEE
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BEC iR ~

a

ZFA

mary@A.com

Internet

i

A i 5= E]

W ER e THEE
@cellopoint.com

#ITR(CEO)
* David Wang

o ‘ RAF5 4518 ‘

ABE&KIR * “Wennifer Lee

Mark Chen . EBEE
2 @5

Jessica Lin

CELLOPOINT

e Your Email



BiR1: REWEEL - FFRRAERE]_

@cellopoint.com

#MITR(CEO)
# David Wang
Internet_ — = —=
rnet.. ~» | |
-7 e [ )
€3 PAF5 38 EBER
7 s “MarkChen () enr’ifer Lee And’;/’\/—Vu
/
P «f ﬂ NN o B B | i B B |
DA - cee soe see
FEEREEE] - - Jessica Lin
Jessica_Lin@cellOpoint.com m Jessica_Lin@cellopoint.com

CELLOPOINT

ecure Your Email



BiR 1 : IREERHF

Display name
From address
Reply-to

To

Subject

Jessica Lin

Jessica_Lin@cellopOint.com

Jessica_Lin@cellopOint.com

Mark_chen@cellopoint.com

FEEElJessica Lin FHFEEIRIEPE X

Dear Mark -

Jessica Lin
150

HRVIRTTIRFPEMBEE -
s BB B AR B EEALRSE
TV E b

SWIFT:XXYYZZ
Bank account: 201900310-9876543210

BEHEMRNDABRAET

CELLOPOINT

e Your Email



BIR2: BEERTIAE - FFIRAER

Lt

7 BA/EEA \

mary@A.com \
\
I
| Intern%t
_= /
am /
\ /
P L=
FEEREE

Andy_Wu@cellOpoint.com

@cellopoint.com

#MITER(CEO)
# David Wang
o ABEERE Fﬂ RF5 s (B ER

“ Mark Chen () Jennifer Lee“ Andy Wu
aNN NN a NN
e oo e

BT

Jessica Lin

CELLOPOINT
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BiR 2 : IREERHF

Display name |Andy

From address |Andy_Wu@cellopoint.com

Reply-to Andy_Wu@cellopOint.com

To mary@a.com

Subject Cellopoint 2021501 A _FEUXIR B EN
Dear Mary -

BT ETREE : 20210111-001 - A& %84200,000U% -
BIKBEAER2021E03RH0THAIEER -
ARAASEEEEERITHIZIBINESIRD - BIFILEEFESR
SWIFT code: xxxxxx

FE+# . Cellopoint-Hong-Kong-HSBC

MREE & XXXXXXXXXXXXXX

Andy Wu
FHBER
BEMEHNRNBRAE

CELLOPOINT

e Your Email
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== oG 1A H SR -
+1+ —— (0] 1] https://www.knowbe4.com/what-is-social-engineering
ﬁ x PA ) https://www.knowbe4.com/hubfs/22RedFlags.pdf?hsLang=en
] | ] ]
Social Eng S
& rrom & o

= | don't recognize the sender’s email address as = Did | receive an email that | normally would
someone | ordinarily communicate with. get during regular business hours, but it

+ This email is from someone outside my organization b To was sent at an unusual time like 3 2.m.?
and it's not related to my job responsibilities.
i

= This email was sent from someone inside the Subject: My money got stolen 4

organization or from a customer, vendor, or partner
andis very unusual or out of character. Hi, I'm an vacaticn in London anc mry maney and passpart were SUBJEET

stalen out af my bag. Could you wire me 3300 via Bank of America?

: YourCECkEyourorganization.com
: You@yourerganization.com
Date: Maonday December 12, 2016 3:00 pm

= |5 the sender's email address from a suspicious They gave me & special link so this goes right into my account and
domain (like micorsoft-support.com)? I can buy a ticket home: 4 = Did | get an email with a subject line that is
. irrelevant or does not match the messa
= | don't know the sender personally and they A SellFal: bl GO COntent? ge
were not vouched for by someone | trust. Thanks so much) Iy helps me aut!

= |s the email message a reply to something
I never sent or requested?

| @5 ATTACHMENTS

@' m = The sender included an email attachment that 1 was not expecting or that

= | don't have a business relationship nor any past Your CEOQ
communications with the sender.

+ This is an unexpected or unusual email with an

embedded hyperlink or an attachment from
someone | haven't communicated with recently.

makes no sense in relation to the email message. (This sender doesn’t

= | 'was cc'd on an email sent to one or more people, but | don’t ordinarily send me this type of altachment.)
personally know the other people it was sent to. = | see an attachment with a possibly dangerous file type. The only file type
that is always safe to click on is a .txt file.

= | received an email that was also sent to an unusual mix of people.
For instance, it might be sent to a random group of people at my

organization whose last names start with the same letter, or a whole
list of unrelated addresses. ﬁ' EONTENT
@ HYPEHLINKS . I:olhe send:;:lzb:i{lﬂg ;ﬁl tﬁ;m:; ::i;ﬂ:‘aolr uoe;??en an attachment to aveid a negative

+ | hover my mouse over a hyperlink thal’s displayed in the email message, but * Is ihe email out of the ordinary, or does il have bad grammar or spelling errors?
the: link-to address is for a different website. (This is a big red flag.) = |s the sender asking me to click a link or open up an attachment that seems odd or illogical?
= | received an email that only has long hyperlinks with no further Information, = Dol have an uncomfortable gut feeling about the sender’s request to open an attachment
and the rest of the emnail is completely blank. or click a link?
= | received an email with a hyperlink that is a misspelling of a known web site. For = |s the email asking me to look at a compromising or embarrassing picture of myself or
instance, www.bankofarnerica.com — the “m” is really two characters — “r” and "n.” someone | know? CE LLO POI NT

@ Secure Your Email


https://www.knowbe4.com/what-is-social-engineering
https://www.knowbe4.com/hubfs/22RedFlags.pdf?hsLang=en

aillk

m

S1E Email &

IP: 62.151.1.1 |

] MAIL From: CEO-Keamex@hmaiI.com Envelope 1‘%‘::51
RCPT To: salesteam@cellopoint.com |

From| Keamey | [ Sotes veam |T0 vjLHeadel‘*?-T'%EE

Subject | TechExpo 2015 Promotional Materials Proof

T Dierean- A }Attachment B 2

Hello Team,
| hope you are getting as excited as 1 am about TechExpo 2015!

| have received a proof of the promotional material we will be using in our print and digital
advertising campaign for the event. Please take a moment to review it to ensure that it meets
Contoso quality standards and that your individual areas of responsibility have been reproduced
as intended.

Going forward, we will be using this material as the branding and stylistic template of the — Body ZKI
remaining advertising materials we will generate over the coming months leading up to the

event.

Regards,

Bonnie Kearney
Sr. VP Sales & Marketing

CELLOPOINT
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SMTP 323%

Sender (Client)

SMTP Transaction <

ll

\

Transmit Message

After TCP Port 25 connection established

220 Service Ready

ximiz (RFC 5321)

HELO/EHLO mail.example.com

250 OK

v

A

MAIL FROM:<mary@a.com>

250 OK

v

A

RCPT TO:<john@b.com>

250 OK

v

A

DATA

354 OK

v

A

From: Stock Alert <info@stock.com>
To: CEO <ceo@cellopoint.com>
Date: Jan 1 2020

Subject: Stock Alert is on

Company: Cellopoint
Price: $60

Recent News: scored a big deal yesterday.

<

250 Message Received

QUIT

v

Receiver (Server)

Envelope
) p

Header

3 BOdy

CELLOPOINT
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Mail Client &7 &84

=A SMTP Client Im8Y IP FIUZHE A ( rcpt to: ) Eol{SHY

2020/01/01 (8= 00-00
Ll Ul R ) U

Stock Alert <info@stock.com>
Stock Alert is on

1
b
il
i
i

Company: Cellopoint Header

Price: S60
Recent News: scored a big deal yesterday

Body

cEhselpe Ly



AR E =Kl

SPF (Sender Policy Framework)

- BBEHE IP 2EWAERE - RE SMTP 89 MAIL FROM ( envelope ) &&:& -
« It ERATHERENREE -

DKIM (DomainKeys Identified Mail)

« ERABBENRS - BEASTARKNEN -
« WHImEE DNS 2HERRERE - EBERIRAE IE87TE -

DMARC (Domain-based Message Authentication, Reporting & Conformance)

« 35 SPF 81 DKIM &R - mEFHA—2H -
- SRR RMIFWEIEREE (none ~ quarantine -~ reject ) - IRHIMSHT - HEBETBRETH

cEhselpe Ly



IS B IE : SPF

B 28] Mail Gateway EYFB SPF &
ERsE BT A.com #IEAYER (4

=B HEAHREEERIER P 383X

o 9 Inbound email
E Mail Gateway
4 internet ,
Sender g
A.com
1.1.1.1
SPF Lookup
|onup result
v
i’ A.com
- 1111
DNS

< @

el



BB IE . DKIM

DKIM #8 "F#in . REEAE

9 %UF@T@% nﬂu&j

Header ffu&EsE | A
MEEM 4

WERIR j O s o

Header ##81{iz AR Ly

! My NsE & 2= H4
HEEREB P STI .
& Header @i 'MA

H#EEE Cellopoint a Cellopoint & 2584
#1717 DKIM

KIM %5 DKIM 58 Z 42X

£EER : https://dkimcore.org/specification.html

CELLOPOINT

ecure Your Email


https://dkimcore.org/specification.html

FHBE INEE . DKIM

DKIM #5 " lifFin , REERE

BUHNXE @) HBHENUR
Header &1l Header I ZE%

] HEE;
.
FARED ST o LSS | e mEREER
o Header 1L o | BER-BEEL | @)
% DKIM %= s == | 7B DKIM BB

= w I
(6 Fedulolia N T
HQK:ﬁ: Sl A=

ERBREEE /I
[RIGTREE /

4 /
/
=W ‘

T - _
> o -y BT EHRRNRZENET DNS &F
. //\’% N — E’_ﬁ\. - . )
e R R 5 >.. M EHH s=dk B d=domain.com

&3 dk._domainkey.domain.com B TXT

DKIM 258 > H 90‘@ s
................. |

\

=
j\
o
F
HE
B>
i

i

= E¢4315 DNS ERSR
--..____./
CELLOPOINT
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Rhi

EWE : WFInteE DKIM A

Return-Path: <prvs=1989897722=kai.liao@cel lopoint. com>
Received: from mailgw.cellopoint.com (mailgw.cellopoint.com. [

by mx.zoogle.com with ESMIPS id u70si12461161pgu.119.20

for <cellopoint.kai@smail. com>

(version=TLS1 2 cipher=ECDHE-RSA-AES128-GM-SHA256 bits=128/128);

Tue, 02 Apr 2019 23:45:17 -0700 (PDT)
Received-SPF: pass (google.com: domain of prvs=1989897722=kai.liao@cellopoint.com designates 202.153.184.150 as
permitted sender) client-ip=202.153.184.150;
Authentication-Results: mx.google.com;

dkim=pass (test mode) header.i=8cellopoint.com header.s=dk2048 header.b=AXVb3F0v;

spf=pass (google.com: domain of prvs=1989897722=kai.liao@cellopoint.com designates 202.153.184.150 as
permitted sender) smtp.mailfrom="prvs=1989897722=kai.liao@cellopoint.com”;

dmarc=pass (p=NOME sp=NOME dis=NOME) header.from=cellopoint.com
X-TUID: 3521c70c47e34827af91d04ef4bBacT4-20190403
[DEIM-Signature:| v=1; a=rsa-sha256; g=dns|/txt; c=relaxed/relaxed; |d=cellopoint.com;]|s=dk2048;|h=Content-Type:MIME-
Version:Subject:Message-ID:To:From:Date: bh=FX8TmIDpeNT3iMITOWSivE] j zBAVEELzW2uhfCx1G8k=;
b=AXVb3FOvPzz{ rYFplz Iwc5aR0t kD r4+oWb0U4cSIrv/ leYeIlk/ BcaPIWh cNdal VaRhN3 TmOHohBE(] 0w 4EUzcAObSML v1k
fatcBQLT{TAKRISWIsZ701 1 TU++]1 zdzL sHoWHEx 9H t m2GTU3uQ3ulF Dme / s 5IWz6 1 fv9NgwSoS1BudTz3RPeTReRe
fLS4voBaAv1 YEIENOhsMez i txnme T/ voZFZv {R22ckGoy0BE
{FzBB3wi 8 fnbaHBSAPENha tmy 5z I 2Ms zv(Nz aHrQF IQdofGVa t VbUUS 7mD 1 VEEXNS+yDF TCPAXL t HPF Tx /oA td j 6X5zY 3+ul B2Zpo zo0Cw—;
X-UUID: 3521cT0cd7e34827at91d0d4et4bBacTd-20190403
Received: from mail.cellopoint.com [(192.168.200.17)] by mailgw.cellopoint.com (envelope-from
<prvs=1989897722=kai.liaofcel lopoint.com>} (Cellopoint E-mail Firewall v4.1.8 Build 0321) with ESMIP id 1680144426,
Wed, 03 Apr 2019 14:45:14 +0800
Date: Wed, 3 Apr 2019 14:45:14 #0800 (CST)
From: Kai <kai.liao@®cellopoint.com>
To: Liao Kail < >

2 1
1

I\_IE-'CI

4.1507)
3 17

02.153.
9.04.02
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FHREIE : WHFIntEE DKIM A=

C:\Users\Ken>nslookup —gq=txt dk20uU8._domainkey.cellopoint.com 8.8.8.8
@ g2 : dns.google
Address: 8.8.8.8

=R
dk20us. domalnkey cellopoint.com text =

"y=DKIM1; k=rsa; t=y; p=MIIBIjANBgkqhkiGOw@BAQEFAAOCAQBAMIIBCgKCAQEAtFUYBMbKNAOYy6K2GKppqkhENCZJtP7rZdDgbBltgIHm
KIDSJSqQglWFZNdFWN7xGsh9voVYEII0bCnfIZAX2zJXeculTOpVg306ERhRFINNataWkDQtoldtLRvPEFmj6ItgkIQf0eGpOAzT7sztdrE6YRWUXysUEUQUFyY
SkaHHivibDU1gKSWBNO1+"

"YCHSFuZW8hQcaVUB5fcD0aT61lmH/LCjVImQNvnTcyqTDmO1P51AZXVRBqjEIUBPAAB jHB56FzA9gPsZ3ygPJgQM7TUI2tWu0Qs5vgNer/PBFOsv
dSBUTEEEB2KzuFKgeW/gATXIhTpkHh68xS0UCeis3djI9QIDAQAB"

C:\Users\Hen>

CELLOPOINT

@ Secure Your Email



FHIB B ILEE : DMARC

a.com

o<

e
[ V]

Sender
- .z @ Inbound email
i. N e
X b.com
e‘ Mail Gateway
v v v
Extract DKIM-signature Extract "from" address Extract return-path
from email header email domain address domain email
d=b.com \ / a.com \ / c.com
Do domains Do domains
match? match?
Y N N Y
Did DKIM Did SPF
Pass? Pass?
Y N N Y
v v v \ A v
Aligned Not aligned with DKIM  Not aligned with SPF Aligned
with DKIM See SPF DMARC See DKIM DMARC with SPF

result result

CELLOPOINT
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4R 75 B & B2 IR PN 1B

222

Kai

tome -
Xp French~ > English * Translate message

22

Kai Liao | Tech Dept.
Cellopoint International Corporation | www.cellopoint.
Tel: +686-2-89692558 Ext. 510

Cell: +886-2-920151207
Add: 25F., No.7, Sec. 2, Xianmin Blvd., Bangiao Dist.
. Reply ®» Forward

=&
E 71N
B 2
Wed, Apr3, Z45PM St =
. Reply
®» Forward

Filter messages like this
Print

Delete this message
Block "Kai"

Report spam

Report phishing

Show original I
Downloadwessage

EAdewle e vaemee e -l

ELLOPOINT
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HFRIF B A ESZ IR IR B 1R:

Original Message

:‘E'}ESSE‘QE <381585178.1383240.1554273914217 JavaMail zimbra@cellopoint. com=

Created Wed, Apr 3, 2019 at 2:45 PM (Delivered after 4 seconds)

From: Kai_ <kai liao@cellopoint.com= Using Zimbra 8 8. 11_GA_3780 (ZimbraWebClient - GC73
(Win)/8.8.11_GA_3780)

To: Liao Kai =cellopoint kai@gmail com=

Subject: 222

SPF: PASS with IP 202.153.184.150 Learn more

DKIM: 'PASS' with domain cellopoint.com Learn more

DMARC: 'PASS' Learn more

CELLOPOINT

@ Secure Your Email



H|Er Authentication-Results

Authentication-Results 1258 2 HIEZWER &G ARZS MDA °
Inﬂiﬂ*{fFE’J%mE,n% #UI@H.:%"'#FEELLW SPF DKIM
DMARC EFEg:5tdl - SERFIRESESEE

Authentication-Results: B#FE & F 218,
spf=#&R smtp.mailfrom=&F 4 AE#;
dkim=%#R headerd=3E43i3;
dmarc=%&%R (policy=xxx) header.from=2 & A #8135

el



#Ef Authentication-Results
58 58 A I

Authentication-Results: mx.example.com;
spf=pass smtp.mailfrom=sender@domain.com;
dkim=pass header.d=domain.com;
dmarc=pass headerfrom=domain.com

Rt 8 K Y

Authentication-Results: mx.example.com;
spf=fail smtp.mailfrom=spoofed@fake.com;
dkim=fail header.d=fake.com;
dmarc=fail (policy=reject) header.from=fake.com

cEhselpe Ly



FIEr BB {4 Header &3

Return-Path: <prvs=1989897722=kai.liao@cel lopoint. com>
Received: from mailgw.cellopoint.com (mailgw.cellopoint.com. [
by mx.zoogle.com with ESMIPS id u70si12461161pgu.119.20
for <cellopoint.kai@smail. com>
(version=TLS1 2 cipher=ECDHE-RSA-AES128-GM-SHA256 bits=128/128);
Tue, 02 Apr 2019 23:45:17 -0700 (PDT)
Received-SPF: pass (google.com: domain of prvs=1989897722=kai.liao@cellopoint.com designates 202.153.184.150 as
permitted sender) client-ip=202.153.184.150;

2 1
1

I\_IE-'CI

4.1501)
3.45.17

02.153.
9.04.02

Authentication-Results: mx.google.com;

dkim=pass (test mode) header.i=8cellopoint.com header.s=dk2048 header.b=AXVb3F0v;

spf=pass (google.com: domain of prvs=1989897722=kai.liao@cellopoint.com designates 202.153.184.150 as
permitted sender) smtp.mailfrom="prvs=1989897722=kai.liao@cellopoint.com”;

dmarc=pass (p=NOME sp=NOME dis=NOME) header.from=cellopoint.com

X-UUID: 3521cT0cdATe3dd4s2iat9ldidetdbBacy4-20190403

DKIM-Signature: v=1; a=rsa-sha256; g=dns|txt; c=relaxed/relaxed; d=cellopoint.com; s=dk2048, h=Content-Type:MIME-
Version:Subject:Message-ID:To:From:Date; bh=FX8Tm0DpgNI3iM2LOWS1vE] ] zB4VGE+zW2uh fCx 1G8k=;

b=AXVb3FOvPzz{ rYFplz Iwc5aR0t kD r4+oWb0U4cSIrv/ leYeIlk/ BcaPIWh cNdal VaRhN3 TmOHohBE(] 0w 4EUzcAObSML v1k
fatcBQL7{TAKR3SW3sZ704 1 U1 zdzL sHoWHEx 9Ht m2GTU3u)3ulF7Dme f s 5IWz61 fvONgwS0S 1 BudTz 3EPe TR e

fLS4voBaAv1 YEIENOhsMez i txnme T/ voZFZv {R22ckGoy0BE

{FzBB3wi 8 fnbaHBSAPENha tmy 5z I 2Ms zv(Nz aHrQF IQdofGVa t VbUUS 7mD 1 VEEXNS+yDF TCPAXL t HPF Tx /oA td j 6X5zY 3+ul B2Zpo zo0Cw—;
X-UUID: 3521c70c47e34827af91d04ef4bBacT4-20190403

Received: from mail.cellopoint.com [(192.168.200.17)] by mailgw.cellopoint.com (envelope-from
<prvs=1989897722=kai.liaofcel lopoint.com>} (Cellopoint E-mail Firewall v4.1.8 Build 0321) with ESMIP id 1680144426,
Wed, 03 Apr 2019 14:45:14 +0800

Date: Wed, 3 Apr 2019 14:45:14 #0800 (CST)

From: Kai <kai.liao@®cellopoint.com>

To: Liao Kail < >

CELLOPOINT

@ Secure Your Email



Cellopoint &R A=



T REfZEIR1E

M365 #iiEH 5 SHEERE FHMEREDLP AR

Cellopoint (2 COP (3 CODLP (4 COA
Defender EhSNEHFLE E S IMERFDLP E I RS

. - AEMERIM365 SBiEE 2 . - COP- Standard &%k - COAUD &5 MEZ - BiREMEEFRE SR
SaaSAR7% MVEE ~ 812 - FEEREE - COP-Advanced P& Rk - OCR ElfEpsa512 - B ERE
- EDHﬂE}EJT&iQTﬂI\EWF - COP-Complete 522k - COENC &9Min& - B IEERK
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HELZzRER EiSMEIE E TGRS
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B ~ BB BHmA CelloTl

880+

- .
E .

e 3
P

= :__| Million emails
77N 15+ Email UTM, SEG ,
0 / Billion IP addresses Internet MSSP partner subscription
TN 34 \  Sender IP reputation
waww |
/ Billion url —0

e -,

o Email reputation
@ Email fingerprint
% Email behavior

@ ) 2 —0o @
/' Million domains ey
— [ ="1]
/ N 75+ /

i:

@ Phishing url / behavior

P

CelloCloud Email TI

- -
E

] | Million files Al Machine  Correlation
pa— ngs Learning Analysis Url / domain reputation
65 ALER mmem  mmsw o P
&- | Million pattern o File reputation / fingerprint
celloCloud o Ransomware pattern / fingerprint
BEC Behavior @ Malware MD5 / fingerprint
= | Other Feeds
Big Data Sources Analytics Threat Intelligence
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[}‘ sl—l
lll

SEG h & 4

B)\j 2! (5= M & Gartner :

CelloCloud
Anti-spam rule 125 types of URL TI Threat Intelligence
Anti-virus pattern URL rewriting [ \
Real-time 2-tier anti-virus Time-of-Click ]
online check Retroactive scan Sandbox Correlation

?

Anti-Spam
MM
Inbound ~
MM .
Mail MM
MM

[ N\
P XX

Appliance

Anti-Virus Anti-APT Anti-APT
URL File
M
M M M
| | 3
M M M
M

SEG (Secure Email Gateway)

)

Software Virtualization

M Z 2 FIREE)

SPF/ DKIM/ DMARC check
Lookalike domain analysis
Al-based anomaly detection

?

Anti-BEC Intranet
M ™M
|
M N

D

Cloud Service
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Cellopoint Outbound Anti-Spam

@cellopoint.com

IRPE - 99208
.............................................................................................. > 12345678 (5
BAE 1

= PHET  HE

K
8

e ) Internet
AAT Cellopoint  BBEARE = 2
N
QO
(R 3
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QR Code BRI EEPHTE

EHFAXARIQR

—® Code El1&

~ ML
B PURLEZIACR > hain
® CodeIHE B
QR Code AT Hi/E " .
CQR Code BBt 34 Bl 7 20 8 T B2
QURLIE ZETTIR 4 QR Code TR &,;

EEFERAEFURLEEIA
QR CodeRYAE

T

R4 K 1€ ABYQR Code

POINT B

@ Secure Your Email (ig ~ png ~ bmp ~ tiff ~ webp -
gif ~ pdf)
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= FE#{FTE#% (AUD)
L M R SRy
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E1HE BEE4HR
B &, Sa
m TS AT AUD R
_ Cellopoint Auditing
St e N 1A A
— ﬁ Fingerprint -
e A\ S B0 W
r
SCZ OCR 4
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0 5 Drip detection
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EFIHME (ENC)

REHNEEER

A

Body + Attachment

&L

Attachment

Encrypted mail @

- Normal mail
........................ S
B RS @ B

(Groupware)

ENC
Cellopoint Encryption
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& F B (451 Mail Archiver (MA)

Inbound / Outbound / Local Mail

—

—

—

-
............................................................................................................ H

Email Server MA
A
E ; @\ FINGERPRINT
- S
User @ ‘ . INDEX
Search & retrieve
personal mail @ COMPRESS
Q ENCRYPT
@)\ \E‘] ARCHIVE

Auditor R >
Audit user’s mail —
Policy-based ELM
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- Anti-spam

- Anti-virus

- Anti-APT-URL
- Anti-APT-File
- Anti-BEC

[6R) B B B 0 AT

- hIBHORR 2R Et 0

- Syslog / CEF log = SIEM 7347

BE4ST
-EIQ ¥ 2 TopN o7
- BEHZEREBRIEESM

BB RAETHRREHEFZE L

- HlEBHL = FEAFED
- BT ELES

- HAEHER T2 /EAR

- BARRETEEF R

- BREEZBEVIR

I||

ClO / CISO / CFO / CEO EpitE3R

- ERllRIEEN A2 AR EE
-EXEHIHAELZENE
- M REMREERSOP
- PITRZF AT EREENR
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About Cellopoint

IRt 2003 &

18 4800 fE A

EEEE

St EEK (22 ERRE)

PAED

EEIKEFEH R E1FHA (Email TI, Threat Intelligence)
PREERL TR B Gartner = 1B 3R

SRIEE]

FMAERE 3

Gartner

2022 ImrdZe 2 12l

2022 Hype Cycle
for Endpoint Security

A= L= =

= B AE

Gartner

2023 MAEZ=miHiEm

2023 Gartner Market Guide

for Email Security

R&D Center
Sales & Technical Support Office

Taipei Office
(Headquarters)

Gartner

2023 EFEHZE
HEEEBSIR

2023 Gartner Vendor
Identification Tool
for Email Security
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Cellopoint Reviews

4.9

™

m=E 4.9 7R

5.0 Review Source: @

Cellopoint's Email Security: Offering Swift Solutions to IT Challenges
Reviewed on Feb 21, 2025

Reviewer Function: Engineering - Company Size: 500M - 1B Industry: Manufacturing
Other usD Industry

Cellopoint's all-in-one interface is extremely simple and user-friendly, enabling us to quickly and
accurately identify email-related issues. With various defens modules, it significantly enhances
email security and reduces the likelihood of attacks. In the event of an issue, the IT team ...

Read Full Review

5.0 Review Source: @

A Cloud-Based Email Security That Enhances Protection and Simplifies
Management.

Reviewed on Mar 10, 2025

Reviewer Function: IT Security and Company Size: 50M Industry: Healthcare and
Y Y

Risk Management 250M USD Biotech Industry
A comprehensive cloud-based email security and DLP solution that effectively addressed the
challenges we faced before implementation. It simplifies management, enhances protection

against threat, and data loss.

Read Full Review

5.0 Review Source: (D)

Reliable email security with responsive technical support.
Reviewed on Apr 1, 2025

Review

r Function: IT Security and Risk Company Size: 10B - Indus
Management 30B USD Inc

try: Banking

]

Cellopoint UTM solution effectively stops inbound threats and allows customized settings for
enterprise email system protection. Cellopoint high availability transmission rules enable seamless
integration with exising systems and email routing for our internal server integration ...

Read Full Review OPOI NT
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