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Last Decade: Rise of Machine Learning
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The security mindset has shifted to acknowledge that prevention alone is not
G a rtner enough; security and risk management leaders must be able to more easily
® harden endpoints and perform more detailed incident response to resolve
Notes/Sources: alerts‘
1. Gartner Magic Quadrat for Endpoint Protection Platforms, August 2019.
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Source: Gartner. Critical Capabilities for Endpoint Protection Platforms. October 2019. and Gartner Market Definition for Endpoint Detection and Response Tools
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EPP with EDR

Full EDR

SentinelOne
Cylance
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Endpoint Detection and Response (EDR)
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Endpoint Protection Platform (EPP)
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» Business disruption

 Lost of productivity

» Financial impact
F:RTINET * IT resources for remediation
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FortiEDR OUT OF THE BOX—Detect Defuse In Real Time + Continuous Validation g';frrg,\?A?_KMBDARSEERVICE
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Device drivers

Device drivers
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DASHBOARD evenTviewer (5 FORENSICS COMMUNICATION CONTROL v () SECURITY SETTIN INvVENTORY v (€] ADMiNISTRATICN GEED Protection ~ eborbolla »

‘9 Generale Reports

SECURITY EVENTS COMMUNICATION CONTROL COLLECTORS @ Running
Unhandled Devices Unresolved Communicating Applications View by operating system  ~ .| E:r::::ﬂm
g Critical J Pending reboot
'8- 12 Liew Sa 4”"“1@?{??“[‘&’___ ) Disabled
kel sate *g Malicious

7
#5 Suspicious
13
Unknown And 4
1 7Unswgned Vendors 2
- .I.....-'... 3 4
i 18 Inconclusive 1

34 Devices protected by Fortinet 687 Applications monitored by Fortinet Windlos Windows Server macOS
MOST TARGETED * Malicious 5 Suspicious =| PUP ﬁ: Inconclusive -E- Likely Safe EXTERNAL DESTINATIONS Month - SYSTEM COMPONENTS @ Running
Events {#) Devices ) Degraded

B Disconnected

<

26*
@
0 e
L
12# °
I . - A '

andy-WINT-P... WIN-10-C-PR... DESKTOP-ALD... afaulkner-m. . Heal-Home Repositary
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DASHBOARD FORENSICS COMMUNICATION CONTROL v (@) SECURITY SETTINGS INVENTORY v §)) ADMiNISTRATION EE) @  Protection v eborbolla v

EVENTS Showing 117209 | » ||| [ Search Event vQ || CLASSIFICATION DETAILS
Archive B Export ~ Handle Event Delete Forensics =: Exception Manager
+ All D DEVICE PROCESS CLASSIFICATION = DESTINATIONS  RECEIVED LAST UPDATED
45a4bd970485ca539c95d746fbeBB866f868972dcfTE... (2 events) ¥ Malicious 11-Feb-2020, 09:56:02 -
* IMalicious Fopmner

bad-file.exe (10 events) #* Malicious 27-Mar-2020, 08:49:41 By ReversingLas
bad-stuff.exe (2 events) ¥ Malicious 27-Mar-2020, 08:44:09 Threat name: Unknown

o Threat family: Unknown
CardHunter.exe (1 event) ¥ Malicious 22-Feb-2020, 16:55:36 Threat type: Unknown

g 400415 @ Hub-PC CardHunter exe * Malicious 5 destinations 22-Feb-2020, 16:55:36  22-Feb-2020, 16:55:47 @
Histol
[ =: User: Hub-PC\Hub Certificate: Unsigned Process path: \Device\HarddiskVolume3\Program Files (x86)\Steam\steamapps\common\CardHunter\CardHunter exe Raw data items: 5 v
. _ ) - ¥ Malicious, by FortinetCloudServices , on 26-Mar-2020, 07:00:37
click_me.exe (6 events) ¥ Malicious 03-Mar-2020, 18:20:46
o Simulation Process ...ter\CardHunter.exe\ with PID 256 was terminated at device Hub-PC 4
EndlessSpace2. exe (2 events) i : times
explorer.exe (2 events) AUtomatlcaIIy aggregate events across deVICeS o Process ...teriCardHunter.exel with PID 256 was terminated at device Hub-PC 4 times
Main.exe (1 event) ¥ Malicious 22-Feb-2020, 14:40:32
MediaMallServer.exe (3 events) #* Malicious 22-Mar-2020, 13:07:53
Triggered Rules
RainbowSix.exe (3 events) ¥ Malicious 20-Dec-2019, 13:42:35
ccassidy Exfiltration Polic

ransom2.exe (3 events) #* Malicious 27-Mar-2020, 06:32:09 N ‘ y y

-~ - —- e —

< ADVANCED DATA
Event Graph  Geo Location

3 Open *

Process Hollowing

4 Create i

Process Hollowing

5 Access *

Process Hollowing

2 Create

oﬁ 1 Create

Process Precess Frocess
explorsrexe Steam.exe CardHunter exe

Network
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POLICY NAME

' Execution Prevention
W4 Exfiltration Prevention
™x .
iE Ransomware Prevention

£ Device Control

F=RTINET
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FiIZATINET
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FIZATINET

ZIATINET

Malicious File Detected @ Block
Privilege Escalation Exploit Detected - A malicious escalation of privileges was detected @ Block
Access to critical system information @ Block
Bruteforce Attempt Detected o9
Debugged Process - Connection from a Debugged Process h oo
File Encryptor - Suspicious file modification @ Block
Hidden Process - Connection Attempt from a Hidden Process @ Block
Injected Executable - Connection Attempt from an Injected Executable @ Block
© Fortinet Inc. All Rights Reserved. 18



AUTOMATED INCIDENT RESPONSE - PLAYBOOKS

Clone Playbook Assign Collector Group Delete
NAME
< EL Default Playbook FoRTiner (@

NOTIFICATIONS (sent in protection and simulation modes)

Send mail notification

INVESTIGATION

Isolate device

Move device to the High Security group

REMEDIATION

Terminate process
Delete file

Clean persistent data
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APPLICATIONS Showing 1-10/24
All v Mark As... ¥ Delete Modify Action Y Advanced Filter B Export ¥
APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN
[ Host Process for Windows Services ~ Signed Microsoft Corporation _ B Unknown 09-May-2020 10-May-2020
< @ Google Chrome Signed Google _ B @ Critical 09-May-2020 10-May-2020
@ 81.0.4044.138 _ E @® Critical 09-May-2020 10-May-2020
[ Microsoft Windows Malicious Soft..  Signed Microsoft Corporation _ B Unknown 09-May-2020 09-May-2020
[ WMI Provider Host Signed Microsoft Corporation _ B Unknown 09-May-2020 09-May-20...
[ Windows Defender SmartScreen Signed Microsoft Corporation _ B Unknown 09-May-2020 10-May-2020
“  ADVANCED DATA
APPLICATION INFO APPLICATION USAGE
Application Description: Google Chrome Total System: i i i i i i i i i i 442
First Connection Time: 09-May-2020, 18:47:44 Default Collector Group i i i i i i i i i i 205,
Last Connection Time: 10-May-2020, 20:59:15
Process Names: £ \Device\HarddiskVolume2\Program Files (x86)\Google\Chrome\Application...

EFHET VI

F:=RTINET

Y
go =5

=

» »1 | |seacn) APPLICATION DETAILS

Policies
Policy Action
[E] Default Communication Control ... FzRTINET Allow  According to policy
Servers Policy FezRTINET =+| Deny According to policy

Isolation Policy FzzRTINET =+| Deny According to policy

DESTINATIONS

IP CONNECTION TIME COUNTRY

216.58.200.34 10-May-2020, 20:59:15 E= United States

103.43.90.53 10-May-2020, 20:59:15 ﬁ Australia

35.212.182.232 10-May-2020, 20:59:15 ﬁEE United States
© Fortinet Inc. All Rights Reserved. 20
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powershell_ise.exe (1 event) Inconclusive 10-May-2020, 12:35:45
P 882442 DESKTOP-Q3S0D26 powershell_ise.exe Inconclusive 2 destinations 10-May-2020, 12:35:45 10-May-2020, 12:36:41 @
=m User: DESKTOP-Q3SOD26\user Ceriificate: Signed Process path: C:\Windows\System32\WindowsPowerShell\w1.0\powershell_ise.exe Raw data items: 2
LE.dIl (1 event) # Malicious 10-May-2020, 10:01:19

File Rename blocked for process
powershell_ise.exe (PID 6712)

Contact your system administrator 1f a trusted
application 1s blocked.

==RTINET

Inconclusive FoATINET

By ReversinglLabs

Threat name: Unknown
Threat family: Unknown

Threat type: Unknown

History

Inconclusive, by Fortinet , on 10-May-Z

Triggered Rules

> Ransomware Prevention

@ File Encryptor - Suspicious file modi

21
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Event 882442

powershell_ise.exe axplorer.exe

powershell_isa.exs

Q_ M_
Process Procass

7 Write
File Encryptor

desktop.in

== Add Exception ; Retrieve [l Remediate Isolate A G Export
DEVICE 0s PROCESS CLASSIFICATION DESTINATION RECEIVED LAS
P @ DESKTOP-Q350D28 Windows 10 Pro powershell_ise.exe E 23 Suspicious File Write Access 10-May-2020, 12:35:51 10-h
RAW |D: 152444687 Process Type: 64 bit Certificate: Signed Process Path: CAWindows\System32\WindowsPowerShellw1.0\powershell_ise.exe User: DESI

FPARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION

PARENT PROCESS CREATION

'rocess ID: 4156 Company: Microsoft Corporation

iource Process: \Device\HarddiskVolume2\Windows\explorer.exe

Description:
arget: ...Windaws\SystemSE\m ndowsPowerShellw1 .O\powershell_ise.exe Version:
EXECUTABLE FILE NAME WRITABLE
Main -\Device\HarddiskVolume2\Windows'\explorer.exe No

PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION
Product: Proce:
Comments: Proce:
Command Line:
CERTIFICATE REPETITIONS BASE ADDRESS END.

Signed
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DASHBOARD evenTVIEWER (ED) FORENSICS COMMUNICATION coNTROL v D) SECURITY SETTINGS v INVENTORY v €)) ApmiNisTRATION (D) @  Protection v eborbolla v

Clear All E E [
]

Event 464478

trojen.exe

2 Add Exception = Refrieve Remediate  [@lisolaste  ~ [ Expor Raw Data ltems: Al Selected | 1/1 @

DEVICE 0s PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P @ WIN-10-C-PRO Windows 10 Pro trojen.exe # Malicious File Write Access 27-Mar-2020, 06:43:50 27-Mar-2020, 06:43:50 @
RAW ID: 1636460765 Process Type: 32 bit Certificate: Unsigned Process Path: \Device\HarddiskVolume4\Users\administrator\Downloads\e796e64c5f9a756877 3bd29242992172f2229572039ab7b41ade44865d0a48e5 rojen.exe User: EVILBAST\Administrator Count: 1
.
PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION OPENED PROCESS FILE WRITE ATTEMPT

OPENED PROCESS
Process ID: 3076 Company: Product: Process Hash (SHA-1): 1 11D455FBFD9960483454BEF04F311FAB27B2ADTS
Source Process: ...2924e992172f222957e039ab7b41ade44865d0a48e5\rojen.exe  Description: Comments: Process Owner: EVILBAST\Administrator
Target: \Device\HarddiskVolumed\Windows\explorer.exe Version: Command Line:

EXECUTABLE FILE NAME WRITABLE CERTIFICATE REPETITIONS BASE ADDRESS END ADDRESS HASH
[ 1 ® Main - ._\Downloads\eT96e64c519a7 56877 3bd2924e992172222957e039abTb4 1ade44865d0a48eS\rojen exe Mo Unsigned ! 11D455FBFD9960453454BEFD4F ..
[ 1 \Device'HarddiskVolume4\Windows\System32wows4.dil Mo Signed 2 0xTH8b13c0000 0xTfi8b 1415000 ! CAT35FEZ38827F24CTFE04D596...
[ 1 \Device'HarddiskVolume4\Windows\System32y 4cpu.dil Mo Signed 2 OxTT450000 0x77489000 ! TEB91C2C24024884FDCFCO3CD...
[ 1 \Device'HarddiskVolume4\Windows\System32wows4.dil Mo Signed 2 0xTH8b13c0000 0xTfi8b 1415000 ! CAT35FEZ38827F24CTFE04D596...
b i ‘'\Device\HarddiskVol $Windows'System32intdlldil Mo Signed E) 0x7fi8b1600000 Ox7ii8b 170000 £ C6TC3C415EEDFFEC51C30ENSS....
[ Runfime Generated Code Mo Unsigned 1 0400000 0x42a000 ! 612D23EE6409A3974425518D65. ..
F:=RTINET © Fortinet Inc. All Rights Reserved. 23




DASHEOARD evenTviEwer () FORENSICS v COMMUNICATION CONTROL v (2) SECURITY SETTINGS INVENTORY v ) apminisTraTioN (EED @®  Protection v eborbolla v

REMEDIATE DEVICE ANDY-WIN7-PC
vssadmin.exe Raw Data ltems- Al Calacte 11
. EVENT 469778 Raw Data Items: Al Se ( @
PROCESS ID 3480
VWindows 7 Ultimate taskeng.exe Terminate process vssadmin exe 7-Ma 27-Ma
Remove 1 selected executable file
64 bit U Delsiefile at path | ciemplabed exe | taskeng.exe andy-WIN7-PCland 2
Handle persistent data (registry) | |
. |
SERVICES ACCESS ATTEMPT o
3 Microsoft Corporation o em 4124B33C44440BETE3FDB6105F8A
Command Line Interfac) NT 1
END ADDRESS HASH
b o
= [/ Cancel \]
e A

F:=:RTINET © Fortinet Inc. All Rights Reserved. 24
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FortiResponder 4534

Per Incident
Forensics and Incident Response

%%%ﬁﬁ%ﬁ EH:

SOW-based remote forensic analysis
and incident response

EERRE R E
S H S RS A A

Ideal for customers running FortiEDR who do not
already have continuous monitoring
subscriptions
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h E _EEDRBVEFS ThEELLER

ot Fortinet CrowdStrike | CarbonBlack | SentinelO SUTEIEE At
ortine row riKe aroonblac entinelOne it
I}J BHE IE E other tErgltiltlonal

WREBBRSITH (BbHE BEXHTHREPREKT) Yes Yes Yes Yes Yes

SSHEBRIRE Yes Yes* (2R HELLY)  Yes (B EELLY) Yes Yes

X AR RS Yes No No No Yes

=38 Yes Yes Yes Yes Yes

BRMR7FHAR 6 month 7 days 30 days 3 month ??

BIRRY ZRAAICECREEENEEE RS Yes No (manual) No (manual) No (manual) No

SRRABREAARRTOEE Yes No No No No

55 34 1 Yes Yes No Yes No

FEHEE Tt Yes No No No No
EindetE Yes Yes Yes Yes Cloud/ Hybrid

A 3 it SR A Yes No Yes* (legacy) Yes (limited) Yes* (no feature parity)

SIEEMHEEEEZRF(XP, 2003) Yes No White-listing only No Yes (SEP only)
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FortiClient E1 FortiEDR Z2{ELEER

FortiClient

ZEEMARBNE

I B REE W HIEndpoint telemetry
EREIEEEE
)RR ENE T

Z 2RI 7 ENIN6EE

« VPN #E4RINEE — X3 SSL-VPN, IPsec

« SSO
o TmFaPIsEINEE
- SIRLIRIE  SIRERE T
« CPRL-PHE
. ZRFREHE
- HEBRE

FERZIVIEE (SaaS Control)
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