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NETWORK TROUBLESHOOTING CHALLENGES

MANUAL

« DEPLOY NETWORK
TAPS FOR EACH
SWITCH

« INCREASE IN
COMPLEXITY OF
NETWORKS BUT THE
TOOL SETS ARE THE
SAME

- ERROR PRONE DUE
TO THE NATURE OF
MANUAL TOOLS

TIME CONSUMING
& COMPLEX
« TIME CONSUMING
PROCESS

- REQUIRE LOW LEVEL
DETAILED INPUTS

« COMPLEX WITH
MULTIPLE STEPS TO
DIAGNOSE THE
PROBLEM

COSTLY

« EXPENSIVE NETWORK
TOOLS

- SENDING QUALIFIED
RESOURCES TO
TROUBLESHOQT IS
COSTLY

« TIME WASTED TO
TROUBLESHOOT
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SDN NETWORK VISUALIZER SDN APP

AUTOMATED
AUDITING
« REAL TIME VISIBILITY
INTO TRAFFIC

- AUTOMATED
AUDITING OF
USER" S NETWORK
TRAFFIC

« RESTFUL APIS FOR
3RD PARTY SECURITY
SOLUTION
INTEGRATION

FAST
TROUBLESHOOTING

« FAST

TROUBLESHOOTING

« LESS STEPS TO GET TO

ROOT CAUSE
ANALYSIS

« EASE OF ACCESS TO

DETAILED
DIAGNOSTICS

COST EFFECTIVE

« 40Xt COST SAVING

COMPARED

- TO MANUAL TAPPING

TOOLS

*NO ONSITE

TECHNICIAN FOR
TROUBLESHOOTING



L e 2 e WAY SDN - BT EEFEZ SND

SDN NETWORK DEFENSE DIFFERENT
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SDN INTRANET NETWORK ACTIVE DEFENSE KEY FEATURES

Bl B ZedEE FLAR

5t QoS function
Z mim ey * QoS action can be run in MAC / IP / port number / L7 rules
== Dessesissessemnfl | APPiNg function

» Specify protocol, ports, IP/MAC addresses to select traffic
for capture

* Filter all packets by each rules, then clone they to their
switch ports

— m— Access control function

* Network resources manage by 12-14 / protocol / user
id(must integrated with ad server) / application (must
integrated with dpi devices).

Smart load balance function

» Each 12-14 / protocol / user id(must integrated with ad
server) / application (must integrated with dpi devices) has
it's own gateway to internet.

Service Chain New Function

+ By diffident packet, using diffident network device.
+ High performance network device,
* Flexible network infrastructure.
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