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Big Data Age

Inside Ancestry.com’s Top-Secret Data Center
Posted by Diane

Inside the unassuming building that is the data center for Ancestry.com and other
Generations Network properties, rows and rows of cabinets house the 5,328
servers that hold the Web site, all those indexes and digital images, and users’
family trees,

In all, it's 2.5 petabytes of data (one petabyte is equivalent to 283,000 DVDs).

A lot of security protects that data. A guard watches cameras 24/7. Windows are
bulletproof. Sensors monitor windows and doors. The Ancestry.com guy walking us
around had to swipe his badge at several doors, then lay his palm in a Mission:
Impossible-like handprint reader to enter the server rooms.

I can't disclose the location and photographs weren't permitted (darn it, I forgot
my hidden-camera lapel pin), but the folks at Ancestry.com sent these approved
images:

Some rows of server-filled cabinets:

1

TP

TATTTEE S
Ll

'I“I!I'IIII|||11I|.||1 I
e

2| ||k
i,
-||1||II | |
]
Bt
i )




Big Data Age

New York Stock Exchange Ticks on Data
Warehouse Appliances

Netezza deployment replaces mega data warehouses while cutting query times from hours to
seconds.

By Doug Henschen [ InfarmationWeek
May 16, 2008 04:59 PM

It's not a typical enterprise data warehouses story, but then NY'SE Euronext (NY'SE), the parent company of
the Mew York Stock Exchange, is not a typical enterprise. For one thing, NYSE has not one but three
warehouses, each approaching 100 terabytes. Then consider NY'SE's queries, some of which interrogate
more than 40 terabytes of data. The extreme data volumes and extreme query complexity led to an upgrade
onto data warehouse appliances.

After a period of rampant growth and mergers with two smaller exchanges, NYSE knew its large and aging
Oracle data warehouses needed replacement. After exploring alternatives in 2006, the company concluded a
successful 45-day proof-of-concept project on a Netezza Perfformance Server (NPS) appliance in early 2007.
The main warehouse for the New York Stock Exchange was migrated within two and a half months and went
into production in May 2007. A second device, consolidating what had been two separate warehouses for the
Chicago-based Arca Equities and Options markets, went into production in July. Yet another warehouse, one
housing legacy data, will be migrated onto a third Netezza NPS.




Big Data Age

Facebook Trumps Most Photo Sharing Sites
With 10 Billion Photos

ﬂ Stan Schroeder
T4

Ads by Google
Like. Follow. Copy. - IBFX Connect - Follow and Copy Forex Traders Worldwide, Freel

ibfxconnect.com

Sometimes | forget how big the Internet is, and then something reminds me just how -
flabbergastingly, enormously huge the damn thing is. This time it's Facebook, whose
software engineer Doug Beaver announced that it now hosts a total of 10 billion

photos. And it's not even exclusively a photo sharing site!

Furthermore, since Facebook stores four sizes for each stored photo, this actually translates to 40 billion files.
However, what | find fascinating about this is that Facebook is no Photobucket; it's not just some repository (at
least from what I've seen) where people dump all kinds of images just because they can. Vast majority of

photos | see on Facebook are actually real life photographs taken by users; I'm not sure if this means much in

the grand scheme of life, universe and everything, but it seems like quite an accomplishment.
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What Is Big Data?

From Databases
to Big Data

Sam Madden * Massachusetts Institute of Technology

« Among all the definitions offered for “big
data,” my favorite Is that it means data
that’s too big, too fast, or too hard for
existing tools to process.
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332130 # USAF weather station identifier
99999 # WBAN weather station identifier
19500101 # observation date

0300 # observation time

4

+51317 # latitude (degrees x 1000)
+028783 # longitude (degrees x 1000)
FM-12

+0171 # elevation (meters)

99999

V020

320 # wind direction (degrees)

1 # quality code

N

0072

00450 # sky ceiling height (meters)

1 # quality code

CN

010000 # visibility distance (meters)

1 # quality code

N9

-0128 # air temperature (degrees Celsius
x 10)

1 # quality code

-0139 # dew point temperature (degrees
Celsius x 10)

1 # quality code

10268 # atmospheric pressure
(hectopascals x 10)

1 # quality code




7 A 45 — Traditional
o $1% awkit 7 4 45 1901~2001 74 Tk

#!/usr/bin/env bash

for year in all/*

do

echo -ne "basename $year .gz "\t"

gunzip -c $year |\

awk '{ temp = substr($0, 88, 5) + 0;

g = substr($0, 93, 1);

if (temp 1=9999 && q ~ /[01459]/ && temp > max) max = temp }
END { print max }'

done

E e

1901 317

o oo e B AF 242min on EC2 High-CPU

1903 289

1904 256 Extra Large Instance
1905 283
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About

e NJavaR

« B d KM

e I+ BH R

» Petabyte¥ &l &

. ﬁ.'H(,—‘.-ﬁ Doug Cutting

» % Apache &% A £ € i top level project




Why Hadoop?

Need to process Multi Petabyte Datasets
Data may not have strict schema

Expensive to build reliability in each
application.

Nodes fail every day
— Failure is expected, rather than exceptional.
— The number of nodes Iin a cluster is not constant.

Need common infrastructure
— Efficient, reliable, Open Source Apache License

'(ajaz,g}







A2/ . Google# =

 Google File System

« SOSP 2003 : “The Google File System”

« OSDI 2004 : “MapReduce : Simplifed Data
Processing on Large Cluster”

« OSDI 2006 : “Bigtable: A Distributed Storage
System for Structured Data”

#% U mAJ\ B{}\‘%% /:2 “%fb
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2 B 2004~

e« Dong Cutting B4:%3 3%k > K &
« Added DFS & MapReduce implement to
Nutch

e Nutch 0.8%<2_%& » Hadoop & #b> 78 F

e Yahoo *+2006# & * Dong Cutting % 3
5 BB
— Team member = 14 (engineers, clusters,
users, etc. )

« 2009 & g+ |Cloudera




A2 R
e Nutch

— nutchZ_fL > B 2 R 40478 #7 B % «oweb search
— 41 * Lucene & ;% B R %

e Lucene




History

 Dec 2004 — Google GFS paper published

e July 2005 — Nutch uses MapReduce

 Feb 2006 — Starts as a Lucene subproject

e Apr 2007 — Yahoo! on 1000-node cluster

e Jan 2008 — An Apache Top Level Project
 May 2009 — Hadoop sorts Petabyte in 17 hours

 Aug 2010 — World’s Largest Hadoop cluster at
Facebook

— 2900 nodes, 30+ PetaByte




Who Use Hadoop?

e Amazon/A9
 Facebook

e Google

e |IBM

e Joost

e Last.fm

e New York Times
e PowerSet
 Veoh

 Yahoo!

» http://wiki.apache.org/hadoop/PoweredBy




e Search
— Yahoo, Amazon, Zvents

— /A **Yahoo! £ZHadoop

* http://www.slideshare.net/ydn/hadoop-yahoo-internet-scale-
data-processing

e Log processing
— Facebook, Yahoo, ContextWeb. Joost, Last.fm

« Recommendation Systems
— Facebook

e Data Warehouse
— Facebook, AOL

* Video and Image Analysis
— New York Times, Eyealike




Hadoop 27 Googlesn¥t i

| Develop Group Google Apache |
i Sponsor Google Yahoo, Amazon i
. Algorithm Method MapReduce Hadoop |
i Resource open document open source !
i File System r | |
] GFS HDFS !
! (MapReduce) :
| Storage System (for big-table Hbase |
! structure data) i




Features supported by Hadoop

release series
mmm

Secure authentication
Deprecated Deprecated
Y Y

Old configuration names

New configuration names
Old MapReduce API
New MapReduce API
MapReduce 1 runtime (Classic)
MapReduce 2 runtime (YARN)
HDFS federation
HDFS high-availability

Z 2 2 < < < Z < <
zZ Zz2 Z2 < <
< < < Z < <




Hadoop Overview
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e Job  Namenode
— Zi% - R B
e Task e Datanode
B I 1 — Fofla-gk

« Namespace
- FHER

e JobTracker

— EAEe IR

o TaskTracker “' * Replication

R R — B A
 Client  Blocks
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Jobtracker  Tasktrackers

E/Master \ « Workers \
i o fg’ar—-lwfé,gj_ 23 g
asktrackers

« & TMap £
Reduce &1 i®




Hadoopen s £ i

master slave
task task
tracker tracker
‘. — —
MapReduce job
layer tracker

HDFS name
layer | node

data data
node node




Building Hadoop

Namenode

JobTracker
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Outline

HDFS?
The Design of HDFS

HD
HD
HD

-S Concepts
=S High-Availability

S Federation

POSIX Like
Data Flow




HDFS ?

« Hadoop Distributed File System

— Hadoop : p ¢ ¥ & % » 5 F BGooglesn
MapReduce 7

— HDFS: Hadoop & % * 4§ % % 4t

| B 1 Google File System
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Goals of HDFS

 Very Large Distributed File System
— 10K nodes, 1 billion files, 100 PB

e Assumes Commodity Hardware
— Files are replicated to handle hardware failure
— Detect failures and recovers from them




Goals of HDFS

 Optimized for Batch Processing

— Data locations exposed so that computations
can move to where data resides

— Provides very high aggregate bandwidth
e User Space, runs on heterogeneous OS

e Streaming data access
— Write Once, read many times.




# if & HDFS#f§ i

 Low-latency data access
e Lots of small files

 Multiple writers, arbitrary file
modifications




Blocks

s WEHriEo B
 In HDFS, Block Size is 64MB by default
e Why?
— to minimize the cost of seeks
* &7 AhRDblocks g dia)
— % hadoop fsck / -files -blocks




Block Placement

e Policy
— AP E A S ) - A A
— AR B B R K S DA A
— BRI R % Z A A
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Namenodes and Datanodes

e Namenode
— a3 — & (Master)
— i 7 7 #ARF ¢ seometadata
— |In Local Disk

* namespace image
 edit log

e Datanode

—v 5

— F% % suerworkhorses




Heartbeats

« DataNode #i¥ Heartbeats % NameNode

e NameNode & #* Heartbeats % & jp]
DataNodePF® 4% -




Others

e Secondary Namenode
— Not act as a hamenode

— periodically merge the namespace image with
the edit log to prevent the edit log from
becoming too large

— A EPES TR L FEENT - 24




Data Correctness

o & * Checksum k& F #
— Cyclic Redundancy Check (CRC32)
c fhERE
— % 2 fE 512 B t‘:%:@ﬁ%gg 5 Checksum
— DataNode #% 7 Checksum:73 3t
* R FBRE
— % = e e P~ 7 R 22 Checksum
— ek SRBA P P E Ry B g A




Data Flow - Read

1: open VSUGTCINN | | % getblocklocations
HDFS [~ B Flesystem i g e
dient  |.3:read
: FSData namenode
' InputStream
client JVM :

client node

4:read | ".... 5:read

v Y

DataNode DataNode DataNode

datanode datanode datanode




HDFS if %

Namenode (the master)
PR - BIARE, M4 Eblock4H Ak

Metadqt’a.,-""’
\'/AO Datanodes (the slaves)
2
! 1 4 2 5
2
S 4
3 4
2 5




HDFS if ®

10 |/ B A e L Bk

T SR A R B A A FE T
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Namenode JobTracker

- - kﬁ: N

ask for task




Data Flow - Write

Distributed
Wllg FileSystem
dient  |.3:write
PR FSData
' OutputStream
client JVM _—

client node

4: write packet 5: ack packet

v

Pipeline of DataNode § DataNode [} DataNode
datanodes

datanode datanode datanode
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e Heartbeat
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heartbeat

e Metadata
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Rebalancer

e Goal: % disk full on DataNodes should
be similar

— Usually run when new DataNodes are added
— Cluster i1s online when Rebalancer Is active

— Rebalancer is throttled to avoid network
congestion

 Disadvantages

— Does not rebalance based on access patterns
or load

— No support for automatic handling of hotspots
of data




HDFS Federation(v2.x)

o f#;4-H - Namenoderf 3§

— IR E

— M5
e — iFnamenode s ¥ support 60k tasks
e X kHadoop#-+ % 32 47:%100k tasks

— [ 3giE
o % frenGroupi * 4p L 0 X - BAEEZ ks




HDFS Federation(v2.x)

Namenode 1 - Namenode k : 3 Namenode n '




User Interface

« API
— Java APl
— C language wrapper for the Java APl is also avaiable

POSIX like command

— hadoop dfs -mkdir /foodir
— hadoop dfs -cat /foodir/myfile.txt
— hadoop dfs -rm /foodir myfile.txthadoop dfs -rm /foodir myfile.txt

DFSAdmin

— bin/hadoop dfsadmin —safemode

— bin/hadoop dfsadmin —report

— bin/hadoop dfsadmin -refreshNodes
Web g 2/ &

— http://host:port/dfshealth.jsp




POSIX Like

hadoop:fg][—Fs <local | file system URI>] [-conf <configuration file>]
[-D <property=value>] [-ls <path>] [-lsr <path>] [-du <path>]

[=chgrp [-R]
1]

[-help [cmd

[-dus <path>] [-mv <src> <dst>] [-cp <src> <dst>] [-rm <src>]

[-rmr <src>] [-put <localsrc> <dst>] [-copyFromLocal <localsrc> <dst>]
[-moveFromLocal <localsrc> <dst>] [-get <src> <localdst>]

[-getmerge <src> <localdst> [addnl]] [-cat <srcs]

[-copyTolLocal <src><localdst>] [-moveTolLocal <src> <localdst>]

[-mkdir <path>] [-report] [-setrep [-R] [-w] <rep> <path/file>]
[-touchz <path>] [-test -[ezd] <path>] [-stat [format] <path>]

[-tail [-f] <path>] [-text <path>]

[-chmod [-R]
[-chown [-R]

<MODE[,MODE]... | OCTALMODE> PATH...]
[OWNER][: [GROUP]] PATH...]
GROUP PATH...]




Web ¢ 2 1/ &

NameNode 'localhost:9000"'

Started: Thu Sep 13 09:40:41 CST 2012
Version: 0.20.2, r911707

Compiled: Fri Feb 19 08:07:34 UTC 2010 by chrisdo
Upgrades: There are no upgrades in progress.

Browse the filesystem
Namenode Logs

Cluster Summary

8 files and directories, 1 blocks = 9 total. Heap Size is 15.31 MB / 966.69 MB (1%)

Configured Capacity : 18.82 GB
DFS Used : 36 KB
Non DFS Used : 6.8 GB
DFS Remaining . 12.02 GB
DFS Used% : 0 %
DFS Remaining% : 63.86 %
Live Nodes : 1

Dead Nodes : 0




MapReduce /i 3
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Outline

* S

— Divide and Conquer
« MapReducedzk
e MapReduce i# it/ 4%
» T4 454 5] — Using MapReduce
« MapReduce Works Detial




Map Reduce 4=k

o ;% & ;% (Algorithms)
—Divide and Conquer
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Hadoop MapReduce z_&

Hadoop Map/Reduce® - B % 3¢ #* ehg®-T & » 14
MapReduce s A E* &5 > o fgF T ad -+ S PCHr
AP AEE L E - AT RGN R
Peta-Bytes#ic& &gl f o
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 Text tokenization

* Indexing and Search
« Data mining

e machine learning




MapReduce Overview

input . map shuffle reduce > output
' R '3 ' ! ¥
dog < 0, dog> <dog, 1>
cow < 4§, cow> <cow, 1> <cow, (1,1)> <cow, 2> cow, 2
bee s < 8, bee> l <dog, (1) > l <dog, 1> & dog, 1l
cow <12, cow> <cow, 1>




MapReduce Overview

“““““““““““““““““““

output
HDFS

sort/copy

\ 4

partO

\ 4

partl

JobTrackerfR JobTrackeriE#] JobTracker/& - & JobTracker reduce5Z1&iH

NameNodeHY {&TaskTrackerzik R OHEE S IRiE HlJobTrackerEi
SFREEEN )| fFMapi#E > EEIE R Y TaskTracker /| Namenodel)
blocks A b rh R FE 2R TaskTrackerZ: YEreduce 74 output ‘

=




Map

+ fq~ 7 - B key/value A ¥ - & R

= ¥ - %" intermediate key/value &
¥eo




Example: Upper-case Mapper

let map(k, v) =
emit(k.toUpper(), v.toUpper())

(“foo”, “bar”) = (“FO0”, “BAR’)
(““Foo”’, “other”) = (**FO0”, “OTHER’’)
(“key2”, “data”) = (“KEY2”, “DATA”)




Example: Explode Mapper

let map(k, v) =
foreach char c 1In v:
emit(k, c)

(“A”, “cats”) = (“A”, “c”), (A7, “a”
(AT, T, (AT, ST

(“B”, “hi”) 3 (“B”, “h™), (“B”, “i")




Example: Filter Mapper

let map(k, v) =
IT (isPrime(v)) then emit(k, v)

(“foo”, 7) = (“foo”, 7)
(““test”, 10) =» (nothing)




Example: Changing Keyspaces

let map(k, v) = emit(v.length(), V)

“‘hr””, “test”) = (4, “test”)

(“‘x”, “quux”) = (4, “quux’)

(“y”’, “abracadabra”) = (10,
“abracadabra’)




Reduce

£ ¥ 4-44p k- thintermediate key é‘.
+4 4p B B ehintermediate values -
B 21 8% % erkey/value & #

* ¥&j
H o
A2




Reduce

reduce (inter_key, inter_value list) ->
(out_key, out value) list

ntal [l [l Il HE N 00000

returned




Reduce

« Example: sum reducer

sum=0

foreach int vin vals:
sum +=v

emit(k,sum)

(“A”, [42, 100, 312]) — (“A”, 454)
(“B”, [12, 6, -2]) — (“B”, 16)




a,2
also,1
am,1
are,1
1,1
tiger,2
you,1l

£ 7,
MapReduceg &
| am atiger, you are also a
tiger
l,1 a,2
map am,1 a, 1 also,1
a,1 a,l reduce )| aM.1
also,1 are,1
tiger,1 am,1
you,1l » are,1
map are,1 1
tiger,1 |, 1
tiger,1 tiger,2
also,1 you,1 reduce)| you,1
map 2,1
tiger,1
JobTrackerst:35& 1" = [ Map4E 7% > hadoopitt JobTrackerF5 35 7y (/&
Trackerfi{map TRy BER

TaskTracker{Ereduce




0057

332130 # USAF weather station identifier
99999 # WBAN weather station identifier
19500101 # observation date

0300 # observation time

4

+51317 # latitude (degrees x 1000)
+028783 # longitude (degrees x 1000)
FM-12

+0171 # elevation (meters)

99999

V020

320 # wind direction (degrees)

1 # quality code

N

0072

00450 # sky ceiling height (meters)

1 # quality code

CN

010000 # visibility distance (meters)

1 # quality code

N9

-0128 # air temperature (degrees Celsius
x 10)

1 # quality code

-0139 # dew point temperature (degrees
Celsius x 10)

1 # quality code

10268 # atmospheric pressure
(hectopascals x 10)

1 # quality code




74+ — MapReduce

o };R&F'P Sk

0067011990999991950051507004.
0043011990999991950051512004.
0043011990999991950051518004.
0043012650999991949032412004.
0043012650999991949032418004.

..9999999N9+00001+99999999999...
..9999999N9+00221+99999999999...
..9999999N9-00111+99999999999...

..0500001N9+01111+99999999999...
..0500001N9+00781+99999999999...

¢ I\/Iap — 1%_3"”11';5 mP ‘z

(0, 0067011990999991950051507004...9999999N9+00001+99999999999...)

(106, 0043011990999991950051512004...9999999N9+00221+99999999999...)
(212, 0043011990999991950051518004...9999999N9-00111+99999999999...)
(318, 0043012650999991949032412004...0500001N9+01111+99999999999...)
(424, 0043012650999991949032418004...0500001N9+00781+99999999999...)




74 +r — MapReduce

 Map - shuffle

(1950, 0)

(1950, 22)
(1950, —11)
(1949, 111)
(1949, 78)

« Map - Output:<Key, Value>

(1949, [111, 78])
(1950, [0, 22, =11])




74 +r — MapReduce

 Reduce - Output: <Year, Max>

(1949, 111)
(1950, 22)

e Logical Flow

0043012650.. (318, 0043012650..
0043012650.. (424, 0043012650...

(1949, 111)
(1949, 78)

input | map | shuffle | reduce = output
0067071990.. [ 0,0067011990...) (1950, 0)
oomonioeo.| |0oscoorioss.) | |90 22 | foss, ooz | fasas i | fresan
. '"1] ' (1950, [0, 22,-117) (1950, 22) 1950,22
]

cat * | map.rb | sort | reduce.rb > output

* Z A 26 minon EC2 High-CPU Extra Large Instance




Combiner

On one mapper machine :

Mapoutput [l [l I B @ @O O

Combiner
replaces with:

Y Y
To reducer To reducer
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e Goal

* IDS Log Cloud Analysis System (called ICAS)
* Provide fast and high reliability of the system.




RELATED WORKS

e Alert Correlation
e EXisting IDS Types
« Hadoop




ALERT CORRELATION

 Alert correlation is an analysis process that
takes the alerts generated by IDS and creates
reports under its surveillance network.




EXISTING IDS TYPES

 NIDS: To monitor network spigot and to
detection exceptionally transmission behavior
by connecting to network hubs or network

switch

« HIDS: This is inseparable from operating system
and to detect and monitor malicious actives
such as system calls, file system changes,

application logs.




HADOOP  riEnbED

« Hadoop was inspired by Google’s MapReduce

and Google File System (GFS) papers.

« Hadoop is a powerful computing platforms,
which is used to process large-scale

computation and includes distributed file system.

 Enables applications to work with thousands of

nodes and petabytes of data.



http://hadoop.apache.org/

ALERT INTEGRATION
PROCEDURE

e System Architecture
 Analysis Format

* Input Format and Output Format

* Integrating IDS into Cloud Computing
Platforms




SYSTEM
ARCHITECTURE

TICAS Architecture

Analyzer L.ayer Data User
@ a7 Store Interface
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ANALYSIS FORMAT

* SNOrt [ [1:2189:3 BAD-TRAFFIC IP Proto 103 PIM [*]
[Classification: Detection of a non-standard protocol or event] [Priority:
2]
05/17-08:30:14.750704 140.110.138.253 -> 224.0.0.13
PIM TTL:1 TOS:0xCO 1D:4076 IpLen:20 DgmLen:58
[Xref => http://cve.mitre.org/cgi-bin/cvename.cgi?name=2003-
0567][Xref => http://www.securityfocus.com/bid/8211]

 [IDP8200

Time Received ## Src Addr ## Dst Addr ## Action ## Protocol ## Dst
Port ## interface ## Description ## Severity

2003/8/11

13:05,140.113.130.221,0.0.0.0,Accepted, TCP,65432,'interface=eth2',F
TP: Format String in Command,Major

e NK7Admin

NO. ## name ## from(address) ## to(address) ## start time ## total
## from(port) ## to(port)

1,TCP SYN,60.173.26.116,140.110.127.253,2011/3/1
14:41,1,6000,9415




INPUT FORMAT AND
OUTPUT FORMAT

 QOutput as <Key, Value> Pair
Key:
 <Src_ip —dst_ip>
Value:
e <date @@ time @@ class 1d @@ i1ds @@ s-id
@@ priority @@ port @@ description>
« ICAS will count these attack record as <
IDS Source; Alert Identification; Attack;

Class; Severity(1~3); Date; Time; from(IP
Addr.); to(IP Addr.); Port NO.>




SYSTEM
VISUALIZATION DEMO

e The Graph of ICAS Output

80.191.233.222 224.0.0.13
i Attempt \‘a\ Attempt iDetection
p [100000160] \\[IDOD{JUIGU] i [2189]
/4 | \
168.150.177.166 168.150.177.165 140.110.138.253

9 nodes.




DEMO WEBSITE

HTTP://CRAWLWEB2.NCHC.ORG.TW/ICAS-EN/INDEX.PHP

Explanation

Warning List

IDS means Intrusion Detection System, support as follows:

*snort =1
*IDP8200 =2
* NK7Admin = 3

P means priority, 1~3 , 1 is the most serious.

C means merge count

S means Snort Signature ID, for more detial please see http://www.snortid.com/ps

List

: only Snort support this function

Show 25 « 5EH bl
WIRIP HEIP AESGEFR ELTREFRA Hr22HEH
0.0.0.0 140.110.105.46  20110801_010900 20110801_045900 1 3 4 o ICMP SMURF
0.0.0.0 140.110.96.7 20110802_175100 20110802_175100 1 3 1 o ICMP SMURF
1.202.132.85 140.110.105.80  20110802_182800 20110802_182800 1 3 1 0 TCP SYN
1.202.132.85 140.110.127.253 20110802_182800 20110802_182800 1 3 1 ) TCP SYN
10.100.0.1 140.110.127.255 20110725_164900 20110729_164500 1 3 1 0 TCP SYN
101.68.222.132  140.110.127.189 20110805_121200 20110809_121200 1 3 1 0 TCP SYN
108.55.3.28 140.110.117.141 20110725_131500 20110802_120600 1 3 B 0 VULN MS Windows SChannel Security Remote
- = Code Execution
108.61.17.196  140.110.102.27  20110809_081700 20110809_081700 1 3 1 0 ZEL‘: ;(E'ecm?odn[’ws SChannel Security Remote
109.0.0.0 140.110.111.125 20110730_132800 20110730_132800 1 3 3 o ICMP SMURF
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What is Nutch
Why Nutch
Nutch’s Detalls
Let’s go

Outline

NLHL



What's Nutch

« Nutch®_- i®open source > 12Javak ¥ i
PEEGIE o TR ER P IR

5]?"'"}_% '»’3/7_1‘%'31 o
e 4% Lucene 3 & ;% B

78 #*+ Hadoop2.

93
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utch’s goals
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Why Nutch ?

5

— Opensource > F 3 7 *& &

/ A}

— ¥ 2 h A#Z P e drdatamining 1 E

95
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Who use Nutch

Public search engines using Nutch

Flease sort by name alphabetically

-*

-*

-

@ AcskAboutDil is awvertical search portal for the petroleum indust

@ Eaynote provides fres hostaed Mutch search for businesses.

@ EcThere EeSquare is an Event Search Engine for the San Fre
category and get details about events in 4 different wiews.

@ Eigsearch ca uses nutch open source software to deliver its se

@ Busy Tonight: Search for any event in the United States, by ke
from ariginal source Wweb sites.

@ Central BEudapest Search is a search engine for English langu:
events.

@ Circuit Scoutis a search engine for electrical circuits.

@ Comtec Search is a search engine for UK. Tour Operator Pack

& Coder-Zuche. de searchs for coding stuff like apis, documenta
english.

@ Comell University Library is collaborating with the research gro
padges based on Mutch. The nutch-based search engine is near tl

@ Cregtive Comimons is a search engine for creative commons |

@ Dadi260 Usee nutch search engine for providing search of Ch

@ Ecolhub Web Search an E. coli specific search engine based
thereby reducing the number of spurious hits. Searches can be o
More resources getting added.

@ Epivista is a search engine of epilepsy related web sites.

@ croscanner is a search engine for german adult stuff. Watching
NSFW)

.....MNMOore
(http://wiki.apache.org/nutch/PublicServers)

krugle e

mutch] Al v [ Anyarea ¥
Results
Code Search for nutch

Code Files 1-10 (out of about 1549 matching files)

Nutchjava | € | Creative Commons Tools | Apache-2.0
* [fauthor Jseacute;rsocirc;me Charron
g
public interface Hutch {

public static final String ORIGINAL CHAR ENCODING
"OriginalCharEncoding™;

Nutchjava | €| Huich | Apache-2.0

* Bauthor Jeeacute;rsocirc;me Charron

w4

public interface Hutch {

public static final String ORIGINAL CHAR ENCODING
"OriginalCharEncoding™;

NutchConfigurationjava | &  Nutch | Apache-2.0

S8 Ttility to create Hadoop {@link Configuration!s that include Hutch-specific
¥ rezources. */

public class HutchConfigquration {

private final static 3tring EEY = HutchConfiquration.class.getName();

private HutchConfiquration() {} // singleton

NutchJohjava 2 | Nutch | Apache-2.0 | Show Clones
import org.apache.hadoop.wapred. JobCont;
S5 & {@link JobConf} for Hutch jobs. */
public class HutchJob extends JobConf {
public Hutchlob(Configquration conf)

super (conf, Wutchdob.class);
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1) 2 = 4= 4:URL & ©
2) %‘URL% S Crawldb__ '7-' .....................................................
1.) inject start urls -

—-inject

3) ¥4 crawldbi® = B~
7+ 8 ——generate

4) L FPRB~ o BT P

. {2 generate segment w
= ———fetch icuntams urls scheduled for fetching) ( _\

Index

5.) update crawlDB with new extracted urls

content parser

T

lucene query

%

D) * EBF|hE o T {

#rcrawlDB-——updatedb : fetch list fetched content
6) £4F 73~ 3 |
AT Uﬂ%l\ﬁ’*«#fi

7) { #7linkdb ———1nvert11n ; 31 fech conter
8) == &3

A TRt 170 [o: GO SOt USRS ,

) * AT PR EF AT
10) #-* = %254 % lucene & 34
11) £Ew &%




Plugin

« 2z conf/nutch-site.xmlnplugin.includes/g 1+
o Anutchz &~ 5 2. 3L H # 5

- “parse-xx" :4v > fRTXXHR R 5 A g

- “protocol -xx” :dv > f gt TR TR R S T

parse-text parse-msword protocol-file
parse-ext parse-msexcel protocol-ftp
parse-html parse-pdf protocol-http
parse-js parse-rss protocol-httpclient
parse-mp3 parse-00

parse-zip parse-swf

parse-rtf parse-mspowerpoint )

99
- _ NCHCY)
http://wiki.apache.org/nutch/PluginCentral



International

“FSRAFETRETE R E R LY
the page header
— src/web/include/language/header.xml

the "about" page
— src/web/pages/lang/about.xml

the "search" page

— src/web/pages/lang/search.xml
the "help" page

— src/web/pages/lang/help.xml

text for search results
— src/web/locale/org/nutch/jsp/search_lang.properties

NEHEY



No ! Nutch

o LI T WEA LT LiFE N Tl
o drobots.txt?c fweb }
e robots.txt

User-agent: Nutch
Disallow: /

NCHLC
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References..

e Nutch Website
— http://lucene.apache.org/nutch/

e Nutch wiki
— http://wiki.apache.org/nutch/

* Nutch API

— http://lucene.apache.org/nutch/apidocs-
1.0/index.html

NCHLE®


http://lucene.apache.org/nutch/
http://wiki.apache.org/nutch/
http://lucene.apache.org/nutch/apidocs-1.0/index.html
http://lucene.apache.org/nutch/apidocs-1.0/index.html
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e 23 March 2009 - Apache Nutch 1.0
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IR
step 1 @ FHadoop &
step 2 THiElZE
2.1 T&#; nutch TA5MERE
2.2 giBhadoop, nutch B #E45H

step 3 $RIEEELE
2.1 hadoop-env.sh

2.2 hadoop-site. xml

2.3 nutch-site, xml

3.4 slaves

3.5 crawl-urifilter. txt

2.6 regex-urlfilter. txt

3.7 E{EEEE R —5node
step 4 ghfrnutch

4.1 iRiFLrhig &

4.2 HEEBEIIHDFS

4,2 ghiTnutch crawl
step S HEHESEE

5.1 F#EEtomecat

5.1 tomcat serveriz g

5.3 TEtcrawlis e

5.4 ErEnuichayEi s |BEE mE|tomeat

5.5 BEESS | ERTHHRRE

E.& Er@htomcat =







Hadoop)s * - Crawlzilla
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e

= www.nchc.org.tw
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FHF 5 HF:F TR - Phasel

e Crawl

iIng the Web

List of Links

=

Crawler visits the web
pages of the links

Page Contents




FHF N HFF TR - Phase?

 Building the Index Pool

Page Contents |:> Index Pool

Parse Contents




F 3 #F:FiThIE - Phase3

e Serving Queries

-

? ‘ & l :
‘j}{l- I:> |nﬁeX Poo: Return Results

User Sent a Query Search from Index Pool




What 1s Crawlzilla?

« Crawlzilla 7%
— 122009#E 4 E 5z hi
— Crawlzilla 1220105 22 i #E 48 & 5 hik F 58 5B 22 Fh TN BE
- RHEEZEREEEE T  BREUESS(ZNESHTA
- EHESIENEZEGE - BS5|ZEEREEN—HB 74




Why Crawlzilla?

o B IHFIIEFIJT AL ER IR

o &% Opensourcez > FF5IF PP L 3
s FHEEBFERT S

o &% Crawlzillai gk

— Opensource® % » # % ¥ ¥ k p & chf RGP R4
—- R PFE FEREZEERR

— AR TRE SRR AREE

-~ AV LW RBLERER




Crawlzilla 3% it 4 & 34

check_sunJava

Crawlzilla need Sun Java JDK 1.6.x or above version

System has Sun Java 1.6 above version.

System has ssh.

System has ssh Server (sshd).

System has dialog.

Welcome to use Crawlzilla, this install program will create a new accunt and to
assist you to setup the password of crawler.

Set password for crawler:

password:

keyin the password again:
password:

Master IP address is: 146.116.138.186
Master MAC address is: ©8:00:27:99:4d:09
Please confirm the install infomation of above : 1.Yes 2.No

(1) Easy to Deploy Crawling Cluster Environment

Please choose what you want to do:

luster_statusfilCheck cluster state) Crawl

Manage  System | Setup | Logout

Fast Startup/Stop all Sevices How To Use.

Set datanode & tasktracker 1. Input Index Pool Name

Set namenode & jobtracker 4 UL foee beidn cranl B
1w e o1,

Startup/Shutdown/Restart Tomcat i mse

Change Tomcat port oy fenci iy st

X e, ‘nutche:
Change language 3. Chpncw Depth, then Submit !
Client Install Steps
Exit

O~ twnn —h

Index Pool Name

Index Pool Name

Input Crawl URLs

Input Crawi URLs

Crawl Depth Setup
Choose Craw Depth (il x

(2) Easy to Manage (3) Easy to Use
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Web Ul ( Crawlzilla Website + Search Engine)

JSP + Servlet +

Lucene

_cm— P

- _—

Crawlzilla System Management

4 N\ ( N
Hadoop

o
p-

Tomcat
PC1 }[ PC2 M PC3
\_ VA" y
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e /60 wipwrs ¢ oz o

Hits 1-10 (out of about 760 total matching pages):

_ﬁiglg"%\:)\t‘ {7,4,\3‘—?1«45‘;53 ,@5&%3 -7

4 43 ;ﬁ&'ﬁ %‘% R i

3 | Search | help

Bt | *REE

° .‘:—, i& $ &'3 :/ Fa: ﬁ )i Hits 1-11 (out of about 43 total matching pages):
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Resources

Crawlzilla @ Google Code Project Hosting (¥ <~ #.p F)

— http://lcode.google.com/p/crawlzilla/

Crawlzilla @ SourceForge(& <~ #p E)

— http://sourceforge.net/p/crawlzilla/home/

Crawlzilla User Group @ Google

— http://groups.google.com/group/crawlzilla-user

NCHC Cloud Computing Research Group

— http://trac.nchc.org.tw/cloud
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Big Data Programming using
Map/Reduce-HDFS in Hadoop
 Big Data

« Hadoop
— MapReduce
— HDFS
— Namenode, DataNode
— Jobtracker, Tasktracker
— Programming




Resources

e NCHC Cloud Trac
— http://trac.nchc.org.tw/cloud

e Hadoop #5% & &
— http://hadoop.nchc.org.tw/

* - & Hadoop #iFitm %
— http://forum.hadoop.tw/

¢« HE B HE

— https://www.facebook.com/groups/hadoop.tw/



http://trac.nchc.org.tw/cloud
http://hadoop.nchc.org.tw/
http://forum.hadoop.tw/
https://www.facebook.com/groups/hadoop.tw/

Ref.

e Apache™ Hadoop®!

— http://hadoop.apache.org/

e hdfs-federation-nadoop-summit2011

— http://www.slideshare.net/huguk/hdfs-federation-hadoop-summit2011

« Hadoop: The Definitive Guide

— http://www.amazon.com/Hadoop-Definitive-Guide-Tom-White/dp/0596521979

« Hadoop in Action

— http://manning.com/lam/

Click to LOOK |N5[DE__!
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http://manning.com/lam/
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