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Application The use of software, data, or commands to take advantage of a weakness in an Internet- Media
facing computer system or program in order to cause unintended or unanticipated behavior.
N \  Command-Line The weakness in the system can be a bug, a glitch, or a design vulnerability. These Clipboard Connection Data
Services \\ Interface applications are often websites, but can include databases (like SOL)“], standard services Data Proxy Encrypted
\ (like smBl or SSH), and any other applications with Internet accessible open sockets, such
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include Exploitation for Defense Evasion.

If an application is hosted on cloud-based infrastructure, then exploiting it may lead to
compromise of the underlying instance. This can allow an adversary a path to access the

cloud APIs or to take advantage of weak identity and access management policies.
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NGFW / ISFW, VPN, 2FA, Sandbox, Sandbox, Sandbox, Sandbox, NGFW / ISFW, VPN, 2FA,
Secure LAN / WLAN, Honeypot, Honeypot, Honeypot, Honeypot, Web App FW

Secure Email GW, EPP / EDR EPP / EDR EPP / EDR EPP / EDR IPS,

Web App FW, AV (create account, IPS AV, IPS, WF Credential Stuffing
Secure Web GW / Isolator,  (PowerShell, bypass user account  (process injection, (disable security (account manipulation,
EPP / EDR scripting) controls) launch daemons, brute  tools, del / hidden brute force)

AV, IPS, WF force) files / folders)

(phishing, attachment,
removable media, app
exploit, drive-bys)

Security Operation Monitoring, Network Operation Monitoring, SIEM, NTA, IOC, Threat Intelligent DB

2338 R EisE < Bl

NGFW / ISFW, NGFW / ISFW, EPP / EDR, NGFW, NGFW, DDOS prevention
Sandbox, Sandbox, Secure Email GW Sandbox, Sandbox, EDR
Honeypot, Honeypot, DLP Honeypot, Honeypot, (data encryption/
EPP / EDR EPP /EDR (removable media, email, EPP/EDR EPP /EDR destruction, DDOS)
AV, IPS AV, IPS screen / video capture) IP / Domain / URL DLP, IP/ Domain /
(IP / Port scans, (remote services, file Filtering, AppCitrl URL Filtering,
discovery) copy, logon scripts, (connection proxy, AppCtrl

SSH hijacking) remote access tools) (data transfer, network

/ physical)
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What is a SIEM?

SIEM - §ecurity !nformation & Event Management

SIM SEM
+

(Security Information Management) (Security Event Management)
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BE SOC #'th {4 NOC 91

Log Ingestion, Parsing and Storage Real-Time Infrastructure Discovery CMDB
File Integrity Monitoring | Network and Interface Utilization
Patented Log Analytics CPU, Memory, Disk Performance Monitoring
Incident Management, Ticketing and Response Availability Monitoring
Dynamic Identity and Location Report Storage Monitoring
External Threat Feed Intelligence Integration | Change monitoring — config., installed software
Reporting and Compliance — Built in/Custom | Infrastructure and User Application Monitoring
Rule and Statistical Anomaly Based Reporting Synthetic Transaction Monitoring

Cross Correlated in Real-Time
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W2 syslog ~ flows 218 - = BER AR EIMA CMDB

Bt I BEROAR BEIEE SCMDB MERE =IfF

. © 2 7 6 2 0 0 0

Routers Firewalls Windows Unix ESX AWS Azure
CMDB > Devices
¥ Network Device o - D - =

HiE RE | Ak | EREB ALY | Q S@mE- | E 2 K <€ 11 19 > N
Firewall

#is IP T AR EE BiFE= Bk RERAEE QéF
Router Switch [ 2 o = L = =

HLEMRSVR2 10.2.0.217 Microsoft Windows Server ... Approved Jun 18 2020, 03:16:23 PM AGENT windows Ra
VPN Gateway

HP-Core-SW 192.168.64.253 HP 3Com Switch Approved Jul 09 2020, 02:45:08 PM SNMP, PING
Network IPS

HP-Core-SW2 192.168.64.254 HP 3Com Switch Approved Jul 09 2020, 02:41:44 PM SNMP, PING
SEeEnyy EaliEEy Kaspersky-Manager 10.2.0.110 Kaspersky Security Center Approved Jun 18 2020, 03:26:48 PM LOG
WLAN Controller MDA 10.2.0.121 Microsoft Windows Server ... Approved Jun 18 2020, 04:31:43 PM AGENT windows R
WLAN AP MRI-FW 10.2.71.253 Fortinet FortiOs Approved Jun 19 2020, 05:15:03 PM LOG

»

Load Balancer

BE Bt B8 =~ EiE- GAEEES M BE HEERE AV
Multiplexer ‘
Printers —REiE Health Overview
Voice Gateway #i8: HP-Core-5W2 Availability Health: @ Up

Access IP: 192.168.64.254 Performance Health: @ Normal
WAN Accelerator
B|ERI: HP 3Com Switch
Metwork Segment Version: 7.1.045 Incidents(last 24 hrs)
- Server BUZE. 5000AF-48XGT4QSFPPlus By Severity: High: 0 Medium: 9 lLow: 0

Importance: EEM By Category: Availability: 0
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@ SRk |w BB AL ERITEE ESCMDB WMWEHEREE SIFf O RKEEE

FESRE > WER DHEN FEIRE ZSEASH EB/WEE STM  FEMEERE Windows IR Linux BRI

SE 1: BAREAN FRANES X
e =5 | MR =gl e=1atl M < 1/1 4 > N
#iE Name:  Firewall-HTTPS

Firewall-HTTPS

Device Type: : ;
Firewall-SNMP yp Fortinet FortiOS «

Firewall-SSH Access Protocol: HTTPS W
snmp-genric
Port: 443
F8 2: WA PN ERERE SN
URI:  /login
gig | g BB B~ zs o < 1/1 4 >
Password config: Manual
ZE/IP/IPEHE Y lEnss
192.168.64.254 User Mame: admin genric
10.2.71.230 genric
FE:EI 10.2.96.220 PaSS‘NOrd: XXX E] genric
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Citrix-WAF 192.168.71.253 Citrix MetScaler Approved Jun 19 2020, 10:01:16 AM LOG Mormal
FGZ00B3912612260 10.2.6.203 Fortinet Fortios Approved Jun 19 2020, 05:14:27 PM LOG Normal
FW-DMZ-EXT_140D 10.2.96.210 Fortinet Fortios Approved Jun 18 2020, 01:45:37 PM LOG Mormal
FW-Internet_500D 10.2.96.220 Fortinet FortiQs Approved Jun 18 2020, 01:45:14 PM LOG Normal
FW-Internet_501E 10.2.71.230 Fortinet FortiQs Approved Jun 18 2020, 11:02:03 AM LOG Critical
Fw-wifi_1000D 192.168.64.251 Fortinet FortiQs Approved Jun 18 2020, 02:42:40 PM LOG MNormal
HL-FW 10.2.71.241 Fortinet Fortios Approved Jun 18 2020, 11:01:33 AM LOG Normal
MRI-FW/ 10.2.71.253 Fortinet Fortios Approved Jun 19 2020, 05:15:03 PM LOG Mormal
FortiSIEM-Super 10.2.71.222 Fortinet FortiSIEM Approved Jun 10 2020, 12:17:14 PM LOG Critical
FortiSIEM-Collector 10.2.71.221 Generic Unix Approved Jun 10 2020, 03:44:02 PM LOG Critical
HP-Core-5W 192.168.64.253 HP 2Com Switch Approved Jul 09 2020, 02:45:08 PM SNME, PING Mormal
HP-Core-SW2 192.168.64.254 HP 3Com Switch Approved Jul 09 2020, 02:41:44 PM SNMP, PING Marmal Normal
Kaspersky-Manager 10.2.0.110 Kaspersky Security Center  Approved Jun 18 2020, 03:26:48 PM LOG Mormal
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{#EEHAREE for HP-Core-SW2

& g | A REEYREE for HP-Core-SW2 =
Pe
= EERE U
Availability Status: @ Up _
TG 438 EV .
B 2 Performance Status: @ Normal _ ins)
N Uptime: Uptime % (30 d): Ping Round Trip: 1 ms )
o8 RE B
Events Per Second (Avg): 1.52 EEEMW (Last 24 hrs): High: 0 Medium: 9 Low: 0
51 mins)
N Top 10 Interface Utilization Q 2
e
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Upl &8 BEWAE HERE U Bps FIXEE(Bps)
CP! Ten-GigabitEthernet3/0/10 6.08% 0.92% 61Mbps 9Mbps
Me Ten-GigabitEthernet3/0/14 1.85% 1.89% 18Mbps 19Mbps
Ten-GigabitEthernet3/0/33 1.65% 0.02% 165Mbps 2Mbps
Ten-GigabitEthernet1/0/14 1.45% 0.10% 145Mbps 10Mbps
Ten-GigabitEthernet2/0/12 1.24% 0.98% 12Mbps 10Mbps
Sy Ten-GigabitEthernet2/0/32 1.24% 0.26% 124Mbps 26Mbps
Ten-GigabitEthernet3/0/44 1.14% 0.13% 114Mbps 13Mbps
==RTINET. Ten-GigabitEthernet1/0/38 0.85% 0.42% 85Mbps 42Mbps v
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I (s) Dynamically generated host name: Detects algorthmically generated host name in network traffic - malware often use I Svstem 2
» Watch Lists I malware likely algorithmically generated host names to communicate. o I Lt
» Protocols L————————————————*m“m“_mm““m . I N

to unauthorized DNS servers. Authorized DNS servers are represented by

s) End User DNS Queries to Unauthorized
(5) Q group. In a typical scenario, end hosts always send DNS requests to auth

DNS Servers

P Event Types

®

which in turn communicate to other DNS servers - so this behavior may inbrcareTmecware
running on the end host.

-
| |
Detects a scenarilo where a host, that is itself not an DNSuserver, is s?ndi Eﬁ/\\ 1|2 14: Fﬁ 1E @;n YNV *ﬁ
requests. Authorized DNS servers are represented by the "DNS Server” gr NG N {t === HL—, ] i

scenario, the frequency of end host DNS requests is not high unless, ther J

P Malware Domains

» Malware IPs

P Malware URLs (s) Excessive End User DNS Queries

em————————

™ Heliveos Erssessss this might indicate the presence of malware on the end host. I
» Country Groups Detects a scenario where a host, that is itself not an authorized mail gateway, is sending I
(s) Excessive End User Mail excessive emails (more than 20 emails in 2 minutes). This behavior may indicate malware Systern

» Malware Hash running on an end host that is trying to send spam or privileged information to its own set of I L

mail servers (which may be compromised). I
’Defaultpassword . 8 N N N &N &N _§ &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &8 &R &8 &8 &R &8 §B §B B |

Detects a scenario where a host, that is itself not an authorized mail gateway, is
»  Anonymity Network unsuccessfully trying to send excessive emails to unauthorized mail gateways. Authorized

) . . . . mail gatewavs are represented by the "Mail Gatewav" group. Such requests would be typically N
P User Agents < >
Remediations
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¥= TASKS &3 ADMIN

BB Overview [+ Risk

¢ Action + i= List by Incident +

Sudden Increase in User ... (26)

Sudden Change In DNS D... (16) Heavy UDP Host Scan (75)

Targeted System/Applic...

Incidents for Concurrent VPN Authentications To Same Accou

Severity
Category

Jul 17 2020, 09:08:30 AM
Jul 17 2020, 00:17:00 AM

wvlast Occurred Incident

Details Events Rule Subpattern: VPNLogonDistinctCity v

L Explorer

Excessive End User Mail (24

Multiple Logon Failures: ...

Concurrent VPN Authenticatio...

Concurrent VPN Authenticatio...

ata Attacks | £ 1 minute v Q Search «

Top Impacted Incidents

High Severity Inbound P... (78)

14)

Sudden User Location Ch...

Multiple IPS Detected Sc... (17) VNC from Internet

nt From Different Cities

Reporting Source Target

FW-DMZ-EXT_140D
FW-DMZ-EXT_140D
[ show Event Type

Auto expand O Wrap Raw Events

Event Receive Time Event Name Source IP Source Country Source City User
Jul 17 2020, 09:02:43 AM FortiGate ssl vpn user tunnel ... M 125.227.172.68 Taiwan Taipei City hlids004
Jul 17 2020, 09:07:33 AM FortiGate ssl vpn user tunnel ... Bl 110. Zhushan Township hlids0Q4

=RTINET

System Exploit Detected... (17)

Concurrent VPN Authent... (72)

User: hlids004

[ show Raw Event Only

Sudden Increase in ICMP...

10) Brute Force Host Login S...

Detail

User: 20007

Lt Compare Distribution

Reporting Device  Reporting IP
FW-DMZ-EXT_140D 10.2.96.210
N-DM7-EXT_140D 10.2.96.210

TrilsE

Heavy UDP Host Scan On...

~arvad
servea.
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(s Qs Q1 fzQzQ1 Q4] 1320 | 21 B 28 240941423 n.n . 6 | 27 22l,,

Jul 9th, 2020 15:00 15 30 16 00 16;30
o Q (30/30) ] Q (5/5) P Q (1184/1184) ERE Q (2/2)
Traffic to Emerging Threat IP List 600 [Empty] 1273 192.168.132.252 162 [Empty] 1266
High Severity Outbound Permitted ... 180 hp-core-sw2 3 10.2.28.66 92 hp 13
Blacklist User Agent Match 163 hissvr 1 10.2.66.203 78
Inappropriate Website access 99 mda 1 10.2.130.99 76
Sudden Increase In Permitted Traff... 46 fw-internet_500d 1 10.2.4.133 72
Remote Desktop from Internet 44 10.2.129.64 71
HAEESEHR M € 164 1279 ¥ M
pEtE - L. . e g e
il v ERE—REE EESH F5a5 AR Bi% Ez g SESHHE B RER TR RS
Jul 09 2020, 04:53:00 PM Inappropriate Website access Policy Violation 172.16.128.78 Web Site Category: ... Active Open
Jul 09 2020, 04:53:00 PM Excessive Denied DNS Queries Command and Control  10.2.11.68 Triggered Event Cou... Active Open
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