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2010 ZH John Kindervag &

THE ZERO TRUST DICTIONARY

An authoritative lexicon on Zero Trust terminology

THE ZERC TRUST

Zero Trust is everywhere. Everyone is talking about it and writing DICTIONARY

AG about it. That's why we have summarized the most essential AN AUTHORATIVE L€
ERO TRUST information about authentic Zero Trust in one authoritative lexicon.
VICE PRESIDENT If you're looking for structured information about this security

ITY STRATEGY strategy, this is a must-read.

In this edition we cover the following topics:

The key concepts of Zero Trust

Design principles of a Zero Trust network
5 steps to implementing Zero Trust

Zero Trust terms explained

() The Zero Trust Maturity model

Zero Trust is a powerful concept, but the recent hype surrounding it has led
to numerous interpretations. Agreeing to a term set that defines the concept
will greatly improve the ease with which we can then implement this Zero
Trust strategy. This is why we'd like to introduce the Zero Trust dictionary,

an authoritative lexicon with definitions and terminology defined by John
Kindervag, the Creator of Zero Trust.
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Microsoft 365

How Microsoft i)
does Zero Trust

How Microsoft does Zero
Trust

Microsoft 365 @
BB 8 - 8153% - 7 [@EHAY

=
FE

Planning a Secure Future: How Enterprises Can
Effectively Operate Zero Trust Environments

from Forraser

Your Guest Soaker from
Mano| Sharma Dr. Chase Cunningham
Techrucal Dwector, Symaniec Principal Anatyst. Forrester

v, Webinar - How Enterprises
™= Can Effectively Operate Zero...

Symantec
EEWRE - 6197 - 8 EHA

ZERO TRUST WEBINAR

P
.' -
Implementing a Zero Trust Model —

What, Why and How?

Michael Dubinsky
Head of Prodsst Managerment. Zeso Trust
Symantes Enterprise Onision

Webinar - The What, Why and
How of Implementing a Zero...

Symantec
HERE - 943 - 9 AR

How Zero Trust improves
security and the user...

Cisco Nederland
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The Darknet

DARKNET

'h Zscaler Zero Trust Webinar

BytesTechnology
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Analyst Program J

How to Create a Comprehensive
Zero Trust Strategy
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Cisco @
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in Kubernetes
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National Institute of

20208H - NIST 276 SP 800-207 12 £+ NEI-3',3’7'5’:;3?”1‘22?’0?%‘!',:;11?
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EMTHGBSE  HES iﬂESZFWAzT%KE 60 XA - SlEE N ZTA
( Zero Trust Architecture ) FIETE - T2%E NIST Z2ENHIE5IE A
Eniﬁ q

FH NIST 2% SP 800 - EEanT: Order on Improvmcr the
DEARIE o Nation’s vaersecul ity

ESIDENTIAL ACTIONS Sec. 3. Modernizing Federal Government Cybersecurity.

IR ZTANEE

: : . (a) To keep pace with today’s dynamic and increasingly
By the authority vested in me as President by the Constitution and the laws| . Y =
the United States of America, it is hereby ordered as follows: threat environment, the Federal Government must take de
s persistent and increasingly modernize its approach to cybersecurity, including by iner
u thq ~ s I T . . . .
"| Government’s visibility into threats, while protecting privg
1
liberties. The Federal Government must adopt security be

advance toward|Zero Trust Architecture| accelerate mover

o cloud services, including Software as a Service (SaaS), Infr
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MALWARE
THREAT
SOPHISTICATION

NON-MALWARE
ATTACKS

HARDER TO PREVENT
& DETECT

TERRORISTS HACKTIVISTS/ CYBER- ORGANIZED NATION-

VIGILANTES CRIMINALS CRIMINAL GANGS STATES
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Process blocked

Critical

Impact nhibit System Recovery

of ransomware activity

Associated 10C (SHA256)
d7577f 316

Associated File

arddiskVolume1\Windows\Sys

in.exe

vssadmin.exe Delete Shadows fAll /Quiet
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powershell.exe
Unassigned b % Comment

[ cs.vic-04 Network Contain

Z_‘e‘,’-: Connect to Host
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I e B % 52 17 -
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Actors

Q Target Countries: * 18 actors found | X
Origin Target Industries Target Countries Motivation

China 14 Government 14 United States 99 Espionage 17
Russian Federation 2 Aerospace 13 Germany 41 Criminal 3
Eastern Europe 1 Technology 10 United Kingdom a6

India 1 Telecommunications 10 Japan 33
North Korea 1 Financial Services 8 France 29
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Detections Dashboard
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@g Identity Protection [ Q search A =

Insights Identity-Based Incidents Policy Reports Threat Hunter System Notifications Administration Q, Search for identities and mc.dents‘

Overview Users Endpoints Events Analysis
—
Goal Reduce Attack Surface v Scope v Save As v
Accounts 10805
8 9 Users 5298
.
Endpoints 5507
Privileged 7
H |gh Consequences
Severity Risk Likelihood of Exploitation Consequences
. High Vulnerable 0S Possible Major ~
Some machines in the network have an old OS version with known vulnerabilities. In addition, those ® Upgrade every machine to Windows 8.1/ Windows Server 2012 or above.

machines do not receive regular security updates.

Show Related Entities

/ _
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@g Identity Protection [ Q search .‘. = A

Insights Identity-Based Incidents Policy Reports Threat Hunter System Notifications Administration

Q, Search for identities and |m:|dents‘

Overview Priv e En R
—
Goal Reduce Attack Surface v Scope v Save As v
- = ! [ Accounts 10805
8 9 g Users 5298
' g @
g’ } 9 Endpoints 5507
A - .
Privileged 7
. 9. May
High Consequences
Severity Risk Likelihood of Exploitation Consequences
. High Vulnerable 0S Possible Major ~
Some machines in the network have an old OS version with known vulnerabilities. In addition, those ® Upgrade every machine to Windows 8.1/ Windows Server 2012 or above.
machines do not receive regular security updates.
Show Related Entities

S 5
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HESHREMEES

Severity Risk ikelihood of Exploitation Consequences

. High Vulnerable OS Possible Major v
Medium Compromised Password Likely Minor v
Medium SMB Signing Disabled Possible Moderate v
Medium LDAPS Channel Binding is not Required Possible Moderate v
Medium LDAP Signing is not Required Possible Moderate v
Medium NTLMv2 Compatibility Unlikely Major v

. Low Stealthy Privileges Unlikely Moderate v

‘ Low Attack Path to a Privileged Account Unlikely Moderate v
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Severity Risk

. High Vulnerable 0OS

Some machines in the network have an old OS version with known vulnerabilities. In addition, those

machines do not receive regular security updates.

Medium Compromised Password

Some accounts have passwords that are known to be compromised. Compromised passwords are usually
collected from known password breaches or contain commonly used phrases, and are easy to guess.

Medium SMB Signing Disabled

Likelihood of Exploitation Consequences

Possible Major A

® Upgrade every machine to Windows 8.1/ Windows Server 2012 or above.

Show Related Entities

Likely Minor ~

® Require all users with compromised passwords to change their password and create a new stronger password
® |f there are privileged accounts with compromised password, prioritize them first

® Create Falcon Identity Protection policy to require users to change compromised passwords

Possible Moderate v
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Severity Risk Likelihood of Exploitation Consequences

. High Vulnerable 0OS Possible Major 4 A
.

Some machines in the network have an old OS version with known vulnerabilities. In addition, those ® Upgrade every machine to Windows 8.1/ Windows Server 2012 or above.

machines do not receive regular security updates.

Show Related Entities

Minor ~

Medium Compromised Password

Some accounts have passwords that are known to be compromised. Compt all users with compromised passwords to change their password and create a new stronger password

collected from known password breaches or contain commonly used phrases, and are easy to guess. ¢ [fthere are privileged accounts with compromised password, prioritize them first

® Create Falcon Identity Protection policy to require users to change compromised passwords

Medium SMB Signing Disabled Possible Moderate v
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Severity Risk

. High Vulnerable OS

Some machines in the network have an old O

machines do not receive regular security upd§isss

Medium Compromised Password

Some accounts have passwords that are known to be compromised. Compromised passwords are usually
collected from known password breaches or contain commonly used phrases, and are easy to guess.

Medium SMB Signing Disabled

liRelated Entities

Vulnerable OS

N

csv Save As Custom Insights
AN
Type Primary Secondary Attributes Score Vv
LABSRV-1-WS03 labsrv-1-ws03.lab.corp
LABSRV-3 labsrv-3.lab.corp
LABPC-4-2-XPPRO labpc-4-2-xppro.lab.corp
LABPC-4-XPPRO labpc-4-xppro.lab.corp
LABPC-1-WIN7 labpe-1-win7.lab.corp
Possible Moderate v

2021 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.
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A B C D E F G H | ] K L M a

What] 1 |Type _lURL Dizplay Ma Name Departmen Crg, Unit Domain Eisk Score Unmanage Frivileged Dizabled  Stale Pazzwa
Semd 2 |ENDPOIN hitps:ifalec LABPCA-Ilabpe-4-zppro.dab.corrlab.corp/lLa LAB.COR] 59 FALSE  FALSE  FALSE  TRUE  FALS Bicsv | Save As Custom Insights
machl 3 |ENDPOIN https:/falcc LAEPC-1-"1abpc-1-win7.lab.corp lab.corp/La LAB.CORI 5 FALSE FALSE FALSE TRUE FALY

4 |ENDFOIN hitpe:ifalce LAEFC4 S labpe4 -2 -xpproJab.cclabcormdLa LAE.CORL 59 FALSE FALSE FALSE TRUE FALY Score 4
Lated] 5 |ENDPCIN hitps:ifalce LABSRV-2labsrv-3.lab.comp lab.corp/La LAB.CORI 59 FALSE FALSE  FALSE TRUE FALS

6 |ENDFOIN httpe:ifalos LABSEV -1labsrv-1-ws03 lab.corplab.corp/La LAB.CORE 6.5 FALSE FALSE FALSE TRUE FALY .
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10
What 50

11 5.
Solr‘ne 12
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‘ Medium SMB Signing Disabled Possible Moderate v
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Medium Compromised Password Unlikely - Major
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5
BBz 2= E X Troy Hunt7E201 352 1IATHave | Been Pwned ( HIBP ) M2
ZEERNEASD (NCA ) R #Have | Been Pwned ( HIBP ) TEBS8EEH5 2TBEH - Bl I . . N
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Oh no — pwned!
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Insights |dentity-Based Incidents Policy Reports Threat Hunter Sy

Privileged Users Endpoints isk Analysis Events Analysis

Last Week

- Using Unmanaged Password
Privileged

W 9
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Insights Identity-Based Incidents Policy Reports Threat Hunter System Notifications Administration Q_ Search for identities and

Privileged Users Endpoints Risk Analysis Events Analysis Custom Insights

Last Week v

Using Unmanaged Password Never Compromised GPO Efpesedl
Privileged Stealthy Stale High Risk | [=r
Endpoints Expires Password PasSio

Wiv 9 i 4 @1 &o 006 &o

20

Privileged

Show Logarithmic

Currently 9/5305 1 8
Type Primary Secondary Department Org. Unit Attributes Score ¥

supervisor CONTOSO.CORP\supervisor contoso.corp/contoso
Administrator CONTOSO.CORP\Administrator
Administrator LAB.CORP\Administrator
Administrator CSDOMAIN.CORP\Administrator
domainuser8 LAB.CORP\domainuser8 lab.corp/LAB_Users
admin LAB.CORP\admin lab.corp/TestOU

Administrator MYHOME.COM\Administrator
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Insights Identity-Based Incidents Policy Reports Threat Hunter System Notifications Administration Q, Search for identities and incidents

Identity-Based Incidents Exceptions Show Informational Incidents All Time

New

Open

Auto Resolved

Resolved

Suppress

Y Add Filter W )/

6 Incidents

Incident Type Entities Involved Last Update Time &  Severity ID Status

Possible Compromised Endpoint May 30th 2022 . High INC-4311

Potential Risky Activity Mayjlothia022 Low INC-83

May 17th 2022

Suspicious Domain Activity Medium INC-36

and 12 more

Administrator May 17th 2022
and 34 more

Suspicious Domain Activity Low INC-29

B Mav Gth 2022

2021 CROWDSTRIKE, INC. ALL
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Insights Identity-Based Incidents Policy Reports Threat Hunter 5 for identities and incidents

 FAELY

Identity-Based Incidents Exceptions ~ ~ Vs
— 3838 o] LU & PR 1S
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Medium Attack Path to a Privileged Account

This non-privileged account has an attack path to a privileged account, which can be traversedto ~ ® Review the attack path and examine which connections can be removed.
compromise the privileged account's credentials. ® Ensure privileged accounts only log into protected endpoints.

® Remove unwanted local admin privileges.

WIS TEST has one or more attack paths available to the privileged account Enterprise Key Admins. For example:

MIS-TEST is a (direct/indirect) member of GROUP-1
GROUP-1 permitted to reset Enterprise Key Admins's password.

Enterprise Key Admins permitted to replicate domain information, including hashes.
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