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IDC Global Threat Report 2023

DNS ATTACKS BUSINESS IMPACTS
TARGET ALL INDUSTRIES ARE DEVASTATING

90% A~ 73% Crmremiciony -
Organizations attacked

$11 M7~ 3 2% Loseiciporing
average cost per attack
7.5 7~ 29% rsoen

attacks per organization
on average
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DNS+DHCP
(Infoblox Microsoft Linux)
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Integrated Product Suite
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DNS. DHCP NETWORK APPLICATION
' TRAFFIC
2 IPAM DNS SECURITY ATaRK | TRAFFC

DDI

IPAM, VRF, VLAN, Apps
& Network Services

MVSM
Multi-Vendor DNS DHCP
Services Management

DNS Firewall NetChange

IPLocator
Network Discovery

GSLB

Global Server Load
Balancing

DNS Guardian

Device Manager
Device Deployment
Management

NetChange
Network Discovery
& Configuration

DNS Cloud

SPX DNS Blast

RIR Declaration Management

Identity Manager

Unified Database & Advanced Reporting
Physical & Virtual SOLIDserver Appliance
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Cloud Apps

Salesforce, Office 365,
G Suite, etc.
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|DI Remote
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Apps & Network Access
Services
SD-WA ¢
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Security

Cloud Infrastructure
Public/Private

Network DDI, VRF,
Configuration VLAN
& Apps

Device Network
Manager Discovery

Hyper-Automation
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TOP 10 LIST : ALERTS

State
Rais:

Alert Name
DNS Threat Detected!

Begin date
26/09/2017 13:49:00

Severity

ed Crash
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254
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Received Sent Load average (1m) Load average (5m) Load average (15m) Threads
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Bytes /s % Connexions
- - 1.0
180m ~ 900m ~
160m — 800m —
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100m 500m
80m 400m
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20m 100m -
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Network Services SDS-570 | SDS-1170 | SDS-2270 | SDS-3370 | BLAST-4070 | BLAST-5070 BLAST-5570

DNS Service (with or without Guardian)

Tracked IP Addresses 20 000 75000 | 500000 | 5000000 | 3000000 10 000 000 10 000 000
DNS Performance (QPS)? 25 000 50 000 125 000 250 000 3000 000 10 000 000 17 000 000
' DHCP Service
| Tracked IP Addresses / DHCP Clients ” 20 000 | 75000 | 500 000 [ 5 000 000 |
DHCP performance (LPS)? 500 1000 2500 6 000 -
" DNS + DHCP Services 7 7 ) 7
Tracked IP Addresses / DHCP Clients 20 000 75000 500 000 | 5000 000 7
| DNS performance (QPS)* 25000 W 50 000 125 000 250 000 -
| DHCP performance (LPS)? | 400 . 800 2 500 | 6 000 |

{ Application Traffic Management

GSLB (Health checks) 1 000 2000 | 4000 4 000 4 000 4 000 4 000
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DNS Threat Pulse RPZ (Format) Threat Intelligence Threat Feeds

Al technology and algorithms

Active Feed X X p 4

Use Tagging / Tags for categories X X X

Format / Syntax used CQF/RPZ RPZ RPZ RPZ

Complementary product Guardl‘fan!CQFfDNS DNS Firewall DNS Firewall DNS Firewall
Firewall

Filter on FQDN

Filter on Resource Record Type Limited/Complex Limited/Complex Limited/Complex

Filter on Client IP-Address

Filter on Client MAC Address X ) 4 X

Filter on Client Identifiers X Limited X

Filter on CPE X ? X

Combine Filter Types X Limited p 4

Group / Consolidate Filters / .

X Limited X
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