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EEFinig ( Two factor Authentication )
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FortiToken — Two-Factor Authentication o Jsaczo
Multiple Token Options, Easy to Use and Deploy /™ irokenmobite ) ( FortiToken 2008 / 2008CD )

Durable, large display,
OATH OTP token with

Perpetual License Multi platform OATH OTP

application with push = FortiGuard activation or
notification of login attempts optional encrypted
and one tap approval activation file.

| | . AN /
FortiToken Mobile App Simplifies User Input to
“Click to Accept’ 4 FortiToken 220 )

Hardware Tokens Available — to Suit All Use

Cases B ) inj credit form
FEATINET @ factor OTP token

\_ )
/FortiToken 400 \

Self-Service Portal for Guest Access and BYOD

Simple Deployment options

/FortiToken 300

Perpetual Licensing — No Ongoing Fees for l;l
Locally Managed FortiToken - Driverless USB Device - FIDO certified |
* FIPS-140 compliant » Passwordless security key
« Economical PKI authentication. * Use with SSL/VPN, Saas, or
Use with cryptography apps, FIDO2 supported browsers

K VPN, web-based apps j K j
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FortiAuthenticator IhEE

802.1X Port Access Control

«IEEE802.1X supporting EAP-TTLS,
EAP-TLS, PEAP, EAT-GTC

* MAC address bypass

Certificate Authority
» X.509 Certificate signing (CA)
« Certificate distribution via SCEP
*User — Certificate binding
* Revocation
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FortiPAM as Application Gateway
The components of FortiPAM

User Identity and Device Posture o
Where the USERS are ENFORCEMENT Where the critical systems are

Azure
Actwe Directory

=™ i
Campus ‘ o 384629 ‘ A A
Windows/Linux/Web Server

®

User Identity Policy Engine

6o

User Client

\O _/ DO

> 1O Firewalls/routers/switches

Application Gateway
¥

Other critical systems

Travel
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£ FortiPAM - FZEEE (How )
T_HYI"L‘;\HE/)".* */(

Edit Approval Profile

AT IKFTEIOREFTZMIZ

Name Single-Approval

BE - ERNEE  BEEERE one EPYE TS

Number of Approval Layers @

FFFF

Z_‘H@AE@?&?I%% ° Description
A
FEHREEZRERZ 3E -
Layer-1 Settings
H—ER/DV—(MIIESEE - Required number of Approvals | 2 $
Approvers & sally p 4
ORIREEEE - 0k User 8 +
. — Approver Groups ‘a MgmtApprovals X
Groupfl & - +

- © Fortinet Inc. All Rights Reserved. 15



C1 FortiPAM - T|AZEIZEE (How )
PRI - sEO] DUEAR

0 Yeraw *w Vvaw Edit Secret Folder Edit User Permission
EITEXR

Users = admin x
# EditFolder D Refresh +

Folder Permission | ¥ None ‘

= Inherit Policy - Enabled:
View
|

\ , . Parent Folder Root Folder S t P ieci
EE J: =4 —F %ﬂ; E % ESZ E/J *& BEE E J Inherit Policy N égﬁ Secret
Secret Polcy B defau . | Owner |

u Inherlt POIICy - Dlsabled: Inherit Permission

Name CustomerA

User Permission:

o ZBEI ERZEARRNFEE - Jei B0

D% Users & Folder permission = Secret Permission
1 & admin Owner Owner
1% * BF Edit User Permission
O - ‘ Users & admin b4
Group Permission: +
\Y4
s [ I E ﬁﬁ :2|::1§ ﬁﬁ %E £$ ,%H_ ° # Edit | T Delete Folder Permission | Owner v
D% Groups = Folder permission % Secret Permission % Secret Permission | v None
List
-\-}—L l—\—l \ .
. :l n\Hﬂ gz HRZE * BE . Vle'w
No results Edit
Owner
- view, list, add, edit, owner
amn . .
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FortiPAM - Z=i#{E ( Safe)

Secure File Transfer, Securing Secrets and Monitoring

ZmEN
ZERE

TPM D022 1l

« TPM in Hardware Models -

- O] B4 &) FortiSandbox -

«vVTPM in Virtual Machine -

FortiNDR & 8IE2 %0 ~ ZR%0

Zero-day 22 ET
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Trusted Platform
Module

-SSH kR tETe
(& BRIE -

SecretName
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ination % Destination Port % Applicati

onmicrosoft.com @

[=] & fortipam@systexdmi
118043937 10.10.1.108 62819 102162010 3389 RDP ovel

118043988 10.10.1.108 62892 10.1.232.2 22 SSH over
118043989 10.10.1.108 62893 10.1.232.2 22 SSH over
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‘ T EMERE - Web RDP

Launch Progress Launch Secret: JUMPBOX

> Select Launcher
P Remote Desktop-Windows

Getting Info I o Web RDP

Launching

Done Cancel

M - FPAVULTM2300017- X @ frdsviewer - rdp X 4+
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FGVMO2TM23000965 #[get sys status

5
Alert

Pattern Action Log

Type
Regex |’“ex[a-z}*[‘xs]'[a-z.—]'reset Block@Enable Enable

Allow Enable  Enable

Regex exec[a-z\s} reb[a-z)’

FGBOF-LAB2 Spoke $ execute factoryreset
® he command is not allowed to execute. Please check with your administrator.

Version: FortiGate-VM64 v7.2.4,build1396,230131 (GA.F

Virus-DB: 1.00000(2018-04-09 18:07)
Extended DB: 1.00000(2018-04-09 18:07)
Extreme DB: 1.00000(2018-04-09 18:07)

AV AI/ML Model: 0.00000(2001-01-01 00:00)

IPS-DB: 6.00741(2015-12-01 02:30)
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View Secret logs

Check-outs an
View Logs related t

n

Secret Video
View Logs of Secret

Job
View Logs related t

€ | X | ¢ SecretVideo

© Q Search

Date/Time

2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...
2023/03/05...

Token Id

2904276946
2904276946
2899492783
2899492783
2874457834
2874457834
2851061257
2851061257

Secret name
VMware ESXi
VMware ESXi
VMware ESXi
VMware ESXi
FGT-VM
FGT-VM
FGT-VM
FGT-VM

Log Details

B 8¢ Video
Use

v [0 Details

x[C

M Details

Event Type
ssh-command
ssh-command

ssh-command
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Daily Report

BHHREEERISE - REEEAN BIERLCE

# Secret Name

1 RDP250 (*a32761)
2 FTP(*5c7249)

3  RDP250 (*a32761)

# Secret Name

1 RDP250 (*a32761)
2 FTP(*5c7249)

3  RDP250 (*a32761)

Clear Text View
Summary

Total # of Views

Top Clear Text View by Secret Name
# Secret Name
1 RDP250 (*a32761)

SMB (*37315b)

FTP (*5c7249)

RDP (*eBBaTT)

Lo R

# Secret Name

1 RDP250 (*a3Z761)
2 SME(™37315b)

3 | FTP(*5c7249)

4 RDP(*eBBaTT)

14

Top Clear Text View by Secret Name and User

Top Failed Password Verification by Secret Name and Reason

Reason
OnMection-error
COnnECton-error

login-auth-error

Top Failed Password Verification by Secret Name, User and Reason

User Name Reason
admin connection-error
admin connection-error
admin login-auth-error
Total # of Views
User Name
admin
admin
admin
admin

|||g |||§

-

[ I T ]

L B -

Schedule-default-2023-05-17-000100
=0 | N v
Secret

Secret Launch Success
Summary
Total # of Launches
Total Duration

Top Secret Launch Success by Secret Name

#  Secret Name
FTP (*4597ed)
7.4_SSH (*36ab5c)
FTP (*5c7249)
FTP (*45bad7)
FTP (*c1a03)
RDP250 (*a32761)
SMB (*5¢7831)
RDP (*e88a77)
FTP (*3999bb)

© B N W oAa W N

+ &
Stats
39
02h 12m 22s

Top Secret Launch Success by Secret Name and User

#  Secret Name
FTP (*4597ed)
7.4_SSH (*36ab5c)
FTP (*5c7249)
FTP (*45bad7)
FTP (*c1a03)
RDP250 (*a32761)
SMB (*5c7831)
RDP (*e88a77)
FTP (*3999bb)

[ TR S S SR )

Password Change
Summary

User Name
admin
admin
admin
admin
admin
admin
admin
admin
admin

Stats

of7 | ) | B Q
Total # of Launches Total Duration
I 9 | 02h 01m 48s
] 8 06m29s
| == 6 0lm23s
L——— 1 4 558
=—————} 4 16s
— 3 55
== 2 1s
= 2 07s
=] 1 18s
Total # of Launches Total Duration
I 9 02h 01md8s
I 8 06m29s
[—ro—— 6 01m23s
e 4 55
fi——x] 4 16s
[:=—=] 3 55
== 2 11s
=3 2 07
m 1 18s
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FortiPAM-VM sizing guidelines

The following table provides FortiPAM-VM sizing guidelines based on typical usage. Actual requirements may

vary based on usage patterns.

Users Virtual CPUs

Memory

Storage

20 - 1000 Recording Resolution

Log and video disk size guidelines

The following tables provide FortiPAM log : Recording FPS

Recording Color Depth
Disk Require

Log (minimum) 10 GB

. o Recording Key FPM
Video (minimum) 10 GB

From the dropdown, select a resolution for the PAM video recordings:
e 480p

*» 720p (default)

e 7080p

Enter the PAM video recording frame rate (default = 2, 1-15).

From the dropdown, select a color depth:
e 24 Bit Color Depth (default)
e 32 Bit Color Depth

Enter the PAM video recording key frame rate per minute (default =1, 1 -
60).

Video length Video file size

1 hour 250 MB
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