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NetApp Unlocks Exabytes of Data for Secure,

Private Gen Al

" Nearly half of the files in the world are stored on-prem on NetApp”
Jensen Huang — CEO, NVIDIA
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Reference Architecture

DGX H100 -
H100 GPU x8

NetApp Ontap —
A series, C series

Network —

GPU nodez iEi&&E
Infiniband 200Gb IB,

GPU nodefRstoragefJi& @&
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NvidiagB&&&NetApp
https://www.nvidia.com/en-us/data-

center/resources/netapp-ontap-ai-
reference-architecture/
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Solutions
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Dell EMC PowerScale & ECS
Pure FlashBlade
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Hitachi Vantara VSP 5600 [ [ | PRE Hitachi Vantara VSP 5600

Pure Storage Flash Array//X Series ---. 4.29 Pure Storage Flash Array//X Series
Dell Technologies PowerMax ---.1 27 Dell Technologies PowerMax

BM FlashSystems ---.4 22 BM FlashSystems
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BM Spectrum Virtualize for Public Cloud --- 3.82 BM Spectrum Virtualize for Public Cloud
Zadara zStorage --- 3.81 Pure Storage Cloud Block Store
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We tested NetApp ONTAP Autonomous Ransomware
Protection with Al against thousands of known and
unknown variations of ransomware attacks. Its job was
to monitor business data and detect any unwanted
changes that the attacks made to those files, such as
encrypting files.

We examined its abilities to detect the behaviour of:

e Known ransomware from 15 different attacker
groups

e New, similar variants of ransomware from the
same groups

e Legitimate operations on the network

NetApp ONTAP Autonomous Ransomware
Protection with Al performed exceptionally well,
providing 99% detection coverage of the
ransomware’s destructive behaviour. It was
completely effective at handling legitimate
operations, making no mistakes.

Executive Summary

‘ Product Tested ‘

Detection Accuracy (%)

NetApp ONTAP Autonomous
Ransomware Protection with Al

Detection
(Ransomware) Award

The following product
wins the SE Labs award:

NetApp

ONTAP Autonomous
Ransomware
Protection with Al
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AFF EmiAae (202445H)
AT 1K
AFF A90 I dg <Y

% A& NVMe SSD: 240 Disk
. 4U SSD: 480 Disk
AFF A70 i!ill' !
/ == 240 Disk
i E i ""\ &y 4U SSD, NVMe SSD

240 Disk
SSD, NVMe SSD AFF A 00
—l4U |
480 Disk
AFF F A4(2:g 540 Dick SSD, NVMe SSD
ARSI — E:gz 4U SSD, NVMe SSD
AFF A250" = 8
AFF A150 pae— = bIl SEDAIVMEISSD AFF C800
M T
2 Disk 2 SSD, NVMe SSD AFF C400 . ®
AFF i) I I I 240 Disk
v 4U QLC SSD :
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QLC SSD _
AFF Mid-Range
CxR5l
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FabricPool

Performance Tier Performance Tier

E HA PAIR = HA PAIR
& a < a * NetAppEMENZERB S SRS EFRSERE
- OJPAERE FCPiSCSI,NFS,CIFS #7%E
- BERAARERBETAATELE
- BEMELRAERSE
— E’ D - PRIEEE=ZEAN

=

100TB L B e e
Capacity headroom amazon ‘ S3 - FREHIESEE
webservices™
Active data - o
Snapshot™ copies icrosoft Azure

Inactive data
IBM Cloud
( Object %ltjorage
60 ~ 80TB
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NetApp ONTAP file-system analytics

Real-time collection and insights into NAS data

Maodily History

Hierarchical structure of directories in NAS
« Storage VM (SVM)
* Volume
» Subdirectories count and performance
* File size, count, location, and performance

* File age histograms for modification and
access history

0 Bytes (0.00%) T4.7 GiB (99.95%) 35.9 MiB (0.05%)
Inactive M Normal W Active

X
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NetApp Efficiency Guarantee Program
ERRAVNEBVRRE - RIEEFmmIERAKES !

ZEEFRE - BFEEXHE - —REHRF - BHEZTEME !
GE] o5 |
WERSPEZ THNREASE - RHNENNERRE ¥ %TﬁyﬁZ{? FEMRANEL
Virtual Servers {R383:1, SAN {238 4:1, NAS 1.5 © T EAERERHRIS0AN - Ei1iFwE
Containerized/Kubernetes 1.5:1 o HPERREIME | REZRNEREBIUEREHE

ZBNetApp® Snapshot™ X 1l7 - IREEZNERRE

"ERTMEZR - ZRGHEL - MEEEBHLIE

ERARNetAppZ TTERIFERIRSE . AFF *+ ASA* + FAS500f + ONTAP® Select (SSD) + SolidFire®

* AFF = All Flash FAS
ASA = All SAN Array
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NetApp Solution for Ransomware B S S S R BB (R

Overview Snapshot Copies SnapMirror (Local or R

ONTAP Anti-ransomware

EFREBEAERE

<+ Add
«  ONTAP 9.10.1 On-Box Anti-Ransomware

- fEEERE EE 3%

«  Volume E—[E#KIEE BRI
« 7 230 AHEREBBEEL

- BRNENRRREERRS

Name

Anti_ransomware_backup 2021-11»18_1501}

hourly.2021-11-18_1505

IREEIE =IIFR

Suspected File Types

An tl- ransomware You can mark the suspected file types as false positive or potential ransomware attack. The system will make
necessary adjustments to the way it detects abnormal activity in the future,

STATUS

Q Search = Filter

() Enabled in learming mode

Started Tirme! 18 Sep 2021 6:51.PM

o The systern has been auto-learning the waorkload characteristics of

FILES (SHOWING A MAXIMUM OF 20 FILES,

v Alearning period of 7to 30 days is recormmended, Top_Dir_1/Sub_Dir_11/test_file_8335.5.png.Ickd
v You zan switch frorm "learning” to "active" mode at any time Top_Dir_1/Sub_Dir_11/test_file_27373.5.htmLIckd b
Top_Dir_1/Sub_Dir_11/test_file_27373.5.mp4.Ickd
Top_Dir_1/Sub_Dir_11/test_file_27373.5.doc.Ickd
Top_Dir_1/Sub_Dir_11/test_file_27373.5.gif.ickd
Top_Dir_1/Sub_Dir_11/test_file_103.2.jpg.Ickd
Switch to active mode Top_Dir_1/Sub_Dir_11/test_file_103.2.doc.Ickd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.html.Ickd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.mp4.Ickd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.doc.Ickd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.gif.Ickd
Top_Dir_1/Sub_Dir_11/test_file_3040.5.xyz.Ickd

v Switching early might lead to too many false positive results
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Demo — Anti-Ransomware + Cloud Secure

Fl NetApp

NetApp NEBE=E
SRR SNTER R A&
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NetApp Z iz % ilEE]
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SnapCenter — Supported Plugins
Filesystems, Hypervisors, Databases and Storage Systems

M NetApp

! Exchange

7881 server ORACLE SARATV

DATABASE

mHl Windows
Bl Server

vmware

‘mongoDB

Y ASE ,
SAP MaxDB w M Yy S&:

TheSAD Dtabase Sybase PostareSOL

9 - —
L]
ONTAP ONTAP ONTAP
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SnapCenter Dashboard — Monitoring workflows from a single screen

a2 Dashboard
Resources
Monitor
Reports
Hosts
Storage Systems
Settings

Alerts

M NetApp

Status Get Started

RECENT JOB ACTIVITIES €
+" Clone Completed [Job ID: 719 ]
stdin-plugin-01.chandom01....

+ Backup Completed [Job ID: 717]
stdin-plugin-01.chandomOt....

+ Backup Completed [Job ID: 714]
stdin-plugin-01.chandomoO1....

+" Clone Completed [Job ID: 702 ]
stdin-plugin-01.chandomOt....

+ Backup Completed [Job ID: 696 ]
stdin-plugin-01.chandomot....

*  Backup Failed [Job ID: 688 ]
SC-SERVERO1.CHANDOMO1....

2 min ago
19 hago
20 hago
21 hago
21hago

1dago

Last30days «

See All
joss @
Backup
68%
Completed
® Failed: 10 Warning: 4

®Running: 0

CONFIGURATION €

E 3 Hosts

[ B @1

Completed: 30

ALERTS @ LATEST PROTECTION SUMMARY €
@ 2 Critical 5 Warning
Primary
Password Expired 1dago
Supported version of Linux operating s.. 1dago
© Plug-in Loader (SPL) service for Linux e.. 1dago
) 26%
Supported version of Mic SQL 1dago Successful
© SnapCenter Plug-in for Microsoft SQLS.. 1dago
Insufficient free disk space on the Sna... 1dago ZEntities
Insufficient free disk space on the Linu. 1dago ® Failed: 26
Successful: 27
See All
STORAGE €
40.21 68 41.06 68 18.01c8
5 Primary Snapshots 2 SnapMirrors 2 SnapVaults
GB
80
60
40 — —
0
Last 90 Days
® Primary Snapshots Secondary Snapshots

E 4 svvs

LICENSED CAPACITY €

Standard trial

oTB
In Use

® Not configured: 27
Not initiated: 25

Last refreshed: 05/09/2019 09:09 PM

All Plug-ins ~

Secondary
SnapVault

100%

essful

ZEntities

® Failed: 0 ® Not configured: 0 @ Successful: 27

3.97x

Storage Savings

46.57 GB
Clone Savings

192.57 GB
Snapshot Savings

80.43GB
Storage Consumed

Primary Storage

Notify at 90%
v

100TB
Licensed
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NetApp B : TEMHAKZE (MetroCluster)
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Storage Admin

+ Add New Dashboard
" Performance
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REST APIs
B Bk &

Ft#kET S

TS AETR S RTh

AutoSupport

. Q ==: ® [&] Welcome, (13
Storage Admln ° Search  Support Quicklinks Tutorial AIQ Classic HENRY2 Sign Out
Wellness Score: [zl View All >
Performance & A Availability & : . < .
Securit Renewals
Efficiency Protection Capacity Sontiguration y
mAction Iltems Action Items Action Items Action Items Action Items
Inventory @ T Planning Upgrades (12 Clusters) e—iewAll =
\ @ ONTAP @ Altavault i
Interoperability Summary
HCI StorageGRID 2 5 2
@ Cloud ONTAP Select &
‘ ) Hardware Add-ons Software Add-ons o
E-Series Unsupported  Supported Upgl’ades a
11 4 %
Sites Clusters Systems 2 3 3
ol " of 145 Renewals Refresh o
Valuable Insights
Insights in the last year
136 197 472 963 963 103 )
Security Critcal Total Risks Automated Systems Sendmg
Systems  Risks Recognized Risks Recognized Risks Recognized Mitigated Cases AutoSupport
Systems not under Service Contracts l 3 6
% 13 19 34 Renew Support
Systems Security Risks Critical Risks Recognized Risks

FEWS
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