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3 TippingPoint SHS - Dashboard - sms-server

Application Protection

=l BF

B=1E3

Top 5 Attacks - App Protection {last hour)
1456: M3-30L: Slammer-Sapptite Worm

SA0: S5H: S3H Login Atempt
2563 Spywears: Hotbar Broweser Communication
2965: Spywware: Saveboweifthenl Program Doswerl...
5885: HTTFR: PHP File Includs Explot

Top 5 Dests
140:123400.2
1401232337
1404232121
140.123.236.8
14013022114

AP. Attacks in w8
200.0k

160.0K;
120.0K:
a0.0k.

0.0k

Infrastructure Protection

Top 5 Attacks - Infra Protection {last hour)
oost; 1P qurcé'IP-.-ﬁ_.dc_iress Sﬁoofe@(lmplassjble_?...
0054 IF: Source 1P Address Spooted (Mullicast)

Top &5 De:
169.254 1
140125200160
120113124 44

Health and Status

Performance Protection

Top 5 Perf Protection Filters {last hour}

14391 Gritela: CONMECT Reguest (UttraPeer]

4107 BitTorrent: DHT Tracket -Comrﬁuni'olations' fLEP)
G672 FPS: PRS T Channsl Request

2268 BitTorrent: Tracker Cortact

2270 BitTorrent: Peer-to-Pest Communications

o7 BE4
82 504
26319
17,326
13,430

Top 5 Per
1401232
1401231650
140123238222
140123 66167
1401251219

o4
24 @ W 18

Devices Threshalds Device Status
Fo &2 "o &p Man. 2 Fallbsck
AT AD

Unirian. 0 Ion-comm

Lpciste 0 Reboat

S5 Health

Eigital Y accine
¥ System Log

Active: 2527838
Available:  none

Updates

TOS Software SME Software

Leailable on THC Active: 3007063
IPS 2556994 Patch: 3.0.0.70632
Available:  I0.07063.3
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3 TippingPoint SMS - Dashboard - sms-server

Application Protection

|P7E B g

]

Infrastructure Protection

Top 5 Attacks - App Protection {last hour)
T456: ME-S0L: Slammer-Sapphire YWorm

SE0T S5H: S5H Login Attemgt

2583 Spyware: Hotbar Broweser Communication
2965 Spywvare: Savelowiuhenl Program Dowrl...
F865. HTTR: PHP File Include Exploit

Top 5 Dests - App Protection (last hour)
140:123.100.20

140123233 7

1400123.21211

140,123 236 8

140,130 22 114

A.P. Attacks in the Last 24 Hours
200.0K

1600k
120.0k:
80.0F

0.0k

0+
24

Top 5 Attacks - Infra Protection {last hour)
0051 IP: Source P Address Spoofed (Impossibnle P
0054; IP: Source P Address Epooted (Multicasty

Top 5 Dests - Infra Protection {last hour)
169,254 120.27

140125 200160

120113124 44

I.P. Attacks in the Last 24 Hours
60

Health and Status

Performance Protection

Tops Perf Protection Filters (last hour)

1481 Gnutelia: CONMECT Request (LitraPeer)

4107! BitTorrent: DHT Tracker Camrhunib_ations [LIEF)
EE72 PPS PRETY Channel Reguest

2264 Bt Torrent: Tracker Cortact

2270 BitTorrent: Peer-to-Peer Communications

Top 5 Perf P
1401232332
140123180172
140123.238 222
140123 66167
1401251219

P.P. Events in Last 24 Hours
400 0K

300 0K
2000k

100 0K

Devices Thresholds Device Status

Foe2 LB ] Man. 2 Fallback
AD A0 Lniizn. 0 PdEr-CarTie
Upddate 0 Reboot

SMS Health

Bigital Y accine
¥ System Log

Active: 2527838
Availahle:  none

Updates

TOS Softweare SMS Software

Avaiable on T Active: 3007065
IPS 2556994 Patch: 300708352
Awailable: 30070833
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::3 TippingPoint SME - RobertSu@sms-server - Events (IPS Events) g[ﬁwg]
File Edit  “iew Help

@_nbr@w-m

Eack Fo Events Reports Profiles  Responder  Devices Adrmin

Filter Details Filter Category Profile

Fiter Name: | |2 [ Appiication Protection =0 A
Fitter Moz | P [ Explots 179 penypzp

=L 5 .

Filter Severity Action Type Event Comnent
Critical Major Minar Permit Black Guaranting |-"-‘~||

¥ Fitter Taxonomy Criteris

b Metwork Criteria  ( Sredefele="140.123.235.35')

¥ IPS Device ! Segment Criteria

Show only the first: | 10,000 | mistching rowves: (1-10,000%:

() Realtime () i_lgs;ﬁour v| {0 Start Time: | . Erd Time: | 140 T

Time & Severity | Mame Category Hit Court | Profile Device Segment Sre. Addr. Src. Port| Dt Addr,
2009M1 /4 TFOGRE023 245 CST Lowy | 1491: Grutells: CONMECT Request (UltraPeer) Peer to Peer 267 | CCU-TANET...| CCU-TP-2400E Segment 304 <B) [ 14012323335 4961 | 173.165.255.210
2009411 j4 T0BEF01 73238 CST Lowy | 1491 Grutells: CONMECT Request (UtraPeer) Peer to Peer 267 | CCU-TANET...| CCU-TP-2400E Segment 3 (A < B) [ 14012323335 4532 | 55.165.66.134
200941114 THOBRFO05238 CST Lowy | 1491: Grutells: CONMECT Request (UtraPeer) Peer to Peer 255 | CCU-TARNET...| CCU-TP-2400E Segment 304 =B) [ 14012323335 4319 | B5.80.159.171
2009411 /4 TH0SRFS953 238 CST 1491: Grutells: CONMECT Request (UlraPeer) Peer to Peer 258 | CCU-TAMET .| CCU-TP-2400E Segment 304 < B) [ 14012323335 4006 | 76.171.253.83
200941 14 THOSRESET 238 CST 1491: Grutels: COMMECT Request (UtraPeer) Peer to Peer 260 | CCU-TAMNET...| CCU-TP-2400E Segment 3 (A =B) [ 14012323335 3700 | 01570
2009411 j4 TH0SKFST 3238 CST 1491; Gnutella: CONMECT Request (UtraPeer) Peer to Peer 264 | CCU-TANET...| CCU-TP-2400E Segment 3 (A < B) [ 14012323335 3367 | 8811113595
200941114 TH0SRFSEF 238 CST 1491: Gnutella: CONMECT Request (UtraPeer) Peer to Peer 260 | CCU-TANET...| CCU-TP-2400E Segment 304 =B) [ 14012323335 3086 | 74742474
20094114 TFOSRESS 228 CST 1491: Grutells: CONMECT Request (UlraPeer) Peer to Peer 253 | CCU-TANET...| CCU-TP-2400E Segment 304 <B) [ 14012323335 2775 | 9019441 .37
200941114 TH0akFa45 228 CST 1491: Grutella: CONMECT Request (UtraPeer) Peer to Peer 262 | CCU-TANET .| CCU-TP-2400E Segment 3 (A =B) [ 14012323335 2476 | 6319515205
2009411 /4 TH0SRFS35 228 CST 1491; Gnutella: CONMECT Request (UttraPeer) Peer to Peer 262 | CCU-TANET...| CCU-TP-2400E Segment 304 < B) [ 14012323335 277 | Ta1.28.230
200941114 THOSKFS 255228 CST 1491: Grutels: CONMECT Request (UtraPeer) Peer to Peer 264 | CCU-TANET...| CCU-TP-2400E Sedment 304 < B) [ 14012323335 1876 | 114.44.149.157
20094104 TF05RES1 3228 CST 1491: Grutells: CONMECT Request (UlraPeer) Peer to Peer 263 | CCU-TANET...| CCU-TP-2400E Segment 304 <B) [ 14012323335 1565 | 17365.207.238
2009411 /4 TH0SKFI05 228 CST 1491: Grutella: CONMECT Request (UtraPeer) Peer to Peer 266 | CCU-TANET...| CCU-TP-2400E Segment 3 (A < B) [ 14012323335 1266 | 74.126.96.50
2009411 /4 TH0SKF495 218 CST 1491; Gnutella: CONMECT Request (UtraPeer) Peer to Peer 269 | CCU-TANET...| CCU-TP-2400E Segment 304 =B) [ 14012323335 4552 | 114734724
200941 /4 TH0SKF485 208 CST 1491: Grutels: CONMECT Request (UtraPeer) Peerto Peer CCU-TANET...| CCU-TP-2400E Segment 304 < B) [ 14012323335 4533 | B5.2585.152
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a6 matching results




2152 SQL slam

1:3 TippingPoint SMS - RobertSu@sms-sexver - Events (IPS Events)
File Edit “iew Help

@ » P @[ U % e g8

Back ard Events Eepaotts Profiles  Responder  Devices Admin

= Filter Criteria | FilterName="1456. ME-SQL: Siammer-Sapphire Worm AND FJ'RerCafe:garj,_&‘-“, wiication Protection”,

Filter Details Filter Category Profile

Fitter Mame: |1455: MS-SAL: Slammer-Sapphire Worm Application Protection i =0
Fitter Morz): | Explaits

L

Filter Severity Action Type Event Comment

Critical hajor Minar Loy Permit Block [ ] Quarantine |A||

¥ Filter Taxonomy Criteria

» Metwork Criteria

b IPS Device f Segment Criteria

Showy only the first: | 10,000 | matching roves. (1-10,000%:

() Realtime (3 I_Issgﬁour v| il ime: (171 ¥ st /|

Time = Severity | Mame Categary Hit Count | Profile Device Segment St Addr. Src. Port| Dst. A,
200941 /4 THO0ERF0ET 218 €T | [l Crit...| 1456 MS-SQL: Slammer-Sapphire Worm Exploits CCU-TAMET... | CCU-TP-2400E Segment 2 (& = B) | 95.24.111.53 1321 | 140123171235
2009411 /4 TRO0ER0651 7R CST | [l Crit...| 1456 MS-SQL: Slammer-Sapphire Worm Exploits CCU-TAMET...| CCU-TP-2400E Segment 1 (& =B) | 21323171357 2804 | 16327173154
2009414 06063168 CST | [l Crit...| 1456 MS-SQL: Slammer-Sapphire Worm Exploits CCU-TAMET... | CCU-TP-2400E Segment 1 (& = B) | 92.234174.54 M7 | 1201134623
2009414 TFOERE0ES1 48 CST | [l Crit...| 1456: MS-SQL: Slammer-Sapphire Worm Explotts CCU-TAMET...| CCU-TP-2400E Seoment 1 (4= E) | 124 4316876 3725 | 14042522913
2009/ 14 TFOEREO0E3088: CST | [l Crt...| 1456 MS-SQL: Slammer-Sapphire Wirm Explots CCU-TAMET... | CCU-TP-2400E Segment 2 (4 = B) | 614761117 1074 | 14013014555
2009414 TFOERFOGF08F: CST | [l Crit...| 1456 MS-SAL: Slammer-Sapphire Worm Exploits CCU-TAMET...| CCU-TP-2400E Seament 1 (4= E) | 113591153 1208 | 140130152130
2009414 TFOERFOGF06F: CST | [l Crit...| 1456 MS-S0L: Slammer-Sapphire Warm Exploits CCU-TAMET...| ©CU-TP-2400E Seament 2 (4 = B) | 201 205192234 1466 (12011354118
200901 1/4 TH0ERF08701#: CST - Crit...| 1456 MS-SGL: Slammer-Sapphire Warm Exploits CCU-TAMET ... | YCRC-TP2400E Segment 1 (& =B) | 114.37.76.146 1134 | 21070187475
200941 /4 06065018 CST | [l Crit...| 1456 MS-SQL: Slammer-Sapphire Worm Exploits CCU-TAMET... | ¥CRC-TP2400E Segment 1 (&= B) | 11413522235 21754 | 163.27.233.76
2009411 /4 TRO0ER06S 018 €T | [l Crit...| 1456 MS-SQL: Slammer-Sapphire Worm Exploits CCU-TAMET... | ¥CRC-TP2400E Segment 2 (& = B) | 200103236115 4436 | 163.27 .94 92
200941 /4 06065018 CST | [l Crit...| 1456 MS-SQL: Slammer-Sapphire Worm Exploits CCU-TAMET... | YCRC-TP2400E Segment 1 (&= B) [ 195131 12257 1512 | 140123181150
2009414 TFO6ER06F 0 # CST . Crit...| 1456 MS-SGL: Slammer-Sapphire Warm Exploits CCU-TAMET ... | YCRC-TP2400E Segment 1 (& = B) | 220,194 .54 148 F13E | 120013473247
200914 TFOERE0E501 B CST | [l Crit...| 1456 MS-SQL: Slammer-Sapphire Wiorm Explots CCU-TAMET...| YCRC-TP2400E Segment 1 (4 = B) | 6324720174 1057 | 1404233832
200914 TFOERFOGF01FS CST | [l Crit...| 1456 MS-S0L: Slammer-Sapphire Worm Explots CCU-TAMET... | YCRC-TP2400E Seoment 1 (4 = B) | 55.245.253.156 1233 | 1401235748
20090154 TROGR0GA 01 R C5T | [l Crit... : ME-SGL: Slammer-Sapphire Worm Exploits CCU-TAMET...| YCRC-TP2400E Seament 2 (4 = B) | 221.1304.228 4622 (1401238119

< — |

dmlm|alalalalalalas|lala|la|la|al=

6,179 matching results




IE Report Resulis - Top [sms-server]

Top Attacks

Segment Group: Al

: ZET
Action Type: All W1 456; Ms-S6L: Slammer-Sap

Sewerity: Al 1 BET [se01: 55H: S5H Login Atte

W 2555 HTTR: HTTP CONNECT
1.29E7 [[zgas: HTTR: PHP File Incl
M20es: Spyweare: SaveMowiivh
000000 [aaer: Spyweare: Alexa Brow
Hasas: Spywvare: Hothar Bro
4000000 H3139: Spyweare: MyWay e
W 2250 MS-RPC: DCOM ISyste
[C4eas: HTTP: PHP File Inal

From: 2008101 _£F1 20003008
To; 200910/31 TF11KF5953 598

Fitter Mame | zeverty Hits:

1456 MS-S0L: Slammer-Sapphire Wiorm |- Critical 17 636 906
SE01: S5H; SSH Login Attempt | Loy 15,328 860
2556 HTTP: HTTP COMMECT TCP Tunnel to SMTP port ||j Mjor 32,328
3885 HTTP: PHP File Include Exploit - Critical 31,643
2965 Spyweare: Savellowivhenl Program Dowenloac Lo 27 BO6

FEET: Spyweare: Alexa Broweser Communication Loy 26517

2583 Spywvare: Hotbar Browwser Communication Loy 15,779
139 Spyweare: MyWayMyWebMySearch Search Bar Information Tran... Lo 9,933
t

All Details

=
=]

Fitter Mame Severity Hits Source P Destination IP | Action
S601: SSH: S5H Login Attempt 76,373 20257 41 60 163.27.211.100 | Permit
S601: S5H: S5H Login Attempt 66 343 202.57 .41 60 163.27.210.139 | Permit
S601: S5H: S5H Login Attempt 26 477 4272125 163.27.215.42 | Permit
S601: SSH: SSH Login Attermpt 54,424 20257 41 B0 16327 24096 | Permit
S601: S5H: S5H Login Attempt 53,071 202.57 .41 60 163.27.217.129 | Permit
S601: S5H: S5H Login Attempt o1 365 202.57 .41 60 163.27.192.224 | Permit
S601: SSH: S5H Login Attempt 49,088 20257 41 60 163.27.207 129 | Permit
S601: S5H: S5H Login Attempt 46,305 64272125 163.27.5.10 | Permit
S601: S5H: S5H Login Attempt 44 674 202.57 .41 60 163.27.199.6 | Permit
S601: SSH: SSH Login Attermpt 44 587 B4.27.2125 163.27 231 .2 | Permit

[ = = I T T T T R RV O S




¥ Report Results - Top [sms-server]

Segment Group: CCU-TANET

Action Type: Al

Severity: Al

Fram: 20091 0M B 2RF003 018
Tar 200940531 11 RE5955 598

Top Destinations

W16327 211 100
Chezor 217120
Wie327.224 2
[O1e3 271996
W62 .07 224 103
[eszram 3
Eigz27 210138
1327102220
Wies27 1823
Egz27 1093130

e
o

Diestination (P

Hits

163.27 211 100

120 461

1832717128

100 565

163.27.224 .2

2l |
1g3[1E3 T 2

]

94 563

91,350

16327 224 193

90,394

163.27.231.3

80,533

163272110138

80,384

L= e T = T N RV S

163.27 192 220

78,569

All Details

Source P

Destination [P

Severity

Hitz

20257 41 B0

163.27.211.100

; S5H Login Attempt

Loy

76,373

20257 41 B0

16327210139

;' S5H Login Atterpt

Ly

66,343

202 57 41 B0

16327217129

; S5H Login Attempt

Ly

53,071

20257 41 B0

16327 1996

' S5H Login Attermpt

Lavwr

44 674

2N 422265

16327233

; S5H Login Attempt

Loy

43795

20257 41 B0

163271958130

' S5H Login Attermpt

Lavwr

42 386

202 57 41 B0

163.27 224 193

; S5H Login Attempt

Loy

41,477

221422265

163272242

' S5H Login Attermpt

Lavwr

40,621

G4 27 2123

16327217129

; S5H Login Attempt

Loy

40,506

2211422265

163.27.192.220

; S5H Login Attempt

Lavey

33,541




¥ Beport Besults - Top [sms-server]

Top Sources

Segment Group: CCU-TANET

6000000
Action Type: All : ) W140.125.35 166

Severity: al i ' O122225100.154
From: 200910/ E5F1 28005018 4000000 523'22:'02;92:1

W 215.204 137 156
21225212445
B 20257 41 60
2152337 51
W:1s:02282
O221 1422065

To 200910031 T 1855953 598

2000000

=
=]

Source IP Address Hits
140.125.35 165 9,277 262
122225100154 — 2127543
E4.27.2125 m‘ 2,106 452
202403.9.51 1,903 816
218.204137 156 1,758,230
21225212415 1,564 627
20257 4160 1,546 536
218233751 1,367,201

= et T = T T =S PV O R

All Details

Source P Drestination IP | Fiter Severity Hits
20257 41 6O 163.27.211.100 | 5601: ' S5H Login Attempt Loy 7B 373
20257 41 60 163.27.210.139 | 5601: ' S5H Login Attempt Loy B6 343

64.27.2125 163.27.215.42 | 5601: : S3H Login Attermpt Larwy 26477
202.57 41 60 163.27.240.96 | 5601: : S3H Login Attermipt Larwy 54 424
202.57 41 60 163.27.217.129 | 9601: | S5H Login Attempt Lo 23,071
202.57 41 60 163.27.192.224 | 5601: ' S5H Login Attempt Loy 21,366
202.57 41 6O 163.27.207.129 | 9601 ' S5H Login Attempt Loy 49,055

B4.27.2125 163.27.5.10 | SE01; [ S5H Login Attempt Loy 46 305
20257 41 6O 1B3.27 1996 | S601: ' S5H Login Attempt Loy 44 674

B4 272125 163.27 231 2 | S601: ' S5H Login Attempt Loy 44 587




33 TippingPoint SMS - BobertSu@sms-sexver - Events {IFS Events)
File Edcit Yiew Help

@ S P U & e

Back F 14 Eventz Reportz Profiles  Respondet  Devices

i + Filter Criteria
T saved Queries

B Threshold Fitter State Filter Details Filter Category Profile

Fiter Mame: | - [] Application Pratection Rl
- [] Infrastructure Protection 179 DenyP2r
v

= : —

Filter Ma(s): |

Filter Severity Action Type Event Comment
i i it : [
Critical Major tinor Loy Permit Block Quaranting &

¥ Fiter Taxonomy Critetia

 Metwork Criteria

» IPS Device ! Seament Criteria

Show only the first: [10,000 | matching rews. £1-10,000)

Titne T Severity Matme Category Profile Device Segment

2009414 TFO2RE2045 . Lowe | 2269 BitTorrent: Tracket Contact Peer to Peer CCU-TAMET...| ¥CRC-TP2400E Segment 2 (4 = B)
2009114 TFORF2045 . Lowe | 2556 eDonkeyfebuleiOvernet: File Transfer Request Peer to Peer CCU-TAMNET... | ¥CRC-TP2400E Segment 1 (4 = B)
2009111/4 TFORF2055 .. Lawe | 9217 HTTP: MP3 Streaming Downloadd Peer to Peer CCU-TANET...| ¥CRC-TP2400E Segment 2 (A = B)
2009414 TFOZEF2055 . Lawe | 1587 Gnutella: File Transfer Reguest Peer to Peer CCU-TAMET...| ¥CRC-TP2400E Segment 1 (A& = B)
2009414 F02RF2055 . EE72: : PPS.TY Channel Reguest Peer to Peer CCU-TAMET ... | ¥CRC-TP2400E Segment 1 (& = B)
2009011 /4 TH028F2057 . BET2: : PPS.TY Channel Reguest Peer to Peer CCU-TAMET ... | ¥CRC-TP2400E Segment 2 (A = B)
200941 /4 TFO2RE2045 . BET2: : PPS.TY Channel Reguest Peer to Peer CCL-TAMET...| ¥CRC-TP2400E Segment 2 (A = B)
2009414 FFO2RE20:45 . BET2: : PPS.TY Channel Reguest Peer to Peer CCU-TAMET...| ¥CRC-TP2400E Segment 1 (4 < B)
2009414 TFO2RF2045. BET2: : PPS.TY Channel Reguest Peer to Peer CCU-TAMET... | ¥CRC-TP2400E Segment 2 (4 = B)
2009114 TFORF2045 . BET2: : PPS.TY Channel Reguest Peer to Peer CCU-TAMNET... | ¥CRC-TP2400E Segment 1 (4 = B)
2009114 TFOZEF2055 ... BETZ: : PPS.TY Channel Reguest Peer to Peer CCU-TAMET...| ¥'CRC-TP2400E Segment 2 (A = B)
2009114 TFOZRF2055 ... BETZ . PPS.TY Channel Reguest Peer to Peer CCU-TAMET...| ¥YCRC-TP2400E Segment 2 (A < B)
2009414 FF02RF2057 . EE72: : PPS.TY Channel Reguest Peer to Peer CCU-TAMET ... | ¥CRC-TP2400E Segment 1 (& = B)
2009011 /4 TF02RF2057 ... BETZ: : PPS.TY Channel Reguest Peer to Peer CCU-TAMET... | ¥CRC-TRP2400E Segment 2 (A = B)
2009414 TFO2RE2045 . BET2: : PPS.TY Channel Reguest Peer to Peer CCIU-TAMET...| ¥CRC-TP2400E Segment 1 (4 = B)

3

J & ‘Warning: Results have been truncated to only show the first 10 000 matching rows.




Filz  Ect “iew Help

@ » P[]

EBack

Events

Reports

V.

Profiles | Responder  Devices Admin

7
-

IPS Profiles

-\ JF DV 2.5.2 7838 (active)
oV 2527826
POV 2527812
~IJF DY 252 7506
~JF o 2527500
P ov2s27Tas
- ov 2527787
P Dv 2527754
- ov 2527782
DV 2527778
DV 252777
POV 2527773
oV 2527
¥ oV 2527788
- ov 2527766
- oV 2527785
- ov 2527764
~JF oV 2527782
- DV 2527758
P DV 2527758
WDV 2527755
oV 2527751
- DV 2527750
oV 2527748
oV 2527747
oV 2527745
oV 2527744
P ova2s27Taa
oV 252773s

D% 2527733

oV 2527732
P DV 2527725
oV 2s2TTs
~F DV 2527440

D% Inventory | Scheduled Distributions |

-Active DV

Active DV 2527838

-Auto DV Activation

Automatic Downlosd: ﬁ Enabled (Al Users)
o) Eriabled (&l Users)
o) Enabled (Al Users)

) Dizabled (Current User)

Automatic Activation:
Automatic Distribution:
O Motification Popups:

DV I

“ersion Releazed

Dovwenioaded

Sire

Devices

2527538 A0G3008 2:21: 31 Ak CST

11043008 3536832 Ak CET

3974805

2527826 A0/22105 6:25:46 Ak CST

A0F2309 31405 Ak CET

F73a700

2527812 10/ 605 1:56::30 Ak CST

10520005 12:05:45 AWM CET

33940356

A0M 2009 10:56:26 AM CST

A0M 4108 2:00:39 AM CET

3552700

25.2.7800 1003109 4:49:36 &M C2ET

100009 34524 &AM CET

3529132

2527795 A0J2109 4:25:50 &AM CST

05209 11:49:19 PM CET

34599452

2527787 SS30009 53043 Ak CET

100109 9:35:04 Ph CET

3425964

i
|
|
|| 2527806
i
[
|
|

2527704 2608 75505 A CST

B290108 3:01:12 Ak CET

G431544

’ Import H Doverload From TMC J m

Distribution Progress

Device

(-7 Distribution to 2 devices

{5 Distribution to 2 devices

f | Distribution ta 2 devices
) Distribution to 2 devices

Package IStart Time =
20094175 _EFO3RFI0A02EE .
200940723 03B 457338
200910020 12010551 285 .

20091014 _EF02F01 55048

2527338
2527826
2527312
2527806

End Time

l Status

[Ex |

Progress

20094153 _ESF03RFI0T 308
. 2009110523 EF0IREISF03S .
. 200910020 _EF12651057398 ..
. 200910014 F 02RO 533158

Complete (Success)
Coplete (Success)
Complete (Success)

Complete (Success)

J

3

[ Distribution ta 2 devices 200910/ O3S A498 . 200901000 _EFO03BRES1 TR
{5 Distribution ta 2 devices 2527795 200941072 TR 1BFI95-4458 . 20094002 4011 BRSO 088

I e ST T TR Lt L - + L

2527800 Complete (Success)

‘? Custom Shield Packages
Cotnplete (Success)

23

=i

Clear Obsalete
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:;3 TippingPoint SHS - RoberiSu@sms-server - Devices (Al Devices)
File Ecit Yiew Help

a =» P [ 7 &% e g8

Back Fokyward Eventz Reportz Profiles  Responder | Devices Sclmin

(8 Member Summary
W CCU-TP-2400E
+- @l YCRC-TP2400E
TippingPoint O35
[+ Segment Groups

140,123 26:245 14012326 246
2400 @ System Health 2400 @ System Health

_0 Performance _0 Performance

.\ Port Health A\ Port Health

CCU-TP-2400E YCRC-TP2400E

Matne IP Type Syztem Heafth Perfarmance Pt Health TOS Digital Yaccine
CCL-TP-2400E 140.123.26.245 TippingPaoirt 2400E [ Majar 2.5.4.6948 2527838
Y CRC-TR2400E 14012326 246 TippingPaint 2400E [ Major 2.5.4 6945 2527838

w

[ Refresh ][ Mewy Device. . ]
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(31 TippingPoint SMS - RoberiSu@sms-server - Devices (All Devices - YCRC-TP2400E) l=1(E3
File  Eclit “iew Help

@ = P [l 7T & e 58

Back | Events Reports Brofiles  Responder | Devices Admin

=-{77 Al Devices
(g Member Summary

2 [0y [ ) ] [
Z&H> 2400E .= ° w | TpprgPont
[= Ry, bt

5 Segment Groups HE

normal I ’

Component Type Syztem Health Dretailz
Chasais Chassis Ative ok
Management Address IP &ddress 14012326 246
Software TOS Yersion Active 254 5946
Software D% “ersion 2527835 - 0K
Management Processor Management Processar Active 004
Memary Disk Indicator Aitive
ement Processor Port & Management Port [ Active Ok
m Log System Log Indicator Active
~__Hnarent High Avsilability Transparent High Availability Indicator Info
Wetwork Irterface Metweark Interface Active Ok
\etwork Interface 1 Port & Fiber Part [ Active Ok
S \work Interface 1 Port B Fiber Part Active Ok
mrk Interface 2 Port & Fiber Port Active Ok
Metwark Interface 2 Port B Fiker Part Active Ok
Metwork Interface 3 Port A Fikbet Part [ Majar ‘ellowe Alarm §Link Dowen
Metwork Interface 3 Port B Fiker Part [ Maiar “elow Alarm £ Link Down

Completed meter update




(1 TippingPoint SMS - RoberiSu@sms server - Devices (All Devices - YCRC-TP2400F - Events - System Health) (=3
File Edit  “iew Help

@ » P [ 7 % e

EBack Foryyard Events Reports Profles  Responder | Devices
=-{77 &ll Devices
[-(g8 Member Summary
i CCU-TP-2400E Device: YCRC-TP2400E Uptime: 0 yesrs, 20 weeks, 0 days, 2 hours, 38 minutes, 24 seconds

3 YCRC-TP2400E 5 o S ——
&) Device Configuration I € urrent Yalue ails

&7 Metweork Configurstion Dizk oot Mormal 44% 9 of 201 ME

Dizk Aog Mormal 2% 2of 97 ME

Diizk fopt Tormal 8% 51 of 585 ME

Disk jusr Mormal 34 of 102 ME

Memory Marmal 1,129°0f 2305 ME Threshaolds: Major/Critical 90 795 %

=] System Log Powwer Supply [ Mormal Guartity: 2
=] Aucit Log
- @ Distribution Guele
- @ Adv. DDoS Configuration
H- @ TippingPoint 05 Temperature (C)
H-§ Seoment Groups

Health Stats

C
1800 19:00 20:00 29:00 2200 2300 00:00 04:00 0200 0300 04:00 0500 0600 0F:00 0300 0200 40:00 11:00 4200 1300 1400 4500 1600 4700
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Memory

ACON ARLAN CEAN AN AN A 00 ACRAN OO0 OTEAN DSAn AAGAn RSN G ATAN A0A0 ARAn ARGnn 4400 4700 4300 A 4O A4S0 Acnn AT

Health statistics refresh completed
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File Edcit ‘“iew Help
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Back Foryyard Events Reports Profiles  Responder | Devices Admin
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G- (g Memlber Summimary Packet Stats

- CCU-TP-2400E
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[+ @@ Device Configuration
B8 Metweork Configurstion
&M Everts

% System Health

1830 2000 21300 200 O30 Q200 0330 000 O30 O0&00 0 0930 1100 1230 1400 19300 1W00

ol (Last 24 hours - 3 min. interval) EE -Reartlm
- Ay, DD0S Configuration
=% TippingPaoint 05

- 2546948

CPU
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1800 1200 20:00 21:00 2200 2300 00:00 (1:00 0200 0300 0400 0300 0800 0700 0500 0900 10:00 11:00 1200 4300 1400 1500 1600 17.00
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Deep Packet Inspection
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BEGEEE.T

P e b e, et

oo
TN TRON AENN MO0 000 AR00 000 NSAn NN 0700 Afnn Nann Annn 4400 4700 4300 4400 AS00 A8 a0 4700

4800 4000 00N 290N
Refresh

Finished updsting chart data
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:,3 TippingPoint SMS - RobertSu@sms-server - Devices (A1l Devices - YCRC-TPZ400E - Events - Port Health)

@« =» P [j

Back Events Eeports

Fatyyard

V.

Profiles  Responder | Devices

«d

Acdmin

=77 All Devices

@[ﬁ Member Summary

- CCU-TP-2400E

. ¥ CRC-TP2400E
Device Configuration
Metwiork Configuration
Events
% System Health

& Performance

0 h

Diztribution Gueue

- Adv. DDoS Configuration
" TippingPaint O
£ Seament Groups

40000

bps (hits per second)

0
20:00

Minput B output

Segment 1:A

2300 0z00 05:00 0g:00

(Last 24 hours - 1 min. interval)

11:00 1400 1700

bps thits per second)

400 .0rd

20:00
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2300 0200 0500 0800
(Lazt 24 howrs - 1 min. interyal)

11:00 4400
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Lirk:

Media: GigE Cptical Port
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Line Speed: 1000

Duplex: Full

bps (bits per second)

20:00

Mirpet Eoutput
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2300 000 0500 0300

(Laszt 24 hours - 1 min. interval)

1100 1400 4700

bps (hits per second)

400 .0k

20:00
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2300 0z00 0300 08500
(Last 24 howrs - 1 min. interyal)

11:00  14:00

Medis: GigE Optical Pott
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Line Speed: 1000
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Link:

Mediz: GigE Optical Port

Clear

Lime Speed: 1000

Duplex: Fuill

1DDI

Segment 3:A

1UD'|'

Segment 3:B

Finished updsting chart data




:,3 TippingPoint SMS - RobertSu@sms-server - Devices (A1l Devices - YCRC-TPZ400E - Events - Traffic)

File  Edit “iew Help

@« =» P [j

Back Events Eeports

Fatyyard

Devices

V.
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«d

Acdmin

=77 All Devices

@[ﬁ Member Summary

- CCU-TP-2400E
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Device Configuration
Metwiork Configuration
Events
% System Health
& Performance

Diztribution Gueue
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" TippingPaint O
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Me4 bytes
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W 128-255
286511
Es1241023
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[ Ee
H-az15
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&30 20000 20300 23000 030 0200 0330 0000 O30
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0 00
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1100
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Wntutticast
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Wrcs Error
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Symbol Error
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18350 2000 0 21:50 2300 000 000 03350 0500 0830
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0g:00

09:30
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12:30

14:00
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I Completed meter update




¥ Report Resnlts - Device Traffic [sms-server]

IPS Physical Port
Traffic Type: Port Statistics: Fram: 200901113 FF0SBF297 308
Time Units:  Minutes Ta 20091114 TH05KF20:5 308
Device: All Diata Units: Eytes

Wi Devices In [Tatal KE)
Cai Devices out [Total KB

11003 17:39 1103 1910 11003 20:43 11003 2215 11703 23:47 11004 01:19 1104 02:51 11104 04:23 11/04 05:55 1104 07:27 11704 09:00 1104 10:32 1104 12:04 14404 13:36 1104 15:08 11004 16:40
Time

Time Device Segment Port & In Port B Cut Port B In Port & Cut Alln Al Ot
20091173 FFOSKE395T .. | All Devices 21l Segmerts 13,287 491 559 13,112,343,128 7 735,439,274 7.775,818,605 21,022,930,933 20,388 666,733
20091173 TEFOSRE4055 . | Al Devices &l Segmerts 9,268,902 585 9,267,233,299 2,021 702,377 3,703,395,779 17,290 611,665 12,970,629,078
200801173 FFOSREH 55 | Al Devices &1l Segments 13,101 977 233 17 868,929,775 7 832,070,299 3,311,341 344 20,334,047 532 21,180,871,719
20091173 FLFOSRF4257 . | All Devices All Segments 9,580 663 481 9,361,325,832 3,258,519,418 7 B06 445,787 12,849,182,899 16,967,771 619
20080173 FERO5RE435T .. | Al Devices &l Segmerts 9,308,136 445 9,540,422 205 3272125185 3,202,357 224 12,580,261 628 12,751 760,029
200801173 TFROskEdass . | Al Devices &1l Segmerts 14,480,744 400 18,556,637 385 7 557 333,349 7 613,469,970 22,048,077,749 26,170,107 958
200801103 FFOSRE4S5... | All Devices 21l Segmerts 9,801,155,970 9,703,953 066 7 550,215,263 7,536,260,793 17,351,371,233 17,245,213,859
20091173 TLFOSRE4653 . | All Devices Al Segments 14,014,095 367 18,783,934,045 3,282,274,880 7491 074,075 17,296 370,247 26,275,008,120
200901173 FEFOSKESTS . | Al Devices Al Segments 14 B0R 337 544 14,264 563,584 7543242111 7 598,440,543 22155 579,655 21 863,009,127
200801103 FROskE4a+ . | Al Devices 21l Segmerts 15,002 552,286 14,558,000,477 3,156,185,062 3,356,853,678 18,159,037,348 17,914,854 ,155
20091173 FFOSKF4957 .. | All Devices 21l Segmerts 13,773,504 827 14141 315,289 7 545,702,370 3,187,926,346 21,319,207,197 17,329,242 235
200901173 TEFOSRES05T .. | Al Devices &l Segmerts 9,264,722 350 13,565,328 672 7 679,366 631 7ET4RTT 270 16,344 088,981 21,240,005 942
200801173 FFOSRES155 .. | Al Devices &1l Segments 7,955,554 530 9,216,758 253 3,360,711,383 3,282,241,755 12,345,296,213 12,499,000 608




